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1. Abstract
This document recapitulates discussion on manual CAG selection which took place in Nov CT1 meeting and proposes an alternative solution enabling the VPLMN's control in roaming situations.
2. Discussion
2.1 Recap of where we are

In Nov 2019 CT1 meeting, CT1 agreed CR C1-199010.

C1-199010 enables network to control whether the UE enables its user in manual CAG selection to select a CAG-ID of HPLMN (or EHPLMN) which is not in the UE's Allowed CAG list of the HPLMN (or the EHPLMN).
C1-199010 enables network control using "manual CAG selection control" parameter in an HPLMN's or EHPLMNs entry of the "CAG information list".
This solution was a result of companies expressing different needs on the UE enabling its user in manual CAG selection to select a CAG-ID of a PLMN which is not in the UE's Allowed CAG list of the PLMN:

-
some companies saw benefit in enabling so, since UE's "CAG information list" can be out-of-date and the UE should be able to access network to get its "CAG information list" updated.
-
other companies saw a danger in enabling so, since the UE's "CAG information list" can be up-to-date and the UE attempt to access the network via an unauthorized CAG cell would disrupt the communication done by authorized UEs.

NOTE:
One such access attempt by unauthorized UE will likely not matter. However, the feature could be misused by a group of attackers with UEs containing an application on application processor triggering the modem to perform the manual CAG selecton repeatedly. Such coordinated attack could disrupt the communication (e.g. URLLC communication) done by authorized UEs.

The solution in C1-199010 works fine for CAG-IDs of HPLMN (or EHPLMN).

In Nov 2019 CT1 meeting, it was also proposed to extend the solution to be applicable for VPLMN's CAG-IDs too. I.e. to enable network to control whether the UE enables its user in manual CAG selection to select a CAG-ID of HPLMN (or EHPLMN or a VPLMN) which is not in the UE's Allowed CAG list of the HPLMN (or the EHPLMN or the VPLMN).

However, such extended solution is inflexible since a VPLMN itself cannot set the "manual CAG selection control" parameter in the VPLMN's entry of the "CAG information list" until the UE registers with the VPLMN. I.e. if the VPLMN changes its mind on whether a CAG-ID is allowed to be selected by the UE in the manual CAG selection, the VPLMN needs to inform all the PLMNs with a roaming agreement and those PLMNs need to reconfigure their UEs. This will take a long time.

If the VPLMN is able to control without cooperation with the HPLMN whether the UE enables its user in manual CAG selection to select a CAG-ID of HPLMN (or EHPLMN or a VPLMN) which is not in the UE's Allowed CAG list of the HPLMN (or the EHPLMN or the VPLMN), such solution would provide much more flexibility for the VPLMN.

2.2 Manual CAG selection with RPLMN's control
Principles:

1)
the human-readable network name associated with a CAG-ID of a PLMN, broadcast by a CAG cell is used as follows:
a)
if a CAG cell broadcasts a human-readable network name associated with a CAG-ID of a PLMN, the UE enables its user in manual CAG selection to select the CAG-ID of the PLMN regardless whether the CAG-ID is in the UE's Allowed CAG list of the PLMN; or
b)
if a CAG cell does NOT broadcast a human-readable network name associated with a CAG-ID of a PLMN, the UE enables its user in manual CAG selection to select the CAG-ID of the PLMN only if the CAG-ID is in the UE's Allowed CAG list of the PLMN; and
2)
the UE is also configured with human-readable network name associated with a CAG-ID of a PLMN in the Allowed CAG list of the HPLMN. The human-readable network name configured in the ME is indicated to the user in the manual CAG selection when a CAG cell:

a)
broadcasts a CAG-ID of a PLMN; and

b)
does NOT broadcasts a human-readable network name associated with the CAG-ID of the PLMN;


and the UE is configured with the CAG-ID in the UE's Allowed CAG list of the PLMN.
2.3 Comparison

Both the manual CAG selection in C1-199010 and the manual CAG selection with RPLMN's control in section 2.2 do not require any RAN2 changes.
Both the manual CAG selection in C1-199010 and the manual CAG selection with RPLMN's control in section 2.2 enable the network to control whether the UE enables its user in manual CAG selection to select a CAG-ID of HPLMN (or EHPLMN) which is not in the UE's Allowed CAG list of the HPLMN (or the EHPLMN).

The manual CAG selection in C1-199010 (even if extended as discussed in section 2.1) does NOT enable a VPLMN to control whether the UE enables its user in manual CAG selection to select a CAG-ID of the VPLMN which is not in the UE's Allowed CAG list of the VPLMN, before the UE registers with the VPLMN, without cooperation with the HPLMN.

The manual CAG selection with RPLMN's control in section 2.2 enables a VPLMN to control whether the UE enables its user in manual CAG selection to select a CAG-ID of the VPLMN which is not in the UE's Allowed CAG list of the VPLMN, before the UE registers with the VPLMN, without cooperation with the HPLMN.
Both the manual CAG selection in C1-199010 and the manual CAG selection with RPLMN's control in section 2.2 enable the network to provide the UEs with the human-readable network name of a CAG-ID of a PLMN.

4. Proposal

It is proposed to agree the Manual CAG selection with RPLMN's control as proposed in CR C1-200732 and CR C1-200733.
