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1. Introduction
CT1 has followed SA2’s progress in the V2X specification and has started specifying various functionalities and procedures in TS 24.587. The spec is, however, far from complete and there are procedures and messages that have not yet been introduced and specified in the spec.
2. Reason for Change
In the course of specifying various procedures for PC5 Unicast communication, a recent exchange of LSs between SA3 and SA2 has led to the fact that SA3 has requested SA2 to capture a new security requirement for changing sets of identities of both UEs (layer-2 identities and shared identities, e.g., Key IDs) in the same run of Link identifier update procedure. SA2 then captured the security requirement and modified the “Link identifier update for unicast” procedure in TS 23.287 to satisfy the requirement (See S2-2000953) in their most recent SA2#136AH meeting in January.

It is now time for CT1 to specify the procedure as it has been missing in the 24.587
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.587.
* * * First Change * * * *

6.1.2.4
PC5 unicast link identifier update procedure

6.1.2.4.1
General

The purpose of the PC5 unicast link identifier update procedure is to:

a)
update and exchange new identifiers for the existing PC5 unicast link;

b)  update and exchange of security information;

c)  and optionally, update and exchange of new Application Layer ID and IP address/prefix.
Editor’s note:
The details of the security information are FFS.
In this procedure, the UE sending the DIRECT LINK IDENTIFIER UPDATE REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
6.1.2.4.2
PC5 unicast link identifier update procedure initiated by initiating UE

The initiating UE shall meet the following pre-conditions before initiating this procedure for updating and exchanging new identifiers of the existing PC5 unicast link:

a) there is a PC5 unicast link between the initiating UE and the target UE.

b) there is a trigger from the upper layers to update the link identifier(s) or privacy timer has expired

To initiate the link identifier update procedure, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE:

a) shall include the new layer 2 ID
b) shall include the new security information
c) may include a new Application Layer ID

d) may include a new IP address/prefix
Editor’s note:
The details of the security information are FFS.
After the DIRECT LINK IDENTIFIER UPDATE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID and the target UE’s layer-2 ID for unicast communication and start timer T5002. The UE shall not send a new DIRECT LINK IDENTIFIER UPDATE REQUEST message to the same target UE while timer T5002 is running. The initiating UE shall cypher the new identifiers before transmitting the message.
Editor’s note:
The details of the timer T5002 are FFS.

[image: image1.emf]Initiating UE

Target UE

Stop T5002

OR

DIRECT LINK UPDATE REQUEST

Start T5002

DIRECT LINK UPDATE ACCEPT

Stop T5002

DIRECT LINK UPDATE REQUEST

Start T5002

DIRECT LINK UPDATE REJECT

DIRECT LINK UPDATE ACK

Start T5003

Stop T5003


Figure 6.1.2.4.2: PC5 unicast link identifier update procedure
6.1.2.4.3
PC5 unicast link identifier update procedure accepted by the target UE
Upon receipt of a DIRECT LINK IDENTIFIER UPDATE REQUEST message, the target UE shall assign a new layer-2 ID, new security parameters, a new Application Layer ID and a new IP address/prefix for this PC5 unicast link. The target UE stores its new IDs and the source UE new layer-2 ID and new security parameters, and if received, the new Application Layer ID and IP address/prefix.

The target UE shall respond with the DIRECT LINK IDENTIFIER UPDATE ACCEPT message. In this message, the target UE:

a) shall include its new layer 2 ID;
b) shall include its new security information;

c) may include a new Application Layer ID;

d) may include a new IP address/prefix;
e) shall include the new identifiers of the source UE as received on the DIRECT LINK IDENTIFIER UPDATE REQUEST message
f) shall send the DIRECT LINK IDENTIFIER UPDATE ACCEPT message using the old identifiers;

g) shall continue to receive traffic with the old layer-2 IDs (i.e. source UE old layer-2 ID and target old UE layer-2 ID) from the source UE until it receives traffic with the new layer-2 IDs (i.e. source UE new layer-2 ID and target UE new layer-2 ID) from the source UE;

h) shall keep sending traffic to the source UE using the old layer-2 IDs (i.e. source UE old layer-2 ID and target old UE layer-2 ID) until it receives a DIRECT LINK IDENTIFIER UPDATE ACK message from the source UE.

Editor’s note:
The details of the security information are FFS.
After the DIRECT LINK IDENTIFIER UPDATE ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID and the initiating UE’s layer-2 ID for unicast communication and start timer T5003.  The target UE shall cypher the new identifiers before transmitting the message.
Editor’s note:
The details of the timer T5003 are FFS.
6.1.2.4.4
PC5 unicast link update procedure acknowledged by the initiating UE

Upon receipt of the DIRECT LINK IDENTIFIER UPDATE ACCEPT message, the initiating UE stores the new target UE layer-2 ID and the new security parameters, and if received, the new Application Layer ID and IP address/prefix.

The source UE shall respond with the DIRECT LINK IDENTIFIER UPDATE ACK message. In this message, the source UE:

a) shall include the new target UE layer 2 ID; 
b) shall include the new target UE security information;

c) may include the target UE new Application Layer ID, if received;

d) may include the target UE new IP address/prefix, if received;
e) shall send the DIRECT LINK IDENTIFIER UPDATE ACK message using the old identifiers;

f) shall continue to receive traffic with the old layer-2 IDs (i.e. source UE old layer-2 ID and target old UE layer-2 ID) from the source UE until it receives traffic with the new layer-2 IDs (i.e. source UE new layer-2 ID and target UE new layer-2 ID) from the source UE.

The initiating UE shall cypher the new identifiers before transmitting the message.
The source UE shall stop timer T5002. 

6.1.2.4.5
PC5 unicast link update procedure completion by the target UE

Upon receipt of the DIRECT LINK IDENTIFIER UPDATE ACK message, the target UE shall stop timer T5003. 
6.1.2.4.6
PC5 unicast link update procedure not accepted by the target UE
If the PC5 unicast link update request cannot be accepted, the target UE shall send a DIRECT LINK UPDATE REJECT message.
Editor’s note:
The details about the PC5 unicast link update procedure not accepted by the target UE are FFS.
6.1.2.4.7
Abnormal cases at the initiating UE
The following abnormal cases can be identified:

a)
If timer T5002 expires, the initiating UE shall retransmit the DIRECT LINK IDENTIFIER UPDATE REQUEST message and restart timer T5002. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link update procedure and may notify the upper layer that the target UE is unreachable.
b)
If timer T5003 expires, the target UE shall retransmit the DIRECT LINK IDENTIFIER UPDATE ACCEPT message and restart timer T5003. After reaching the maximum number of allowed retransmissions, the target UE shall abort the PC5 unicast link update procedure and may notify the upper layer that the initiating UE is unreachable.
NOTE 1:
The maximum number of allowed retransmissions is UE implementation specific.
NOTE 2:
After reaching the maximum number of allowed retransmissions, whether the initiating UE releases this PC5 unicast link depends on its implementation.
Editor's note:
It is FFS how to handle the collision of initiating UE-requested PC5 unicast link identifier update procedure and target UE-requested PC5 unicast link identifier update procedure for the same PC5 unicast link.
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