3GPP TSG CT WG1 Meeting #122-e





C1-200500
Electronic meeting, 20-28 February 2020

Source:
Huawei, HiSilicon
Title:
Discussion on truncated 5G-S-TMSI over NAS
Agenda item:
16.2.8
Document for:
Discussion and Decision
1. Introduction

Back to May 2019, RAN2 has originated to send an LS on RRC Connection Re-Establishment for CP for NB-IoT connected to 5GC [1] to requests SA3 and SA2’s feedback on the feasibility of introducing RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC and, if found feasible, to introduce RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC in their specifications.
This triggered several LS exchanges [2-5] between SA3, SA2 and RAN2 and several WGs (e.g. SA2 and CT4) were asked to take requried CR actions for to enable this feature in 5GS.
Even CT1 was partly involved these LS exchanges but there is no CT1 action until receving the LS C1-200247(S2-2001248) which clearly indicated below CT1 action:

"To SA3, RAN2, CT1
ACTION: 
SA2 kindly asks SA3, RAN2, CT1 to take the above into account."
This paper attempts to analyse the required CT1 work for this topic based on the current situation in SA2 and SA3 and propose the way in CT1.

2. Discussion

2.1 Why truncated 5G-S-TMSI configuration needs to be transported over NAS
In the LS [1], RAN2 motivated to support RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC to align with what supported in EPC for mobility handling in NB-IoT. In this LS, RAN2 has indicated following information to SA3 and SA2:
"RAN2 would like to inform SA3 and SA2 that, due to the limited size of the message, if the same security procedure and token (ul-NAS-MAC and ul-NAS-Count) as in EPS is used, there is not sufficient space to carry the 5G S-TMSI and a truncated 5G S TMSI (e.g. 40 bits) may need to be defined."
In the reply LS [2], SA3 just indicated that the security impacts of truncated 5G S-TMSI will be considered when studying the security of RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC. There is no CR action taken by SA3 at that time.

In the reply LS [3], SA2 indicated that SA2 has agreed to introduce RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC. In this LS, SA2 has agreed the definition of truncated 5G S-TMSI and ask CT4 to implement it in TS 23.003. In the attached agreed SA2 CR [6], SA2 specified how to configure the truncated 5G-S-TMSI configuration (i.e. n and m values) between the NG-RAN and the UE as below. For the truncated 5G-S-TMSI configuration at the UE, one can see it is done by NG-RAN via RRC layer without NAS involvement.
"The RRC Re-Establishment procedure uses the Truncated 5G-S-TMSI as UE identifier. The NG-RAN is configured with the sizes of the components of the Truncated 5G-S-TMSI and it is configured with how to recreate the AMF Set ID, the AMF Pointer and 5G-TMSI from the equivalent truncated parameters (see TS 23.003 [19]). 

The NG-RAN configures the UE with the sizes of the components of the Truncated 5G-S-TMSI as described in TS 36.331 [51]. The configuration of these parameters are specific to each PLMN."
In the reply LS [4], with SA2’s agreement, SA3 pointed out a security concern and provided a recommendation as below:
"For the UE using CP CIoT 5GS Optimisation, since AS security is not activated, n and m are not protected. In that case, SA3 recommend to send the n and the m in a protected message. "
In the reply LS [5], SA2 indicated that SA2 has taken SA3’s security concern and recommendation. In the attached agreed CRs [7,8], SA2 has changed the transport of the truncated 5G-S-TMSI configuration at the UE, from the RRC layer to the NAS layer.
"The AMF configures the UE with the Truncated 5G-S-TMSI Configuration that provides the sizes of the components of the Truncated 5G-S-TMSI as described in TS 24.501 [47] during the Registration. The configuration of these parameters are specific to each PLMN."
Observation #1: SA2 taken SA3’s security concern and recommendation to agree that the truncated 5G-S-TMSI configuration is provided to the UE over NAS.

2.2 How the truncated 5G-S-TMSI configuration is to be used
As specified in TS 23.501 subclause 5.31.4.3:
"For intra-NB-IoT mobility for UE and AMF using Control Plane CIoT 5GS Optimisation, the CP Relocation Indication procedures may be used. The purpose of the CP Relocation Indication procedure is to request the AMF to authenticate the UE's re-establishment request (see TS 33.501 [29]), and initiate the establishment of the UE's N2 connection after the UE has initiated a RRC Re-Establishment procedure in a new NG-RAN node (see TS 38.300 [27]).

The RRC Re-Establishment procedure uses the Truncated 5G-S-TMSI as UE identifier."
Then in agreed SA2 CR [8] to TS 23.502, it has specified:

"
If the RAT Type is NB-IoT and the network is configured to use the Control Plane Relocation Indication procedure then the AMF shall include in the Registration Accept message the Truncated 5G-S-TMSI Configuration that the UE using Control Plane CIoT 5GS Optimisation uses to create the Truncated 5G-S-TMSI, see TS 23.501 [2] clause 5.31.4.3."
Even the latest version of TS 33.501 v16.1.0 has not covered the required work for supporting 5G CIoT security, SA3 has maintained a running CR [9] which was approved via email approval after the SA3#97 meeting in Nov. 2019. In this running CR for security procedures for RRCConnectionRe-establishment Procedure in Control Plane CIoT 5GS Optimization, it has specified following text related to the Truncated 5G-S-TMSI:

"The UE shall send the RRCConntectionRestablishmentRequest message to the target ng-eNB and shall include the Truncated 5G-S-TMSI (as described in TS 23.501 [2], TS 23.003 [19] and TS 36.331 [69]), the 5 least significant bits (LSB) of the NAS COUNT that was used to calculate NAS-MAC and UL_NAS_MAC in the message. 

The target ng-eNB recognises the RRCConntectionRestablishmentRequest message sent by a UE relates to the Control Plane CIoT 5GS optimisation based on the presence of the Truncated 5G-S-TMSI in the message. The target ng-eNB shall recreate the 5G-S-TMSI from the Truncated 5G-S-TMSI (as described in TS 23.501 [2], TS 23.003 [19] and TS 36.331 [69]). The target ng-eNB shall send the 5G-S-TMSI, LSB of NAS COUNT, UL_NAS_MAC and target Cell-ID in the CP Relocation Indication message to the AMF that is serving the UE (this can be deteremined by the S-TMSI). "

Based on above SA2 and SA3 text, we could have:
Observation #2: The truncated 5G-S-TMSI configuration is used by the UE to create the Truncated 5G-S-TMSI, which was furhter used as UE ID during the RRC Re-Establishment procedure for intra-NB-IoT mobility.
The current agreed truncated 5G-S-TMSI mechanism by SA2 can meet both SA3's security requirements and RAN2's limited RRC message size requirements.

2.3 Required CT1 work

Based on the current agreed truncated 5G-S-TMSI mechanism by SA2, the required CT1 work includes:

(1) During which NAS procedure the AMF needs to provide the truncated 5G-S-TMSI configuration to the UE.

(2) Under which conditions the AMF needs to provide the truncated 5G-S-TMSI configuration to the UE; and
(3) How to encode the truncated 5G-S-TMSI configuration in an NAS message.
For work point (1), as specified in SA2 agreed CR [8] to TS 23.502, the AMF needs to provide the truncated 5G-S-TMSI configuration to the UE during the registration procedrue including both initial registration and mobility registration update. Furthermore, the AMF can provide a new truncated 5G-S-TMSI configuration to the UE by generic UE configuration update procedure.
Proposal #1 : The initial registration procedure, the mobility registration update procedure and the generic UE configuration update procedure need to be updated to provide the truncated 5G-S-TMSI configuration to the UE.

For work point (2), based on the text in agreed SA2 CR [8] to TS 23.502 and the information shown in section 2.1 and 2.2:

"
If the RAT Type is NB-IoT and the network is configured to use the Control Plane Relocation Indication procedure then the AMF shall include in the Registration Accept message the Truncated 5G-S-TMSI Configuration that the UE using Control Plane CIoT 5GS Optimisation uses to create the Truncated 5G-S-TMSI, see TS 23.501 [2] clause 5.31.4.3."
One can see during the registration procedrue, the condtions for the AMF to include the truncated 5G-S-TMSI configuration to the UE includes:

(a) The RAT Type is NB-IoT;
(b) The UE is using Control Plane CIoT 5GS Optimisation; and
(c) The network is configured to use the Control Plane Relocation Indication procedure.
Condition (a) and (b) can be easily implemented in stage 3 however, for condtion (c), it is not so clear that the network has to be aware of the Control Plane Relocation Indication procedure which was used between the NG-RAN and UE, from implementation perspective. Based on above observation #2, the provided truncated 5G-S-TMSI configuration is only used for the UE to create the Truncated 5G-S-TMSI. Then the Truncated 5G-S-TMSI is only used for RRC Re-Establishment procedure for intra-NB-IoT mobility for which only applied to the CP CIoT 5GS Optimisation. So for condition (c), it is better to check whether the network is configured to provide the truncated 5G-S-TMSI configuration for control plane CIoT 5GS optimizations, which is more reasonable and also correct in stage 3.
Hence, for work point (2), we would have below proposal:

Proposal #2 : During the initial registration procedure and mobility registration update procedure, the AMF shall provide the truncated 5G-S-TMSI configuration to the UE under following conditions:

-
the UE is in NB-N1 mode;

-
the UE requests "control plane CIoT 5GS optimization" in the 5GS update type IE of REGISTRATION REQUEST message;

-
the AMF decides to accept the requested CIoT 5GS optimization and the registration request; and

-
the network is configured to provide the truncated 5G-S-TMSI configuration for control plane CIoT 5GS optimizations.

For work point (3), so far CT4 has not defined the format of the truncated 5G-S-TMSI in TS 23.003. However, in reply LS [3], SA2 has agreed the definition of truncated 5G S-TMSI as below:
"The Truncated 5G-S-TMSI is a 40 bit UE identifier constructed from the 5G-S-TMSI. It is used in RRC Connection Re-Establishment for the control plane for NB-IoT as described in TS 36.300.

· <Truncated 5G-S-TMSI> := <Truncated AMF set ID><Truncated AMF Pointer><Truncated 5G-TMSI>.

· <Truncated AMF set ID> = :n LSBs of AMF Set ID, where n is no greater than 10 bits.

· <Truncated AMF Pointer> := m LSBs of AMF Pointer, where m is no greater than 6 bits.

· <Truncated 5G-TMSI> := (40-n-m) LSBs of 5G-TMSI.

The values n and m are configurable based on network deployment. The value n+m shall be larger or equal to 8 bits."
Hence, what AMF needs to provide in the truncated 5G-S-TMSI configuration is the value of n and m without providing the truncated 5G-S-TMSI itself. There is a restriction on the value n, m and n+m respectively. However, it is not specified what is the minimum value for n and m respectively. It is reasonable that both n and m cannot be zero.

Proposal #3 : The truncated 5G-S-TMSI configuration includes the value of n and m with restrictions on the value n, m and n+m respectively.
3. Conclusion
This paper analysed the required CT1 work for the transport of the truncated 5G-S-TMSI configuration over NAS based on the current agreement achieved in SA2.

Based on the discussion, below obervations were provided:

Observation #1: SA2 taken SA3’s security concern and recommendation to agree that the truncated 5G-S-TMSI configuration is provided to the UE over NAS.

Observation #2: The truncated 5G-S-TMSI configuration is used by the UE to create the Truncated 5G-S-TMSI, which was furhter used as UE ID during the RRC Re-Establishment procedure for intra-NB-IoT mobility.

Based on these observations, following proposals were provided for required CT1 work:

Proposal #1 : The initial registration procedure, the mobility registration update procedure and the generic UE configuration update procedure need to be updated to provide the truncated 5G-S-TMSI configuration to the UE.

Proposal #2 : During the initial registration procedure and mobility registration update procedure, the AMF shall provide the truncated 5G-S-TMSI configuration to the UE under following conditions:

-
the UE is in NB-N1 mode;

-
the UE requests "control plane CIoT 5GS optimization" in the 5GS update type IE of REGISTRATION REQUEST message;

-
the AMF decides to accept the requested CIoT 5GS optimization and the registration request; and

-
the network is configured to provide the truncated 5G-S-TMSI configuration for control plane CIoT 5GS optimizations.

Proposal #3 : The truncated 5G-S-TMSI configuration includes the value of n and m with restrictions on the value n, m and n+m respectively.
The proposals are covered in CR C1-200501 for TS 24.501.
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