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1. Overall Description:

SA3 would like to provide the following information to CT1 regarding the security related ETSI Plugtest technical constraints that were identified in the ETSI Plugtests Report V1.0.0 “3rd ETSI MCX Remote Plugtests 3 Dec 2018 – 31 Jan 2019”.  These issues were provided to SA3 in S3-191829 (C1-191829) and S3-191834.
1. ETSI Plugtest Technical Constraint 10.2.4:
10.2.4
CLARIFICATION: Need for Client Authentication in IDMS

Many of the vendors’ implementations of IdMS and MCPTT Auth included/required Client Authentication using HTTP Basic Auth. 

Regarding 3GPP TS 33.180 [24] this type of mechanisms is only mentioned a couple of times, for example: "Note that client authentication is REQUIRED for native applications (using PKCE) in order to exchange the authorization code for an access token. Assuming that client secrets are used, the client secret is sent in the HTTP Authorization Header." 

But nowhere else in the standard is mentioned the use of client authentication or Basic HTTP Auth mechanisms. It is missing completely from the example just below the aforementioned sentence, in section B.4.2.4. Moreover, most of the implementations require the presence of this Basic HTTP Auth (Authorization header) with a content consisting of user:password coded in Base64. This basic method is not specified in the standard (other than inter-domain auth), although it's specified in IETF RFC 6749 [38]. 

Adding an additional layer of client/UE authentication to the mix (apart from UE-id registering in the IdMS), would probably not represent any benefit. It really adds up to the UE registration phase, because instead of only provisioning the IdMS with the UE-id, the client secret must be also provisioned back to the UE. 

If a discussion finally validates this HTTP Basic mechanism, it would be reasonable to modify the standard to include more details about this, and clarify client authentication procedures. 


SA3 Response:

Please note that the use of HTTP Basic authentication is optional but “recommended” per OAuth 2.0 RFC 6749 section 2.3.1 (copied here for convenience):

“2.3.1. Client Password

Clients in possession of a client password MAY use the HTTP Basic authentication scheme as defined in [RFC2617] to authenticate with the authorization server. The client identifier is encoded using the "application/x-www-form-urlencoded" encoding algorithm per Appendix B, and the encoded value is used as the username; the client password is encoded using the same algorithm and used as the password. The authorization server MUST support the HTTP Basic authentication scheme for authenticating clients that were issued a client password.
For example (with extra line breaks for display purposes only):

Authorization: Basic czZCaGRSa3F0Mzo3RmpmcDBaQnIxS3REUmJuZlZkbUl3

Alternatively, the authorization server MAY support including the client credentials in the request-body using the following parameters:

client_id

REQUIRED. The client identifier issued to the client during the registration process described by Section 2.2.

client_secret

REQUIRED. The client secret. The client MAY omit the parameter if the client secret is an empty string.

Including the client credentials in the request-body using the two parameters is NOT RECOMMENDED and SHOULD be limited to clients unable to directly utilize the HTTP Basic authentication scheme (or other password-based HTTP authentication schemes). The parameters can only be transmitted in the request-body and MUST NOT be included in the request URI.

For example, a request to refresh an access token (Section 6) using the body parameters (with extra line breaks for display purposes only):

POST /token HTTP/1.1

Host: server.example.com

Content-Type: application/x-www-form-urlencoded

grant_type=refresh_token&refresh_token=tGzv3JOkF0XG5Qx2TlKWIA

&client_id=s6BhdRkqt3&client_secret=7Fjfp0ZBr1KtDRbnfVdmIw

The authorization server MUST require the use of TLS as described in Section 1.6 when sending requests using password authentication. Since this client authentication method involves a password, the authorization server MUST protect any endpoint utilizing it against brute force attacks.”
In TS 33.180 (annex B.4.2.4), it states; “Note that client authentication is REQUIRED for native applications (using PKCE) in order to exchange the authorization code for an access token. Assuming that client secrets are used, the client secret is sent in the HTTP Authorization Header.”  This sentence applies specifically to the OAuth redirection step when the client is redirected from the authorization endpoint to the token endpoint and must use Proof Key for Code Exchange (PKCE).  While PKCE is required, HTTP Basic authentication SHOULD be used if client secrets are used.  The use of client secrets is not mandatory.
When not otherwise specified in 33.180, the use of HTTP Basic authentication is per OAuth 2.0 specifications RFC 6749 & RFC 6750.

To clarify this, SA3 has agreed on the following CR: S3-194000 (attached).
2. Actions:

To CT1 group.

ACTION: 
SA3 respectfully asks CT1 group (as the central communication liaison for ETSI Plugtest responses) to communicate the above SA3 response to the ETSI Plugtest group.
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