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[bookmark: _Toc11406796]
***** Next change *****

[bookmark: _Toc11407838]11.2.2.4.2.2	Private call setup request retransmission
When in the "P2: waiting for call response" state, upon expiry of timer TFP1 (private call request retransmission) and the value of the counter CFP1 (private call request retransmission) is less than the upper limit, the MCPTT client:
1)	may update the stored user location with current user location;
2)	shall increment the value of counter CFP1 (private call request retransmission) by 1;
3)	shall generate a PRIVATE CALL SETUP REQUEST message as specified in subclause 15.1.5. In the PRIVATE CALL SETUP REQUEST message, the MCPTT client:
a)	shall set the Call identifier IE with the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
c)	shall set the MCPTT user ID of the callee IE with the stored callee ID;
d)	shall set the Commencement mode IE with the stored commencement mode;
e)	shall set the Call type IE with the stored current call type associated with the call type control state machine;
f)	shall set the SDP offer IE with the stored offer SDP; and
g)	may set the User location IE with stored user location if the stored current call type is "EMERGENCY PRIVATE CALL" associated with the call type control state machine.
4)	shall send the PRIVATE CALL SETUP REQUEST message towards other MCPTT client according to rules and procedures as specified in subclause 11.2.1.1.1;
5)	shall start timer TFP1 (private call request retransmission); and
6)	shall remain in the "P2: waiting for call response" state.

***** Next change *****

[bookmark: _Toc11407841][bookmark: _Toc11406799]11.2.2.4.2.5	No response to private call setup request with manual commencement mode
When in the "P2: waiting for call response" state when timer TFP1 (private call request retransmission) expires and the value of the counter CFP1 (private call request retransmission) is equal to the upper limit and the stored commencement mode is "MANUAL COMMENCEMENT MODE", the MCPTT client:
1)	shall start timer TFP92 (waiting for call response message); and
2)	shall remain in the "P2: waiting for call response" state.
[bookmark: _Toc11406800]
***** Next change *****

[bookmark: _Toc11407842]11.2.2.4.2.6	No response to private call setup request after waiting for user acknowledgement
When in the "P2: waiting for call response" state, upon expiry of timer TFP92 (waiting for call response message), the MCPTT client:
1)	shall start timer TFP7 (waiting for any message with same call identifier);
2)	shall release the call type control state machine; and
3)	shall enter the "P1: ignoring same call id" state.
[bookmark: _Toc11406801]
***** Next change *****

[bookmark: _Toc11407843]11.2.2.4.2.7	Private call setup request rejected
When in the "P2: waiting for call response" state, upon receiving a PRIVATE CALL REJECT message in response to PRIVATE CALL SETUP REQUEST message with Call identifier IE same as the stored call identifier, the MCPTT client:
1)	shall stop timer TFP1 (private call request retransmission), if running;
2)	shall stop timer TFP92 (waiting for call response message), if running;
3)	shall start timer TFP7 (waiting for any message with same call identifier);
4)	shall release the call type control state machine; and
5)	shall enter the "P1: ignoring same call id" state.
[bookmark: _Toc11406802]
***** Next change *****

[bookmark: _Toc11407844]11.2.2.4.2.8	Private call setup request accepted
When in the "P2: waiting for call response" state, upon receiving a PRIVATE CALL ACCEPT message response to PRIVATE CALL SETUP REQUEST message with the same call identifier, the MCPTT client:
1)	shall store the SDP answer IE received in the PRIVATE CALL ACCEPT message as answer SDP;
2)	shall generate a PRIVATE CALL ACCEPT ACK message as specified in subclause 15.1.11:
a)	shall set the Call identifier IE to the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID; and
c)	shall set the MCPTT user ID of the callee IE with the stored callee ID.
3)	shall send the PRIVATE CALL ACCEPT ACK message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
4)	shall stop timer TFP1 (private call request retransmission), if running;
5)	shall stop timer TFP92 (waiting for call response message), if running;
6)	shall establish a media session based on the SDP body of the stored answer SDP;
7)	shall start floor control as originating floor participant as specified in subclause 7.2 in 3GPP TS 24.380 [5];
8)	shall start timer TFP5 (max duration); and
9)	shall enter the "P4: part of ongoing call" state.

[bookmark: _Toc11406803]
***** Next change *****

[bookmark: _Toc11407845]11.2.2.4.2.9	User cancels the private call setup request
When in the "P2: waiting for call response" state, upon an indication from MCPTT User to cancel the private call request, the MCPTT client:
1)	shall generate a PRIVATE CALL RELEASE message as specified in subclause 15.1.9;
a)	shall set the Call identifier IE to the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID; and
c)	shall set the MCPTT user ID of the callee IE with the stored callee ID;
2)	shall send the PRIVATE CALL RELEASE message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
3)	shall stop timer TFP1 (private call request retransmission);
4)	shall stop timer TFP92 (waiting for call response message);
5)	shall start timer TFP3 (private call release retransmission);
6)	shall initialize the counter CFP3 with value set to 1; and
76)	shall enter the "P3: waiting for release response" state.
[bookmark: _Toc11406806]
***** Next change *****

[bookmark: _Toc11407848][bookmark: _Toc11406811]11.2.2.4.3.2	Responding to private call setup request when not participating in the ongoing call
When in the "P0: start-stop" or "P1: ignoring same call id" state, upon receiving a PRIVATE CALL SETUP REQUEST message with Commencement mode IE set to "AUTOMATIC COMMENCEMENT MODE" and Call identifier IE different than stored call identifier and media session declared in SDP body of PRIVATE CALL SETUP REQUEST message can be established, the MCPTT client:
1)	shall store the Call identifier IE in the received message as call identifier;
2)	shall create the call type control state machine as described in subclause 11.2.3.2;
3)	shall store the MCPTT user ID of the caller IE in the received PRIVATE CALL SETUP REQUEST message as caller ID;
4)	shall store own MCPTT user ID as callee ID;
5)	if the SDP offer contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:
a)	shall extract the MCPTT ID of the originating MCPTT user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78];
b)	shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [78];
c)	shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [78];
d)	if the validation of the signature failed, shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8. In the PRIVATE CALL REJECT message, the MCPTT client:
i)	shall set the call identifier IE to the stored call identifier;
ii)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)	shall set the MCPTT user ID of the callee IE with the stored callee ID;
iv)	shall set the Reason IE as "FAILED", if requested to restrict notification of call failure and the value of "/<x>/<x>/Common/PrivateCall/FailRestrict" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true". Otherwise, shall set the reason IE as "E2E SECURITY CONTEXT FAILURE";
v)	shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1; 
vi)	shall release call type control state machine; and
vii)	shall remain in the current state;
e)	if the validation of the signature was successful:
i)	shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [78];
ii)	shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [78];
iii)	shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
iv)	shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:
A)	shall set the Call identifier IE to the stored call identifier; and
B)	shall set the MCPTT user ID of the caller IE with stored caller ID.
C)	shall set the MCPTT user ID of the callee IE with stored callee ID; and
D)	shall set the SDP answer IE with the stored answer SDP;
v)	shall send PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
vi)	shall establish a media session based on the SDP body of the stored answer SDP;
vii)	shall initialize the counter CFP4 with value set to 1;
viii)	shall start timer TFP4 (private call accept retransmission);
ix)	if in "P1: ignoring same call id" state, shall stop timer TFP7 (waiting for any message with same call identifier); and
x)	shall enter the "P5: pending" state; and
NOTE:	With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
6)	if the SDP offer does not contain an "a=key-mgmt" attribute, the MCPTT client:
a)	shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
b)	shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7:
i)	shall set the Call identifier IE to the stored call identifier;
ii)	shall set the MCPTT user ID of the caller IE with stored caller ID.
iii)	shall set the MCPTT user ID of the callee IE with stored callee ID; and
iv)	shall set the SDP answer IE with the stored answer SDP;
c)	shall send PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
d)	shall establish a media session based on the SDP body of the stored answer SDP;
e)	shall initialize the counter CFP4 with value set to 1;
f)	shall start timer TFP4 (private call accept retransmission);
g)	if in "P1: ignoring same call id" state, shall stop timer TFP7 (waiting for any message with same call identifier); and
h)	shall enter the "P5: pending" state.

***** Next change *****

[bookmark: _Toc11407853]11.2.2.4.4.1	Incoming private call
When in the "P0: start-stop" or "P1: ignoring same call id" state, upon receiving a PRIVATE CALL SETUP REQUEST message with Commencement mode IE set to "MANUAL COMMENCEMENT MODE" and Call identifier IE different from stored call identifier, the MCPTT client:
[bookmark: OLE_LINK2]1)	shall store the Call identifier IE in the received message as call identifier;
2)	shall create the call type control state machine as described in subclause 11.2.3.2;
3)	shall store the MCPTT user ID of the caller IE as received in the PRIVATE CALL SETUP REQUEST as caller ID;
4)	shall store own MCPTT user ID as callee ID;
5)	shall generate a PRIVATE CALL RINGING message as specified in subclause 15.1.6;
a)	shall set the Call identifier IE to the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID; and
c)	shall set the MCPTT user ID of the callee IE with the stored callee ID;
6)	shall send PRIVATE CALL RINGING message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
7)	if in "P1: ignoring same call id" state, shall stop timer TFP7 (waiting for any message with same call identifier);
8)	shall start timer TFP2 (waiting for user tocall respondse message); and
9)	shall enter the "P5: pending" state.
[bookmark: _Toc11406812]
***** Next change *****

[bookmark: _Toc11407854]11.2.2.4.4.2	No response from the user
When in the "P5: pending" state, upon expiry of timer TFP2 (waiting for user tocall respondse message), the MCPTT client:
1)	shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8:
a)	shall set the Call identifier IE to the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
c)	shall set the MCPTT user ID of the callee IE with the stored callee ID; and
d)	shall set the Reason IE as "FAILED".
2)	shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
3)	shall start timer TFP7 (waiting for any message with same call identifier);
4)	shall release the call type control state machine; and
5)	shall enter the "P1: ignoring same call id" state.
[bookmark: _Toc11406813]
***** Next change *****

[bookmark: _Toc11407855]11.2.2.4.4.3	User accepts the private call setup request
When in the "P5: pending" state, upon an indication from MCPTT User to accept the incoming private call, the MCPTT client:
1)	if the SDP offer contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:
a)	shall extract the MCPTT ID of the originating MCPTT user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78];
b)	shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [78];
c)	shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [78];
d)	if the validation of the signature failed, shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8. In the PRIVATE CALL REJECT message, the MCPTT client:
i)	shall set the call identifier IE to the stored call identifier;
ii)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)	shall set the MCPTT user ID of the callee IE with the stored callee ID;
iv)	shall set the Reason IE as "FAILED", if requested to restrict notification of call failure and the value of "/<x>/<x>/Common/PrivateCall/FailRestrict" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true". Otherwise, shall set the reason IE as "E2E SECURITY CONTEXT FAILURE";
v)	shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
vi)	shall stop timer TFP2 (waiting for user tocall respondse message);
vii)	if timer TFP 7 is not running, shall start timer TFP7 (waiting for any message with same call identifier); and
viii)	shall release the call type control state machine; and
ix)	shall enter the "P1: ignoring same call id" state;
e)	if the validation of the signature was successful:
i)	shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [78];
ii)	shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [78];
iii)	shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
iv)	shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:
A)	shall set the Call identifier IE to the stored call identifier;
B)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
C)	shall set the MCPTT user ID of the callee IE with the stored callee ID; and
D)	shall set the SDP answer IE with the stored answer SDP;
v)	shall send the PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
vi)	shall establish a media session based on the SDP body of the private call;
vii)	shall stop timer TFP2 (waiting for user tocall respondse message);
viii)	shall initialize the counter CFP4 with value set to 1;
ix)	shall start timer TFP4 (private call accept retransmission); and
x)	shall remain in the "P5: pending" state; and
NOTE:	With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
2)	if the SDP offer does not contain an "a=key-mgmt" attribute, the MCPTT client:
a)	shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
b)	shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:
i)	shall set the Call identifier IE to the stored call identifier;
ii)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)	shall set the MCPTT user ID of the callee IE with the stored callee ID; and
iv)	shall set the SDP answer IE with the stored answer SDP;
c)	shall send the PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
d)	shall establish a media session based on the SDP body of the private call;
e)	shall stop timer TFP2 (waiting for user tocall respondse message);
f)	shall initialize the counter CFP4 with value set to 1;
g)	shall start timer TFP4 (private call accept retransmission); and
h)	shall remain in the "P5: pending" state.

***** Next change *****

[bookmark: _Toc11407859][bookmark: _Toc11406817]11.2.2.4.4.7	User rejects the private call setup request
When in the "P5: pending" state, upon an indication from MCPTT User to reject the incoming private call, the MCPTT client:
1)	shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8:
a)	shall set the Call identifier IE to the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID;
c)	shall set the MCPTT user ID of the callee IE with stored callee ID; and
d)	shall set the Reason IE as "FAILED", if requested to restrict notification of call failure and the value of "/<x>/<x>/Common/PrivateCall/FailRestrict" leaf node present in the user profile as specified in 3GPP TS 24.483 [45] is set to "true". Otherwise, shall set the Reason IE as "REJECT";
2)	shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
3)	shall stop timer TFP24 (private call accept retransmissionwaiting for user to respond);
4)	shall start timer TFP7 (waiting for any message with same call identifier);
5)	shall release the call type control state machine; and
6)	shall enter the "P1: ignoring same call id" state.
[bookmark: _Toc11406818]
***** Next change *****

[bookmark: _Toc11407860]11.2.2.4.4.8	Caller cancels the private call setup request before call establishment
When in the "P5: pending" state or "P1: ignoring same call id" state, upon receiving a PRIVATE CALL RELEASE message, the MCPTT client:
1)	shall generate a PRIVATE CALL RELEASE ACK message as specified in subclause 15.1.10. In the PRIVATE CALL RELEASE ACK message, the MCPTT client:
a)	shall set the Call identifier IE to the stored call identifier;
b)	shall set the MCPTT user ID of the caller IE with the stored caller ID; and.
c)	shall set the MCPTT user ID of the callee IE with the stored callee ID.
2)	shall send the PRIVATE CALL RELEASE ACK message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;
3)	if in the "P5: pending" state and timer TFP7 (waiting for any message with same call identifier) is not running, shall start timer TFP7 (waiting for any message with same call identifier);
4)	shall stop timer TFP2 (waiting for user to respond), if running;
5)	shall stop timer TFP4 (private call accept retransmission) if running;
65)	shall release the call type control state machine, if the current state is "P5: pending" state; and
76)	shall enter the "P1: ignoring same call id" state, if the current state is "P5: pending" state.

***** Next change *****

[bookmark: _Toc11408052]B.3.2	Timers in off-network private call
The table B.3.2-1 lists the timers used in off-network private call, their start values, their limits, describes the cause of start, and the action to take on normal stop and on expiry.
Table B.3.2-1: Timers in off-network private call
	Timer
	Timer value
	Cause of start
	Normal stop
	On expiry

	TFP1 (private call request retransmission)

	Default value: 40 millisecond

Depends on the characteristic of the D2D (D2D Sidelink period)

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP1" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].

	When the client sends a PRIVATE CALL SETUP REQUEST message.

	Reception of a PRIVATE CALL ACCEPT or PRIVATE CALL REJECT message.
	Resend PRIVATE CALL SETUP REQUEST message. Increment associated counter by 1.

If counter has reached limit, assume the called client is not available. Terminate call setup.

	TFP2 (waiting for user tocall respondse message)

	Default value: 30 seconds

Maximum value: 60 seconds

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP2" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].

	Reception of a PRIVATE CALL SETUP REQUEST message.
	User responds to the incoming call notification.
	Start TFP7 timer.

Send a PRIVATE CALL REJECT message

	TFP3 (private call release retransmission)
	Default value: 40 millisecond 

Depends on the characteristic of the D2D (D2D Sidelink period)

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP3" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].

	When the client sends a PRIVATE CALL RELEASE message.
	Reception of PRIVATE CALL RELEASE ACK message.
	Resend PRIVATE CALL RELEASE message. Increment associated counter by 1.

If counter has reached limit, assume the receiving client is not available anymore. Release the call.

	TFP4 (private call accept retransmission)
	Default value: 40 millisecond

Depends on the characteristic of the D2D (D2D Sidelink period)

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP4" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].
	When the client sends a PRIVATE CALL ACCEPT message.
	Reception of a PRIVATE CALL ACCEPT ACK message or RTP media.
	Resend PRIVATE CALL ACCEPT message. Increment associated counter by 1.

If counter has reached limit, assume the receiving client is not available anymore
Notify call setup failure.

	TFP5 (max duration)
	Configurable.

Set to the value of "/<x>/OffNetwork/PrivateCall/MaxDuration" leaf node present in the service configuration as specified in 3GPP TS 24.483 [45].

	Call establishment.
	Call termination.
	Terminate the call.

	TFP6 (private emergency call cancel retransmission)
	Default value: 40 millisecond

Depends on the characteristic of the D2D. (D2D Sidelink period)

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP6" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].

	When the client sends a PRIVATE EMERGENCY CALL CANCEL message.
	Reception of a PRIVATE EMERGENCY CALL CANCEL ACK message.
	Resend PRIVATE EMERGENCY CALL CANCEL message. Increment associated counter by 1.

If counter has reached limit, assume the receiving client is not available anymore
Notify call setup failure.

	TFP7 (waiting for any message with same call identifier)
	Default value: 1 second

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP7" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].

	Rejection of a call OR
Termination of a call OR
Call Failure.
	-
	Reset the call control state machine.

	TFP8 (implicit downgrade)
	Configurable.

Default value: 180 seconds

Set to the value of "/<x>/OffNetwork/PrivateCall/CancelTimeout" leaf node present in the service configuration as specified in 3GPP TS 24.483 [45].
	
	
	

	TFP9 (waiting for call response message)
	Default value: 30 seconds

Maximum value: 60 seconds

Configurable.

Set to the value of "/<x>/OffNetwork/Timers/TFP9" leaf node present in the UE initial configuration as specified in 3GPP TS 24.483 [45].
	Expiry of timer TFP1 and CFP1 = upper limit and manual commencement mode.
	Reception of PRIVATE CALL ACCEPT or PRIVATE CALL REJECT message.
	Start TFP7 timer.



