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1. Introduction
This p-CR provides the server user authentication procedure for 3GPP TS 24.547 specification.
2. Reason for Change
The server user authentication procedure has been defined in stage-2 specification 3GPP TS 23.434 and in TS 24.482.
3. Proposal

It is proposed to agree the following changes to 3GPP 24.547 v0.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;".

[3]
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* * * Next Change * * * *

6.2.2.2
SIM-S procedure

Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.

Upon receiving an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [G] and IETF RFC 6749 [E] via a secure TLS tunnel between the SIM-C and the authorisation endpoint of the SIM-S, the SIM-S shall:

1)
validate the received OIDC Authentication Request message as specified in the OpenID Connect 1.0 [G] and IETF RFC 6749 [E];

2)
generate an HTTP 200 (OK) response according to IETF RFC 2616 [A] including form data to prompt the VAL service user for their username and password credentials; and

3)
send the HTTP 200 (OK) response towards the SIM-C.

Upon receiving an HTTP POST request method from the SIM-C containing the VAL service user's username and password, the SIM-S authenticates the VAL service user and shall:

1)
generate an OIDC Authentication Response message as specified in OpenID Connect 1.0 [G] and IETF RFC 6749 [E] with the following clarifications:
a)
shall generate an HTTP 302 (FOUND) response according to IETF RFC 2616 [A]; and

b)
shall include the required parameters including the authorization_code as specified in 3GPP TS 33.434 [C] in the query component of the redirection URI contained in the Location header field of the HTTP FOUND request method using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [B]; and
Editor’s Note: The details of what parameters are included in HTTP FOUND message are FFS. 

2)
send the HTTP 302 (FOUND) response towards the SIM-C.
Upon receiving an OIDC Token Request message via a secure TLS tunnel established between the SIM-C and the token endpoint of the SIM-S, the SIM-S shall:
1)
validate the OIDC Token Request message and if valid shall generate an OIDC Token Response message as specified in OpenID Connect 1.0 [G] and IETF RFC 6749 [E] with the following clarifications:
a)
shall generate an HTTP 200 (OK) response according to IETF RFC 2616 [A];

b)
shall based on the received VAL user ID obtained from the received user authentication credentials, determine the VAL service ID of the VAL service user;

c)
shall include an id_token, access_token and refresh_token and VAL service ID as specified in 3GPP TS 33.434 [C]; and

d)
shall include the other required parameters as specified in OpenID Connect 1.0 [G] and IETF RFC 6749 [E]; and

2)
shall send the HTTP 200 (OK) response towards the SIM-C.
* * * End of change * * * *

