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1
Introduction
The following call flow (S2-1910342) was technically endorsed by SA2. CT1 needs to work on 5GMM messages depicted in Steps 2, 3, 10, 11, and 18. In CT1#119, several papers were handling the issue: C1-194970 (revised in C1-198029) and C1-195148.

[image: image1.emf]19..  UE configuration update procedure

AAA-S AAA-P AUSF AMF UE

1. trigger to perform Slice-Specific 

Authentication And Authorisation

2. NAS MM Transport (EAP ID Request, S-NSSAI)

3.  NAS MM Transport (EAP ID response, S-NSSAI)

4. Nausf_NSSAA_Authenticate Req (EAP ID Response, GPSI, S-NSSAI)

 5. AAA Protocol message (EAP ID Response, GPSI, S-NSSAI)

6. AAA Protocol message (EAP ID Response, GPSI, S-

NSSAI)

7.AAA Protocol message (EAP msg, GPSI, S-NSSAI)

 9. Nausf_NSSAA_Authenticate Resp (EAP msg, GPSI, S-NSSAI)

 8. AAA Protocol message (EAP msg, GPSI, S-NSSAI)

10. NAS MM Transport (EAP msg, S-NSSAI)

11. NAS MM Transport (EAP msg, S-NSSAI)

12. Nausf_NSSAA_Authenticate Request (EAP msg, GPSI, S-NSSAI)

 13. AAA Protocol message (EAP msg,  AAA-S Addr., GPSI, S-NSSAI)

14.AAA Protocol message (EAP msg, GPSI, S-NSSAI)

15.AAA Protocol message (EAP success/failure, GPSI, S-

NSSAI)

 17. Nausf_NSSAA_Authenticate Resp (EAP Success/failuremsg, GPSI, S-NSSAI)

 16. AAA Protocol messager (EAP Success/failure, GPSI, S-NSSAI)

18. NAS MM Transport (EAP success/failure)


Figure 1: Network slice-specific authentication and authorization procedure (Figure 4.2.9.2-1 of 3GPP TS 23.502)

2
5GMM messages for EAP-request/response delivery (Steps 2, 3, 10, and 11)
The 5G NAS layer already supports transport of EAP-request/response messages: See clauses 5.4.1.2.4 (EAP message reliable transport procedure) and 6.3.1.2 (EAP message reliable transport procedure). In these cases, the 5GMM sublayer and the 5GSM sublayer are considered to be capable of functioning as a reliable lower layer:
a) IETF RFC 3748 clause 4.3: When run over a reliable lower layer (e.g., EAP over ISAKMP/TCP, as within [PIC]), the authenticator retransmission timer SHOULD be set to an infinite value, so that retransmissions do not occur at the EAP layer;
b) 3GPP TS 24.501 clause 5.4.1.2.1: The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value; and
c) 3GPP TS 24.501 clause 6.3.1.1: The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.

Remark 1: It is inconsistent to regard the 5GMM sublayer as an unreliable lower layer for EAP message transport within NSSAA.
If we artificially disable the capability of reliable EAP message transport in the 5GMM sublayer by using one-way 5GMM procedures (i.e. UE/network-initiated NAS transport procedures), which is not aligned with the decisions that CT1 made in Rel-15, the following disadvantages are expected.
· the retransmission behaviour is outside the control of 3GPP. There will be no specification which specifies e.g. how many times the transmission can be repeated; and
· knowledge in the 5GMM sublayer is lost. For example, as described in bullet b) in clause 5.4.x.2.3 of C1-198029, the AMF can use information available in the 5GMM sublayer (e.g. handover result, target TA being part of the TAI list) to decide retransmission.
Remark 2: Benefits of relying on the upper layers’ retransmission behaviour are unclear compared to ensuring reliable transmission of EAP messages in the 5GMM sublayer.
In addition, a possibility to define an upper layer procedure (between UE and AUSF) was discussed. Taking into account that the AMF triggers the NSSAA, this is not a valid option.

Therefore, reliable EAP message transport should be secured in the 5GMM sublayer and thus a two-way 5GMM procedure should be adopted. We found no existing 5GMM procedure that is adequate for reliable transmission of EAP messages for NSSAA. Hence, we propose to define a new 5GMM procedure as can be seen in C1-198029.
3
5GMM message for EAP-success/failure delivery (Step 18)
Use of the DL NAS TRANSPORT message should work for this case. However, we prefer to follow precedents: Dedicated 5GMM/5GSM messages (i.e. AUTHENTICATION RESULT and PDU SESSION AUTHENTICATION RESULT messages) for transport of EAP result messages unless the EAP result messages can be piggybacked in different 5GMM/5GSM messages.
4
Conclusion
We propose the followings:

· to define new 5GMM messages for reliable transport of EAP-request/response message; and

· to define a new 5GMM message for transport of EAP result message.
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