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1. Introduction
In EPS, ESM cause #29 is used to indicate the UE that the requested service is rejected due to authentication failure (i.e., authentication using PAP/CHAP). The user/UE shall be allowed to correct the username/password and reattempt the same request again.

In 5GS, 5GSM cause #29 is additionally used to indicate the failure for PDU session authentication and authorization procedure. The PDU session authentication and authorization procedure can be performed during or after the UE-requested PDU session establishment procedure. There are 3 scenarios where 5GSM cause #29 is sent to the UE as illustrated in the figures below:
	Scenario#1
	During the PDU session establishment procedure, the authentication information is not compliant with local policy and user's subscription data.

	Scenario#2
	During the PDU session establishment procedure, the user authentication fails. 

	Scenario#3
	After the PDU session establishment procedure, the user authentication fails.
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Figure 1:  Scenario#1 (During the PDU session establishment procedure, the authentication information is not compliant with local policy and user's subscription data.)
[image: image2.emf]UE Network

PDU Session Establishment Request

(DN-specific ID included in SM PDU DN request container IE) 

PDU Session Establishment Reject

(#29 user authentication or authorization failed)

PDU Session Authentication Complete 

PDU Session Authentication Command

Authentication fail


Figure 2: Scenario#2  (During the PDU session establishment procedure, the user authentication fails.)
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Figure 3: Scenario#3 (After the PDU session establishment procedure, the user authentication fails.)
However, the UE handling upon receipt of 5GSM #29 in those scenarios is not defined. Whether 5GSM cause #29 shall apply back-off timer and reattempt indication is discussed in this paper.
2. Discussion
Regarding Scenario#1, there are 3 possibilities:

1. The UE includes only the authentication information in the PCO/ePCO IE (i.e., PAP/CHAP-based authentication).
In this case, the UE shall be allowed to correct the username/password and reattempt the same procedure. Therefore, the network should set the timer value to zero, or the UE is allowed to ignore the back-off timer IE and send another request.
Question#1: In Scenario#1, if the UE only provides the authentication information for PAP/CHAP-based authentication, whether the UE is allowed to ignore the back-off timer IE, if any, and send another request?
2. The UE includes only the DN-specific identity in the SM PDU DN request container (i.e., PDU session authentication and authorization procedure).

In this case, the UE shall not reattempt the same request again immediately. Therefore, the network should set a proper timer (e.g., non-zero or deactivated). When the back-off timer is deactivated but the DN-specific identity is updated, in this case the UE should be allowed to send the same request again.

Question#2: In Scenario#1, if the UE only provides the DN-specific identity in the SM PDU DN request container  for PDU session authentication and authorization procedure and the back-off timer is deactivated, whether the UE is allowed to reattempt the request upon the DN-specific identity is updated?
3. The UE includes both the authentication information in the PCO/ePCO IE and the  DN-specific identity in the SM PDU DN request container (i.e., either PAP/CHAP-based authentication or  PDU session authentication and authorization procedure).
In this case, the UE is not able to distinguish which of the authentication failure occurs, and thus shall follow the back-off timer set by the network. However, when the back-off timer is deactivated but the DN-specific identity is updated, the UE should be allowed to send the same request again in case the back-off timer is deactivated due to PDU session authentication and authorization failure.
Question#3: In Scenario#1, if the back-off timer is deactivated, whether the UE is allowed to reattempt the request upon the DN-specific identity is updated?

Regarding Scenario#2, since this PDU session establishment reject is due to EAP-based authentication failure  over the NAS layer, whether the UE is allowed to reattempt the same request is based on network’s policy. The UE shall follow the back-off timer/reattempt indicator set by the network.

Regarding Scenario#3, since this PDU session release command is due to EAP-based authentication failure  in an entity over the NAS layer, whether the UE is allowed to reattempt the same request is based on network’s policy. A back-off timer should start in this case. It is not defined whether this back-off timer can be applied to:

· PDU session establishment procedure;

· PDU session modification procedure; or

· Both

And also It is not defined what is the S-NSSAI value associated with this back-off timer, e.g.,:

· The S-NSSAI value provided by the UE during the PDU session establishment

· The S-NSSAI value of the PDU session
Question#4: In Scenario#3, whether the network can send a back-off timer and a re-attempt indicator along with the 5GSM cause #29 in the PDU session release command message?

If the answer to Question#4 is yes, then:

Question#4-1: What 5GSM procedure(s) should be impacted by this back-off timer?

· PDU session establishment procedure;

· PDU session modification procedure; or

· Both

Question#4-1: What is the S-NSSAI value associated with the back-off timer?

· The S-NSSAI provided by the UE during PDU session establishment procedure; or 

· The S-NSSAI associated with the PDU session

3. Proposal
It is proposed that CT1 discusses the questions described in section 2 or other potential solutions, and decides a way forward. 
Question#1: In Scenario#1, if the UE only provides the authentication information for PAP/CHAP-based authentication, whether the UE is allowed to ignore the back-off timer and send another request?

Question#2: In Scenario#1, if the UE only provides the DN-specific identity in the SM PDU DN request container  for PDU session authentication and authorization procedure and the back-off timer is deactivated, whether the UE is allowed to reattempt the request upon the DN-specific identity is updated?

Question#3: In Scenario#1, if the back-off timer is deactivated, whether the UE is allowed to reattempt the request upon the DN-specific identity is updated?

Question#4: In Scenario#3, whether the network can send a back-off timer and a re-attempt indicator along with the 5GSM cause #29 in the PDU session release command message?

If the answer to Question#4 is “Yes”, then we have:

Question#4-1: What 5GSM procedure(s) should be impacted by this back-off timer?

· PDU session establishment procedure;

· PDU session modification procedure; or

· Both

Question#4-1: What is the S-NSSAI value associated with the back-off timer?

· The S-NSSAI provided by the UE during PDU session establishment procedure; or 

· The S-NSSAI associated with the PDU session

