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Introduction:

CAG manual selection has been introduced in TS23.122vg.2.0.
In CT1#121, further proposals on how to manage CAG manual cell selection by the UE was discussed and no agreement was reached (see the Annex in this document), mainly on accessing CAG cells that are not in the "Allowed CAG list".
Discussion:
The current TS 23.122, 4.4.3.1.2 states that:
------------------------
In i to v, if the MS supports CAG and is provisioned with a non-empty "CAG information list", for each PLMN/access technology combination of NG-RAN access technology:

a)
the MS shall present to the user the PLMN/access technology combination and a list of CAG-IDs composed of one or more CAG-IDs such that for each CAG-ID:

1)
there is an available CAG cell which broadcasts the CAG-ID for the PLMN; and

2)
there exists an entry with the PLMN ID of the PLMN in the "CAG information list" and the CAG-ID is included in the "Allowed CAG list" of the entry;

--------------------
This can be interpreted in such a way that for every PLMN in the "CAG information list", if CAG ID not included in the "Allowed CAG list" then the UE will not provide the CAG-ID to the user during manual cell selection. 
During the discussion in CT1#120, the manual CAG selection was compared to the manual CSG selection. If we look at TS 23.122, 4.4.3.1.3.1, we can see that the HPLMN can restrict the UE's manual CSG selection, by configuration, whether to select from the "Operator CSG List" only, or without any restriction.
------------------------
The HPLMN may configure the MS whether to provide to the user CSGs for a certain PLMN without any restriction or to provide to the user only CSGs in the Operator CSG List for that PLMN.This configuration may be done either:

-
 in the USIM if the Operator CSG list is available in the USIM; or 

-
as described in 3GPP TS 24.285 [47].

In the absence of  such configuration from the HPLMN for a certain PLMN, the MS shall by default provide to the user CSGs for that PLMN without any restriction.

------------------------
Observation_1: Manual CSG cell selection can be determined by the HPLMN, if it is to be restricted to the "Operator CSG List" or no restrictions are applicable.

Observation_2: In manual CSG cell selection, the HPLMN cannot control whether or not to impose the above restriction on inbound roamers.
CAG requirements:

Requirement for non-public networks (CAG) are provided in TS 22.261-6.25. 
It is clearly described that the UE is not free to attempt selecting and accessing a non-public network unless it is authorised to do so. This means the UE shall not manually attempt to select a cell in a network that it is not already authorised for it, i.e included in the "Allowed CAG list" for that PLMN.

------------------------
In any of these deployment options, it is expected that unauthorized UEs, those that are not associated with the enterprise, will not attempt to access the non-public network, which could result in resources being used to reject that UE and thereby not be available for the UEs of the enterprise. 
------------------------
The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select.
The 5G system shall support a mechanism to prevent a UE with a subscription to a PLMN from automatically selecting and attaching to a non-public network it is not authorized to select.
------------------------
The use of the word "automatically selecting and attaching to a PLMN" does not reflect here the automatic/manual cell selection. It means the UE by itself without instructions, i.e. without considering the "Allowed CAG list", selects and attaches to a PLMN, hence is not desired.

Please note that this requirement is reflected in TS23.501-5.30.3.1.
-----------------------

CAG is used for the Public network integrated NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).

------------------------

The background for these requirements can be found in TR 22.804 where the description of the use cases are documented. One can note the text in clause 5.3.20.1 for example:
--------------------
UEs that do not belong to the factory are not allowed to access the type-a network, to avoid any use of type-a network resources by non-authorised UEs. Since the type-a network may overlap the coverage are of one or more PLMNs, there is a risk of excessive resource usage and churn if a UE that does not belong the factory finds a stronger signal from the type-a network and attempts to attach to the type-a network, only to be rejected later based on authentication or authorisation validation. This is of particular concern for a URLLC type capability where the churn may impact the ability of a time sensitive factory UE (e.g., robotic controller) in receiving access to the network.

--------------------
 
Observation_3: CAG requirement comes from a use case for type-a network (i.e. PNI-NPN) for factory usage that unauthorized UEs shall not attempt to access the PNI-NPN to preserve its resource isolation.
Observation_4: Applying the CSG concept does not meet CAG requirements.

Updating the "CAG information list"/"Allowed CAG list" by the operator:
In this clause we will discuss the methods for updating the "CAG information list"/"Allowed CAG list" by the operator.

From TS23.501:
-----------

5.30.3.3
UE configuration, subscription aspects and storage

To support CAG, the UE may be pre-configured or  (re)configured with the following CAG information, included in the subscription as part of the Mobility Restrictions:

-
an Allowed CAG list i.e. a list of CAG Identifiers the UE is allowed to access; and

-
optionally, a CAG-only indication whether the UE is only allowed to access 5GS via CAG cells (see TS 38.304 [50] for how the UE identifies whether a cell is a CAG cell);

The HPLMN may configure or re-configure a UE with the above CAG information using the UE Configuration Update procedure for access and mobility management related parameters described in TS 23.502 [3] in clause 4.2.4.2.,

The above CAG information is provided by the HPLMN on a per PLMN basis. In a PLMN the UE shall only consider the CAG information provided for this PLMN.

The UE shall store the latest available CAG information for every PLMN for which it is provided and keep it stored when the UE is de-registered.

NOTE:
CAG information has no implication on whether and how the UE accesses 5GS over non-3GPP access.

---------
It possible for the HPLMN to configure or re-configure the UE to either option based on the "CAG information list", (also see TS 23.122-3.8):

1. access CAG cells only where CAG-IDs are allowed.

2. access CAG cells only where CAG-IDs are allowed and also access to public networks.

For option_2, if the UE is given authorisation to access a new CAG, then the UE can gain access to the PLMN and receive the updated "CAG information list" with the "Allowed CAG list" including the new CAG-IDs, via the UE Configuration Update procedure.
For option_1:

· if the UE was authorised to access a new CAG, and the UE can gain access to another CAG cell available in the "Allowed CAG list", then it will receive the updated "CAG information list" with the "Allowed CAG list" including the new CAG-IDs, via the UE Configuration Update procedure.
· If the UE cannot gain access at all, i.e. no CAG cell in the "CAG information list"/"Allowed CAG list" is available in range, then the user shall:
· go to the shop and get the UE updated.
· for the user to remotely performing such an action, clarifications of the requirements are needed on how to handle such a use case.

Observation_5: Clarification of the requirements is needed on how the UE can remotely update the UE for a new entry in the "CAG information list" if the UE cannot gain access to any network (PLMN or PNI-NPN).

Conclusion:

PNI-NPN should be specified based on the requirements that are introduced for it. Some public network characteristics may be shared by PNI-NPN. If any is ambiguity emerges, then to be clarified by SA1 and SA2. 

It is proposed to agree the following:

1- As CSG and CAG have different requirements, and CAG in 5G is not a replacement of CSG of 4G, consider them separately.
2- Based on the analysis above, it is clear that the UE in manual CAG cell selection mode shall not present any information on unauthorised/not allowed CAG cells to the user. Only the CAG-IDs in the "Allowed CAG list" should be provided to the user for manual cell selection. 
3- The "Allowed CAG list" is provided by the network, and the user is not allowed to add/remove any entry in this list. 
4- Clarifications on the requirements are needed on how the UE can remotely (not in the shop) update the UE for a new entry in the "CAG information list", if the UE cannot gain access to any network (PLMN or PNI-NPN).

The meeting to agree on the points above, and it is proposed to send a LS to SA1 and SA2 to clarify the requirements.

Annex:

List of related CRs proposed in CT1#120 and their outcome:

· C1-196546 / Subscription update for CAG only UEs; Samsung => rejected

· C1-196735 Addition of a CAG-ID in the "allowed CAG list" in case of manual CAG selection; Nokia, Nokia Shanghai Bell, Huawei, HiSilicon, Qualcomm Incorporated, OPPO, Samsung => Postponed

· C1-196736 / Updates for Manual CAG selection; Huawei, HiSilicon  => Postponed

· C1-196937 / Manual selection of CAG cell which is not in the allowed list; Huawei, HiSilicon, Nokia, Nokia Shanghai bell, OPPO, Mediatek => Postponed

