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	Reason for change:
	Handover from 5GS to EPS:
(1)
[bookmark: _GoBack]After handover, when newly derived mapped EPS security context is taken into use, the UL and DL NAS COUNTs in the UE and the network have to be synchronized.

Before CR#1305 (TS 24.501 Jun-2019), the uplink and downlink NAS COUNT of newly derived mapped EPS security context was set to zero. This means that TAU REQUEST was sent with uplink NAS COUNT value set to zero and the EMM responds with TAU ACCEPT with downlink NAS COUNT set to zero.

After CR#1305 (TS 24.501 Sep-2019), the uplink and downlink NAS COUNT of newly derived mapped EPS security context are copied from uplink and downlink NAS COUNT of 5GS NAS security context. This means that TAU REQUEST is sent with uplink NAS COUNT value copied from uplink NAS COUNT of the 5GS security context and the TAU ACCEPT with downlink NAS COUNT value copied from uplink NAS COUNT value of the 5GS security context.

In the handover the network provides the UE with "N1 mode to S1 mode NAS transparent container" which can be considered in the UE as an implicit SECURITY MODE COMMAND triggering the mapped EPS security context derivation. 

For successful and secure signalling, the initial NAS COUNT can set to any value as far as both ends (i.e. the UE and the network) share the same value. However, the NAS COUNT value is meant to indicate also the age/freshness of the security context. Hence, for the newly derived security context initial value is used to set to zero as it was specified until June-2019 version of the protocol.
(2)
The specification does not clearly specify the UE initial value for the UL and DL NAS COUNT values associated with the newly derived K'ASME.

Inter-operability analysis
This CR is not backward compatible to Sep-2019 version of the protocol.

	
	

	Summary of change:
	At N1 mode to S1 mode handover, UL and DL NAS COUNTs of newly derived mapped EPS security context is set to zero in UE and network.

	
	

	Consequences if not approved:
	NAS signalling fails after N1 mode to S1 mode handover.
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[bookmark: _Toc20231818][bookmark: _Toc20232407]4.4.2.4	Establishment of an EPS security context during inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode
In order for the UE operating in single-registration mode to derive a mapped EPS security context for an inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the AMF shall prepare a mapped EPS security context for the target MME as indicated in 3GPP TS 33.501 [24].
The AMF shall derive a K'ASME using the KAMF key and the downlink NAS COUNT of the current 5G security context, include the corresponding NAS sequence number in the N1 mode to S1 mode NAS transparent container (see subclause 9.11.2.7) and then increments its stored downlink NAS COUNT value by one. The AMF shall select the NAS algorithms identifiers to be used in the target MME after the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, for encryption and integrity protection. The Both uplink and downlink NAS COUNT values associated with the newly derived K'ASME key are set to zerothe uplink and downlink NAS COUNT value, respectively, of the 5G NAS security context. The eKSI for the newly derived K'ASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.
When the UE operating in single-registration mode receives a command to perform inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode including the NAS security transparent container for handover to E-UTRAN (see 3GPP TS 24.301 [15]), the UE shall derive the mapped EPS security context, i.e. derive K'ASME from KAMF using a downlink NAS COUNT based on the NAS sequence number received in the N1 mode to S1 mode NAS transparent container (see subclause 9.11.2.7) as described in 3GPP TS 33.501 [24]. Both uplink and downlink NAS COUNT values associated with the newly derived K'ASME key are set to zero. The eKSI for the newly derived K'ASME key is defined such that the value field is taken from the ngKSI and the type field is set to indicate a mapped security context. The UE shall also derive the NAS keys as specified in 3GPP TS 33.401 [23A] using the EPS NAS security algorithms identifiers that are stored in the UE's 5G NAS security context.
If the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode is not completed successfully, the AMF and the UE shall delete the new mapped EPS security context.

