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1. Introduction
This paper discusses some issues related to dynamic update of steering of roaming information using SOR-AF application function as described in TS 23.122 and related corrections. 

2. Discussion
For the control plane solution for steering of roaming in 5GS procedure, the HPLMN needs to update the the UE by providing the HPLMN protected list of preferred PLMN/access technology combinations via NAS signalling. In Rel-16, TS 23.122 specifies that besides static steering of roaming information that can be obtained from UDM, the SOR information can be dynamically generated on demand via a dedicated streering of roaming application function SOR-AF because information may not be necessary the same at all times and for all users:
As the HPLMN needs to consider certain criteria including the number of customers distributed through multiple VPLMNs in the same country or region, the steering of roaming information is not necessary the same at all times and for all users. This SOR information needs to be dynamically generated, e.g. generated on demand, by a dedicated steering of roaming application function (SOR-AF) providing operator specific data analytics solutions.
In CT1#119 meeting, agreed CR C1-195210 specified additional interactions between SOR-AF and UDM. Procedure for providing list of preferred PLMN/access technology combinations and the stage-2 flow for the case when the UE registers with VPLMN AMF were updated to include interactions with SOR-AF as described below:
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In the updated step 3a) and 3c), it is stated that in case SOR is dynamically generated due to the HPLMN policy for the SOR-AF invocation, the  HPLMN UDM can obtain the list of preferred PLMN/access technology combinations or the secured packet directly from the SOR-AF:
3a)
…

If the HPLMN UDM is to provide the steering of roaming information to the UE when the UE performs the registration in a VPLMN, and the HPLMN policy for the SOR-AF invocation is present then the HPLMN UDM obtains the list of preferred PLMN/access technology combinations or the secured packet from the SOR-AF using steps 3b and 3c.
3c)
The SOR-AF to the HPLMN UDM: Nsoraf_SoR_Obtain response (the list of preferred PLMN/access technology combinations,).


Based on the information received in step 3b and any operator specific criteria, the SOR-AF may include the list of preferred PLMN/access technology combinations or the secured packet in the Nsoraf_SoR_Obtain response or may provide the Nsoraf_SoR_Obtain response with neither a list of preferred PLMN/access technology combinations nor a secured packet.

NOTE 0A:
The SOR-AF can include a different list of preferred PLMN/access technology combinations for each Nsoraf_SoR_Obtain request even if the VPLMN ID, the SUPI of the UE, the access type, and the RAT type are the same.

However according to TS 23.122, SOR-AP application function is only used to generate dynamic SOR information. The list of preferred PLMN/access technology combinations generated by SOR-AP is not in secure packet format:

As the HPLMN needs to consider certain criteria including the number of customers distributed through multiple VPLMNs in the same country or region, the steering of roaming information is not necessary the same at all times and for all users. This SOR information needs to be dynamically generated, e.g. generated on demand, by a dedicated steering of roaming application function (SOR-AF) providing operator specific data analytics solutions.
Observation 1: For dynamic SOR update, there is no requirement in TS 23.122 for SOR-AP to provide SOR information in secured packet format.

This matches the SOR information obtained by UDM during static SOR information update where the list of preferred PLMN/access technology combinations obtained from UDR is in cleartext (not secured packet) format.  Note also that SOR information can be stored on the ME or USIM. When it is stored on the ME, the information cannot be encapsulated into secured packet format because ME has no capability to read the information in secured packet format.
Observation 2: When SOR information is stored on the ME, the information cannot be encapsulated into secured packet format.
In fact, regardless whether the SOR information (list of preferred PLMN/access technology combinations)  is obtained statically or dynamically, the information should be in the same format.  In TS 33.501, it is clearly specified that UDM first obtains the list (step 7), then the UDM security protect the list (step 8, 9):
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Figure 6.14.2.1-1: Procedure for providing list of preferred PLMN/access technology combinations

 6)
The VPLMN AMF invokes Nudm_SDM_Get service operation message to the UDM to get amongst other information the Access and Mobility Subscription data for the UE (see step 14b in sub-clause 4.2.2.2.2 of 3GPP TS 23.502 [8]).

7)
The UDM decides to send the Steering Information, and obtains the list as descirbed in TS 23.122 [53].

8-9)
The UDM shall invoke Nausf_SoRProtection service operation message to the AUSF to get SoR-MAC-IAUSF and CounterSoR as specified in sub-clause 14.1.3 of this document. If the HPLMN decided that the UE is to acknowledge the successful security check of the received Steering Information List, then the UDM shall set the corresponding indication in the SoR header (see TS 24.501 [35]) and include the ACK Indication in the Nausf_SoRProtection service operation message to signal that it also needs the expected SoR-XMAC-IUE, as specified in sub-clause 14.1.3 of this document.

The details of the CounterSoR is specified in sub-clause 6.14.2.3 of this document. In case, the Steering Information List is not available or HPLMN determines that no steering of the UE is required, then the List indication valuein the SoR header shall be set to null and list shall not be included. The inclusion of list of preferred PLMN/access technology combinations (if provided) and the SoR header in the calculation of SoR-MAC-IAUSF allows the UE to verify that the Steering Information List received is not tampered with or removed by the VPLMN and if the UDM requested an acknowledgement. The expected SoR-XMAC-IUE allows the UDM to verify that the UE received the Steering Information List. 

Also subclause 6.15.2 has clear description on the handling sequence for applying secured packet protection for USIM termination and applying AUSF security protection:  
1)
…. If the final consumer of any of the UE parameters to be updated (e.g., the updated Routing ID Data) is the USIM, the UDM shall protect these parameters using a secured packet mechanism (see 3GPP TS 31.115 [65]) to update the parameters stored on the USIM. ….

2-3)
The UDM shall invoke Nausf_UPUProtection service operation message by including the UPU Data to the AUSF to get UPU-MAC-IAUSF and CounterUPU as specified in sub-clause 14.1.4 of this document. If the UDM decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM shall set the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in sub-clause 14.1.4 of this document.

The details of the CounterUPU is specified in sub-clause 6.15.2.2 of this document. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the UDM to verify that the UE received the UE Parameters Update Data correctly. 

As can be seen, the proper handling sequence should be:

step 1) retrieve SOR information. In this step, SOR information cannot be in secured packet format

step 2) secure SOR information. In this step, SOR information is additionally encapsulated into secured packet format only if USIM termination is needed before AUSF protection takes place.
Observation 4: For security protection, SOR information is additionally encapsulated into secured packet format only if USIM termination is needed before AUSF protection takes place.
Conclusion: SOR information in step 3a - 3c) cannot be in secured packet format before step 3d) where SOR information are security protected.

So it is proposed to correct the procedure and call flow descriptions in TS 23.122 subclause C.2) such that secured packet encapsulation becomes part of step 3d) for securing information instead of part 3a) - 3c).
Proposal 1: It is proposed to correct the procedure and call flow descriptions such that secured packet encapsulation becomes part of step 3d) for securing information instead of part 3a) - 3c).
Finally since step 3d) in Figure C.2.1 on securing information can potentially involve two sub-steps:

- encapsulated into secured packet format if USIM termination is needed 

- AUSF protection 

Also according to Rel-16 WID on 5GS Enhanced support of OTA mechanism for UICC configuration parameter update (5G_OTAF), APIs for encapsulating UICC configuration parameter update into secured packet will be provided under 5GS OTAF network function:
This WI is to provide enhancement needed to support provisioning and updating UICC configuration parameters, including specifying the related network protocols and APIs:

-
Introducing new 5GS OTAF (Over The Air Function), and specify the procedures for the 5GS OTAF.
-
Specify APIs to enable 5G network functions to access the 5GS OTAF network function for encapsulating UICC configuration parameter update into secured packet.
It is proposed to clarify in Figure C.2.1 the two sub-steps (secured packet protection and AUSF protection) involved to secure SOR information for step 3d).
Proposal 2: It is proposed to clarify in Figure C.2.1 the two sub-steps involved to secure SOR information for step 3d).
3. Proposal

It is proposed to agree the following changes:
Proposal 1: It is proposed to correct the procedure and call flow descriptions such that secured packet encapsulation becomes part of step 3d) for securing information instead of part 3a) - 3c).
Proposal 2: It is proposed to clarify in Figure C.2.1 the two sub-steps involved to secure SOR information for step 3d).
Related CR is provided in C1-198410.
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