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1. Introduction
Adds the Non-3GPP "security" message defined in TS 23.283, also known as an "InterSD" in TS 33.180. 
2. Reason for Change
The Interworking Security Data message can be used to send payloads from the IWF to LMR aware MCPTT clients opaquely. Changes to TS 29.379:
- 	X.1.1: new procedure for the IWF sending an Interworking Security Data message
-	SIP MESSAGE based upon the procedure in TS 24.379 clause 6.3.3.1.11
-	X.1.2: new procedure for the IWF receiving an Interworking Security Data message
- 	X.2: new message payload definitions
-	A.1: changes existing A.1 for new mcpttinfo XML elements for request type
-	Added a reference to an RFC
-	Added IANA MIME type application form
3. Conclusions

4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.379-120.

* * * First Change * * * *
[bookmark: _Toc17962816][bookmark: _Toc11411647]X	Handling of Interworking Security Data messages
X.1	IWF
X.1.1	IWF originates Interworking Security Data message 
[bookmark: _Toc17962817]Upon deciding to send an Interworking Security Data message, the IWF:
1)	shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [3] and IETF RFC 3428 [18];
2)	shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [5];
2)	the IWF shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [5];
3)	shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <mcptt-request-uri> element set to the value of the MCPTT ID of the targeted MCPTT user; and
4)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [3]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [7];
5)	shall set the Request-URI to the address of the terminating participating function associated with the MC service ID of the targeted MC service user;
6)	shall include a P-Asserted-Identity header field set to the public service identity of the IWF;
7)	shall include an application/vnd.3gpp.interworking-data MIME body with the payload as defined in X.2.1;
8)	if a security context between the MCPTT client and the IWF needs to be established and the security context does not exist or if the existing security context has expired, procedures in clause 11.2.2 in 3GPP TS 33.180 [29] shall be followed; and
9)	send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [3].
* * * Second Change * * * *
X.1.2	IWF receives Interworking Security Data message
Upon receiving a "SIP MESSAGE request for Interworking Security Data message for participating function", the actions performed by the IWF are out of scope of the present document. The received message, described in clause X.2, contains an opaque payload, the contents of which are out out of scope of the present document.
* * * Third Change * * * *
X.2	Message payload
[bookmark: _Toc517281798]X.2.1	Message definition
This clause specifies the payload to be used when sending an Interworking Security Data message between the IWF and MCPTT clients. The Interworking Security Data (InterSD) message is defined as a MONP message. 
Message type:	InterSD-MESSAGE
Direction:			IWF to MCPTT client, MCPTT client to IWF 
Table X.2.1-1: Interworking Security Data message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	SDS signalling payload message identity
	Message type
3GPP TS 24.282 [30]
	M
	V
	1

	
	External network type
	X.2.2
	M
	V
	1

	7D
	URI of LMR key management functional entity 
	URI encoded as specified in IETF RFC 3986 [x]

	O
	TLV-E
	3-x

	78
	Payload
	3GPP TS 24.282 [30], clause 15.2.13
	O
	TLV-E
	3-x



[bookmark: _Toc517281826]X.2.2	External network type
The purpose of the external network type information element is to identify the type of the network represented by the IWF.
The value part of the external network type information element is coded as shown in Table X.2.2-1.
The external network type information element is a type 3 information element with a length of 1 octet.
Table X.2.2-1: External network type
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	P25

	0
	0
	0
	0
	0
	0
	1
	0
	
	TETRA

	
	
	
	
	
	
	
	
	
	

	All other values are reserved.



* * * Fourth Change * * * *
[bookmark: _Toc17962584]6.6.1.2	SIP MESSAGE request
The IWF needs to distinguish between the following SIP MESSAGE request for originations and terminations:
-	SIP MESSAGE requests routed to the IWF performing the controlling role and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo> root element with a <mcptt-Params> element containing an <anyExt> element with the <request-type> element set to a value of "remotely-initiated-group-call-request". Such requests are known as "SIP MESSAGE request for remotely initiated group call request for controlling MCPTT function";
-	SIP MESSAGE requests routed to the IWF performing the controlling role and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo> root element with a <mcptt-Params> element containing an <anyExt> element with the <response-type> element set to a value of "remotely-initiated-group-call-response". Such requests are known as "SIP MESSAGE request for remotely initiated group call response for controlling MCPTT function";
-	SIP MESSAGE requests routed to the IWF performing the terminating participating role as a result of initial filter criteria with the Request-URI set to the public service identity of the IWF performing the terminating participating role and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo> root element with a <mcptt-Params> element containing an <anyExt> element with the <request-type> element set to a value of "remotely-initiated-group-call-request" or with the <response-type> element set to a value of "remotely-initiated-group-call-response". Such requests are known as "SIP MESSAGE request for remotely initiated group call for terminating participating MCPTT function";
-	SIP MESSAGE requests routed to the IWF performing the terminating participating role with the Request-URI set to the public service identity of the IWF and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo> root element containing a <mcptt-Params> element containing an <emergency-ind> element or an <alert-ind> element. Such requests are known as "SIP MESSAGE request for emergency notification for terminating participating MCPTT function" in the procedures in the present document; and
[bookmark: _Hlk9921314]-	SIP MESSAGE requests routed to the IWF performing the controlling role with the Request-URI set to the public service identity of the IWF and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo> root element containing a <mcptt-Params> element containing an <emergency-ind> element or an <alert-ind> element. Such requests are known as "SIP MESSAGE request for emergency notification for controlling MCPTT function" in the procedures in the present document.; and
-	SIP MESSAGE requests routed to the IWF performing the terminating participating role as a result of initial filter criteria with the Request-URI set to the public service identity of the IWF performing the participating role and containing a Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml" and includes an XML body containing a <mcpttinfo> root element with a <mcptt-Params> element containing an <anyExt> element with the <request-type> element set to a value of "Interworking Security Data message". Such requests are known as "SIP MESSAGE request for Interworking Security Data message for participating function".

* * * Fifth Change * * * *
[bookmark: _Toc21604574]Annex A (normative):
XML Schema
[bookmark: _Toc21604575]A.1	General
The XML schema elements defined in the present clause extend those in 3GPP TS 24.379 [29] or other 3GPP technical specifications as noted.
[bookmark: _Toc21604576]A.2	Private call parameters
[bookmark: _Toc21604577]A.2	mcpttinfo
A.2.1	XML schema
The XML schema elements for private call parameters in the present clause extend the mcpttinfo schema in 3GPP TS 24.379 [29].
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
  xmlns:mgktp="urn:3gpp:ns:mcpttGKTP:1.0">

  <xs:element name="private-call-params" type="mcpttinfo:private-call-params-type"/>

  <xs:complexType name="private-call-params-type">
    <xs:sequence>
      <xs:choice minOccurs="0">
        <xs:element name="floor-control" type="mcpttinfo:emptyType"/>
        <xs:element name="without-floor-control" type="mcpttinfo:emptyType"/>
      </xs:choice>
      <xs:choice minOccurs="0">
        <xs:element name="implicit-floor" type="mcpttinfo:emptyType"/>
        <xs:element name="without-implicit-floor" type="mcpttinfo:emptyType"/>
      </xs:choice>
      <xs:choice minOccurs="0">
        <xs:element name="manual-commencement" type="mcpttinfo:emptyType"/>
        <xs:element name="automatic-commencement" type="mcpttinfo:emptyType"/>
      </xs:choice>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <!-- empty complex type -->
  <xs:complexType name="emptyType"/>

</xs:schema>

Editor's Note:	Need to register and add a namespace to the schema that's specific to interworking.
* * * Sixth Change * * * *

[bookmark: _Toc533163693][bookmark: _Toc18026684][bookmark: _Toc21604578][bookmark: _Hlk517170707]A.2.2	Semantic
The <private‑call‑params> element may be included in the <anyExt> element of the <mcpttinfo> element, when responding to a SIP INVITE for a private call, with the following elements:
1)	an element indicating support for the type of floor control:
a)	if the client supports private calls with floor control and the offer is for floor control, shall include a <floor‑control> element;
b)	if the client supports private calls without floor control and the offer is for no floor control, shall include a <without‑floor‑control> element; 
2)	an element indicating support for type of first talker:
a)	if the client supports not talking first and the offer is for the caller to talk first, shall include an <implicit‑floor> element; or
b)	if the client supports talking first and the offer is for the receiver to talk first, shall include a <without‑implicit‑floor> element; and
3)	an element indicating support for type of commencement mode:
a)	if the client supports private calls with automatic commencement mode and the offer is for automatic commencement mode, shall include a <automatic‑commencement> element; or
b)	if the client supports private calls with manual commencement mode and the offer is for manual commencement mode, shall include a <manual‑commencement> element.
NOTE:	The <private‑call‑params> element is only included in responses only from the IWF, not from the MCPTT system.
The <anyExt> element can be included with the following element not declared in the XML schema:
-	a <request-type> of type "xs:string": set to value of "Interworking Security Data message" when a requesting an Interworking Security Data message.

* * * Seventh Change * * * *
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[bookmark: _Toc517281884]Annex X (normative):
IANA registration forms
[bookmark: _Toc517281885]X.1	MIME type for transporting interworking data content
Editor’s note: The MIME type application/vnd.3gpp.interworking-data as defined in this subclause is to be registered in the IANA registry for Application Media Types based upon the following template. The registration is to be started when work on the MCCI_CT WID completes.
Your Name:
<MCC name>
Your Email Address:
<MCC email address>
Media Type Name:
Application
Subtype name:
vnd.3gpp.mcdata-signalling
Required parameters:
None
Optional parameters:
None
Encoding considerations:
binary.
Security considerations:
General mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as authentication and further security mechanisms are described in 3GPP TS 24.229.
Security mechanisms specific to this MIME type are dependent upon the business and trust relationship between the Interworking function operator, the mission critical services operator and the SIP carrier operator. Mission critical services operators may wish to encrypt and integrity protect the content transported by this MIME type indepedently of mechanisms provided by the transport layer. Such mechanisms have been specified by 3GPP SA3.
The information transported in this media type does not include active or executable content.
This media type may include provisions for directives that institute actions on a recipient's files or other resources.
This media type does not include provisions for directives that institute actions that, while not directly harmful to the recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates a recipient's privacy in any way.
This media type does not employ compression.
Interoperability considerations:
The content transported within this MIME type does not need to be interpreted by a server as specific decisions are made based on the signalling content (e.g. store disposition history). The final destination point of the content is the terminating UE. Each UE and server that handles the content transported using this MIME type shall understand the definition of the messages and protocol elements as defined in 3GPP TS 29.379. Any messages and protocol elements not defined by 3GPP TS 29.379 shall be ignored by the recipient UE or server.
Published specification:
3GPP TS 29.379 "Mission Critical Push To Talk (MCPTT) call control interworking with LMR systems; Protocol specification", available via http://www.3gpp.org/specs/numbering.htm.
Application Usage:
Applications supporting the mission critical interworking with LMR systems procedures as described in the published specification. This MIME type shall contain LMR specific content that is related to the payload that is delivered to a terminating user or an application of the terminating user.
Fragment identifier considerations:
None.
Restrictions on usage:
None
Provisional registration? (standards tree only):
N/A
Additional information:
1.	Deprecated alias names for this type: none
2.	Magic number(s): none
3.	File extension(s): none
4.	Macintosh File Type Code(s): none
5.	Object Identifier(s) or OID(s): none
Intended usage:
Common
Person to contact for further information:
-	Name: <MCC name>
-	Email: <MCC email address>
-	Author/Change controller:
i)	Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG
ii)	Change controller: <MCC name>/<MCC email address>

