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	Reason for change:
	In SA3#95bis meeting, a Rel-15 CR S3-192563 was agreed. The CR changed the requirement such that during intersystem change, when creating a mapped EPS security context from the 5G security context, both the UE and MME set the uplink and downlink NAS COUNT values of the mapped EPS security context to the uplink and downlink NAS COUNT values of the current 5G security context respectively as shown in summary of change: 

In creating a mapped EPS security context from the 5G security context, the UE and MME set the uplink and downlink NAS COUNT values of the mapped EPS security context to the uplink and downlink NAS COUNT values of the current 5G security context respectively.

The cover page of the CR indicates that both UE and the MME are affected. It was acknowledged that this change is not backward compatible.
In CT1#119 meeting, a Rel-15 non-backwardcompatible CR CR C1-194753 was agreed to align with SA3 agreement. However in the agreed CT1 CR C1-194753, the change in subclause 4.4.2.4 was introduced in the paragraph that covers handling on the network side, and the cover page indicates impact is for core network only.

This apparently does not align with the intention of the agreed SA3 CR. In fact, The uplink and downlink NAS counts on the UE side needs to be set to match network side uplink and downlink NAS counts in order for the mechanism to work. 

So it is proposed to specify uplink and downlink NAS count handling on the UE side during intersystem change from N1 mode to S1 mode.


	
	

	Summary of change:
	Specify uplink and downlink NAS count handling on the UE side during intersystem change from N1 mode to S1 mode.
Interoperability impact analysis

This CR provides stage 3 alignment to agreed stage 2 Rel-15 CR S3-192563. The CR is NOT backwards compatible.
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	*** Next Change ***


4.4.2.4
Establishment of an EPS security context during inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode
In order for the UE operating in single-registration mode to derive a mapped EPS security context for an inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the AMF shall prepare a mapped EPS security context for the target MME as indicated in 3GPP TS 33.501 [24].

The AMF shall derive a K'ASME using the KAMF key and the downlink NAS COUNT of the current 5G security context, include the corresponding NAS sequence number in the N1 mode to S1 mode NAS transparent container (see subclause 9.11.2.7) and then increments its stored downlink NAS COUNT value by one. The AMF shall select the NAS algorithms identifiers to be used in the target MME after the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, for encryption and integrity protection. The uplink and downlink NAS COUNT associated with the newly derived K'ASME key are set to the uplink and downlink NAS COUNT value of the current 5G NAS security context respectively. The eKSI for the newly derived K'ASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.
When the UE operating in single-registration mode receives a command to perform inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode including the NAS security transparent container for handover to E-UTRAN (see 3GPP TS 24.301 [15]), the UE shall derive the mapped EPS security context, i.e. derive K'ASME from KAMF using a downlink NAS COUNT based on the NAS sequence number received in the N1 mode to S1 mode NAS transparent container (see subclause 9.11.2.7) as described in 3GPP TS 33.501 [24]. The UE shall set the uplink and downlink NAS COUNT values associated with the newly derived K'ASME key to the uplink and downlink NAS COUNT value of the current 5G NAS security context respectively. The eKSI for the newly derived K'ASME key is defined such that the value field is taken from the ngKSI and the type field is set to indicate a mapped security context. The UE shall also derive the NAS keys as specified in 3GPP TS 33.401 [23A] using the EPS NAS security algorithms identifiers that are stored in the UE's 5G NAS security context.
If the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode is not completed successfully, the AMF and the UE shall delete the new mapped EPS security context.
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