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Brief background

Over a couple of meetings, it has been discussed how to model eNS and slice-specific authentication and authorization with regards to scenarios of a rejected SSAA and a not completed SSAA (Slice-Specific Authentication and Authorization).

The difference between the two scenarios is that for a rejected SSAA, the 3rd party server has for some reason rejected the SSAA, while for a not completed SSAA, the result of the SSAA is for some reason not available e.g. due to loss of signaling.

One option is to use a cause-code in the “Rejected NNSAI” information element currently used in 5GMM.

An alternative option is to create a new information element “Unauthenticated NSSAI”. that can be explicitly used for the situation where an S-NSSAI is pending, i.e. awaiting successful or unsuccessful SSAA.

In addition to this, it is seen needed to review TS 24.501 to describe all cause-codes for rejected NSSAI properly.

Discussion

Cause-codes for rejected NSSAI

The SSAA, or authentication towards a 3rd party server is of a different nature than authentication on MM-level. The authentication on MM-level is access specific, while the authentication on 3rd party level is access agnostic. Due to this difference in nature, the action for these two scenarios must be clearly specified also in cases where the SSAA is rejected by the 3rd part server. 

TS 24.501 currently provide different definitions of rejected NSSAIs:

Rejected NSSAI: Rejected NSSAI for the current PLMN or SNPN or rejected NSSAI for the current registration area.

Rejected NSSAI for the current PLMN or SNPN: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current PLMN or SNPN".
Rejected NSSAI for the current registration area: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current registration area".

Throughout the specification, the Rejected NSSAI is used when all the cause-codes for the rejected NSSAI have the same behavior. In cases where the behavior of the cause-codes is different, i.e. the Rejected NSSAI for the current PLMN or SNPN and the Rejected NSSAI for the current registration area have different behavior, the two terms must be specified separately. Adding more cause-codes increase the need for specification text, in particular when the cause-codes are fundamentally different.

The text must incorporate the new cause-code for rejection S-NSSAI is not available due to the failed or revoked network slice-specific authorization and authentication with the existing definitions.

The following subclauses specify rejected NSSAI:

[bookmark: _Toc20232433][bookmark: _Toc20232436]3.1		Definitions
4.6.1		General
4.6.2.2	NSSAI storage
[bookmark: _Toc20232438][bookmark: _Toc20232645]4.6.2.4	Network slice-specific authentication and authorization
5.4.4.1	General
[bookmark: _Toc20232646]5.4.4.2	Generic UE configuration update procedure initiated by the network
[bookmark: _Toc20232647]5.4.4.3	Generic UE configuration update accepted by the UE
[bookmark: _Toc20232673]5.5.1.2.2	Initial registration initiation
[bookmark: _Toc20232675]5.5.1.2.4	Initial registration accepted by the network
[bookmark: _Toc20232676]5.5.1.2.5	Initial registration not accepted by the network
[bookmark: _Toc20232683]5.5.1.3.2	Mobility and periodic registration update initiation
[bookmark: _Hlk531859748][bookmark: _Toc20232685]5.5.1.3.4	Mobility and periodic registration update accepted by the network
[bookmark: _Toc20232686]5.5.1.3.5	Mobility and periodic registration update not accepted by the network

The need for incorporating description of the new cause-code S-NSSAI is not available due to the failed or revoked network slice-specific authorization and authentication must be checked throughout these subclauses of TS 24.501

Unauthenticated NSSAI

For scenarios where the SSAA is not completed, the AMF is proposed to inform the UE about the reason for unauthenticated SSAA by a new information element and not a cause-code in the rejected NSSAI. 

SA2 has specified in TS 23.502 that the coding of the unauthorized NSSAI IE also includes the mapped S-NSSAI. The coding of the rejecteded S-NSSAI does not have this possiblity.

Proposal

Cause-codes for rejected NSSAI

Proper incorporation of the new cause-code S-NSSAI is not available due to the failed or revoked network slice-specific authorization and authentication throughout TS 24.501 is needed. No CR is to our understanding available that review all relevant subclauses to TS 24.501 on this topic. After the December plenary where this feature hopefully is fairly complete, InterDigital is happy to volunteer to work with other companies on a CR to incorporate the remaining aspects to CT1#123.

Unauthenticated NSSAI

The CR in C1-198050 include the new IE Unauthenticated NSSAI throughout 24.501.

CT1 may want to inform SA2 about our decisions in an LS.
