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1. Introduction
This contribution moves text from TR 24.883 clause 304.7 into TS 29.582 clause 4.6 with appropriate adjustments to internal and external references.
2. Reason for Change
Initial text for TS 29.582.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.582 v0.0.1.
* * * First Change * * * *

4.6
Protection of TLV signalling and media content

The protection of TLV signalling and media content is based on 3GPP MCData security solution as defined in 3GPP TS 33.180 [78].

For different security requirements of different information elements of a MCData message, the information elements of MCData messages are bifurcated in the following components:

-
MCData Data signalling payload: information elements necessary for identification and management of the MCData messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition requests, etc. This payload is confidentiality and integrity protected between the MCData server and the IWF.

-
MCData Data payload: the actual user payload for MCData user or application consumption. This payload is confidentiality and integrity protected between the MCData client and the IWF.

An SDS message can be sent over the signalling plane or the media plane. When an SDS message is sent using the signalling plane, the body included in the SIP MESSAGE request, which carries MCData Data signalling payload, is protected separately between each pair of entities if protection is applied. On the other hand, the body included in the SIP MESSAGE request which carries the MCData data payload is protected between the MCData client and the IWF. The procedures for the protection of the SDS messages over the signalling plane are specified in clause 6.6. Protection of SDS messages over the media control plane is specified in 3GPP TS 24.582 [85].

NOTE:
The method by which SDS messages are protected between the IWF and the user homed in the IWF is outside the scope of the present document.

* * * End Changes * * * *

