CT WG1 Temporary Document

Page 1

3GPP TSG-CT WG1 Meeting #120
C1-196452
7-11 October 2019, Portorož, Slovenia      
(was C1-194678)
Source:
Apple
Title:
Discussion Paper for ATSSS Performance Measurement Function Protocols 
Document for:
Agreement
Agenda Item:
16.2.5
Work Item / Release:
ATSSS / Rel-16
Abstract of the contribution: This paper provides an overview of PMF protocol functionalities and proposes IETF STAMP for PMF protocol over IP and Ethernet.
1.
Discussion
At the SA2 WG Meeting #134, it was agreed that the decision for the Performance Measurement Function (PMF) protocol for ATSSS be delegated to the Stage-3 group.

The intent of this paper is to provide an overview of the functions of the PMF as specified in TS 23.501, as well as the related security considerations that need to be taken into account. It also presents an existing Operations, Administration, and Maintenance (OAM) tool defined in IETF, in the form of the STAMP protocol, that possesses features and functionalities suitable for PMF.
This paper also provides a comparison of the IETF STAMP based proposal against the 3GPP based protocol proposal documented in C1-196078-was-C1-194932-was-C1-194139-v08.doc, provided by Ericsson.

This should help educate the audiences, and further guide CT1 in making their decision for this release.
1.1 Functions
This subsection provides a summary of the PMF functions and related security considerations. Unless otherwise noted, all of the functionalities are common regardless of whether the PDU session type is IP or Ethernet.
1.1.1 Continuity Check
Continuity Check (CC) as defined in RFC 7276 [1] is a class of failure management function used in OAM protocols. It is used to validate that a destination is reachable and may be sent proactively or invoked on-demand. In the context of PMF as specified in subclause 5.32.5.3 of TS 23.501, CC is one of the available mechanisms for detecting the availability and unavailability of an Access Network for ATSSS. Other implementation-specific mechanisms may also be used by the UE for determining this condition.
Therefore, it is not mandatory for an OAM protocol to provide such an explicit CC mechanism. On the other hand, the signalling used by the transport layer used by the OAM protocol can also act as implicit CC mechanism.
1.1.2 Performance Monitoring
OAM functionality also covers performance monitoring, such as Delay Measurement (DM) which is used for measuring one-way or two-way (round-trip) delay of a packet transmission between two endpoints. In the context of PMF as specified in subclause 5.32.5.2 of TS 23.501, DM here refers to the Round-Trip Time (RTT) measurement between the UE and UPF for determining the access to choose when the Smallest Delay steering mode is used.
This DM mechanism is applicable for the following cases:

a. MA PDU session of type IP with ATSSS-LL functionality; and

b. MA PDU session of type Ethernet.
1.1.3
Security Considerations
A successful attack on the OAM protocol can create the false illusion of non-existent failures or prevent the detection of actual ones, both of which may result in denial of service. An attack vector may involve a third-party (untrusted) application running on a UE taking over the UE’s privileged PMF functionality and/or identity, in order to influence the access selection for traffic going in both directions. Specifically, the malicious actor only needs to know the UE's MA PDU IP address, the UPF's PMF IP address and the PMF packet format. Armed with these, the application acting as a rogue UE PMF component can freely communicate with the UPF PMF component, and perform the following attacks:

· Drop the PMF-Echo Request packets coming from the UPF to the UE; or

· Introduce artificial delays before sending PMF-Echo Response packets to the UPF in response to UPF-originated PMF-Echo Requests packets; or

· Indicate false access conditions by sending PMF-Access Report packets to the UPF.
The outcome of would cause the UPF to select the wrong access for DL traffic, which might negatively impact user experience, system resources (including power and network capacity) as well as charging/billing. Worse, this can be used as a denial of service attack against the operator's network by overwhelming a specific access.
It is therefore critical that the OAM protocol includes security mechanisms that provide integrity protection, in order to prevent the attackers from forging or tampering with the OAM packets.

1.1.4
Extensibility

Although core functionalities of OAM protocols include CC and DM, additional ones may be made available as built-in features of the protocols, or as optional extensions. To handle future requirements (beyond Rel-16), it is good to choose protocols that provide such mechanisms in order to extend their functionalities.
1.1.5
IP and Ethernet
OAM can be used at different levels of hierarchy in the network to form a multi-layer OAM solution. Given that typical networks have a multi-layer architecture, each layer has its own OAM protocols. In the context of PMF where both IP and Ethernet PDU session types are supported, it is not necessary to instil the notion of using a single OAM protocol to be used for both layers. However, a pragmatic approach would involve using an existing IP based OAM protocol on top of some Ethernet framing, as long as it meets the functionalities needed by PMF when going over Ethernet.

1.2 IETF STAMP
The Simple Two-Way Active Measurement Protocol (STAMP) as specified in [2] is a product of the IP Performance Measurement (ippm) IETF working group. We suggest the use of STAMP for PMF over IP and Ethernet.

STAMP exceeds all of PMF protocol requirements based on the following properties:
· Support for integrity protection via the authenticated mode, where the key is negotiated out-of-band using vendor-specific mechanisms, and enforced by the client and server endpoints; and

· Support for two-way (round-trip) DM over UDP; and

· Support for multiple measurement sessions; one for 3GPP access and another for N3GPP access; and

· Support for IP Differentiated Services Code Point (DSCP) to facilitate QoS-related measurements; and
· Support for TLV-based extensions as specified in [3].

In addition, STAMP is based on TWAMP (as specified in RFC 5357) which is a mature protocol that has been widely implemented and deployed over the last decade.

1.2.1
Roles

In the context of PMF, the UE would be playing the role of a STAMP client (for sending test packets towards the STAMP server in the UPF), as well as the role of a STAMP server (for reflecting test packets sent from the STAMP client in UPF).
1.2.2
PMF over IP

For PMF over IP, the STAMP protocol as is can be used between the UE and UPF. The UE may choose any ephemeral ports for the UE STAMP server, and the UPF may choose any ports for the UPF STAMP server which are then communicated to the UE via Measurement Assistance Information. Specifically:
-
The UE running a STAMP server instance on UDP port X, for receiving 3GPP access-related packets from the STAMP client in the UPF; and
-
The UPF running a STAMP server instance on UDP port A, for receiving 3GPP access-related packets from the STAMP client in the UE; and

-
The UE running a STAMP server instance on UDP port Y, for receiving N3GPP access-related packets from the STAMP client in the UPF; and

-
The UPF running a STAMP server instance on UDP port B, for receiving N3GPP access-related packets from the STAMP client in the UE.

The use of two UDP ports per side (X and Y for UE, A and B for UPF) is needed as a way to distinguish between measurement sessions specific to 3GPP access versus N3GPP access. This is because the UE uses the same MA PDU IP address across 3GPP and N3GPP accesses.
1.2.3
PMF over Ethernet

For PMF over Ethernet, it is suggested that 3GPP defines the Ethernet framing as well as EtherType, while using the STAMP payload unchanged on top of Ethernet. This is possible as the STAMP payload content is IP/UDP agnostic. Unlike PMF over IP, PMF over Ethernet utilizes the locally administered MAC addresses at the UE and UPF that are unique across the accesses. Therefore, the unique source and destination MAC addresses serve as explicit indications of the associated accesses.
1.2.4
Measurements

Round-Trip Time (RTT) measurement comes naturally with STAMP, as each client packet contains the timestamp which can be correlated with the time when the packet gets reflected back by the server. The client-transmitted packet and the server-reflected packet can be mapped to PMF-Echo Request and PMF-Echo Response, respectively. Aside from RTT, STAMP also facilitates the detection of packet loss, reordering and duplication.

1.2.5
Packet Size

The size used by measurement packets needs to reflect real user traffic. The STAMP protocol allows for the sender to control the size of the packet by way of padding. This is an important feature in order to assess the impact that packet size has (even for the same QoS flow) on the access, as the size determines the strategies used by the physical layers and the networks between the endpoints.
1.2.6
TLV-Based Extensions

With the optional extensions to STAMP [3], the protocol can be extended for future use cases by way of Type-Length-Value (TLV) as the payload of the packet. The PMF-Access Report for availability/unavailability, as well as the acknowledgement, can be done by using the Access Report TLV as specified in [3].

1.3.
Comparison
This section provides a comparison between IETF STAMP based proposal as documented in this paper, against the 3GPP based protocol proposal documented in C1-196078-was-C1-194932-was-C1-194139-v08.doc, provided by Ericsson.
	Criteria
	IETF STAMP
	3GPP Protocol

	Stage-2 requirements coverage
	Same or very similar.

	Transport Protocol
	UDP/IP packet, Ethernet frame.

	Stability
	draft-ietf-ippm-stamp has been submitted to IESG for publication.
draft-ietf-ippm-stamp-option-tlv is on track. Both should be ready by completion of Rel-16.
	Completion of Rel-16.

	UPF UDP port usage
	UPF listens for PMFP messages on UDP ports provided in Measurement Assistance Information. Those ports are dynamic ports. No port registrations with IANA needed.

	UE UDP port usage
	UE listens for PMFP messages on UDP ports locally selected by the UE. Those ports are dynamic port. No port registrations with IANA needed.

	Number of messages
	Same or very similar.

	Message sizes
	44 octets (unauthenticated mode).
112 octets (authenticated mode).

Sender can increase size to measure actual impact of real user traffic across accesses (e.g. a VoIP RTP packet averages around 200 bytes).
	2 or 3 octets. Size will increase when integrity protection is added. Size is fixed and no mechanism for padding has been documented in Ericsson's proposal. This type of measurement does not reflect real user traffic.

	Security
	Built-in integrity protection via authenticated mode, using HMAC-SHA-256. The key configuration mechanism is to be specified based on inputs from SA3.
Confidentiality protection is provided by existing lower-layer protocols (e.g. IPsec for N3GPP and PDCP ciphering for 3GPP) for traffic between the UE and CN.
	No security mechanism is currently documented in Ericsson's proposal.

	Extensibility
	Functionalities can be added via TLVs in the payload. More than one TLVs can be used at the same time.
	No extensibility mechanism (similar to TLV or versioning) is documented in Ericsson's proposal.

	RTT calculation
	Sender places timestamp in packet. The reflected packet contains original sender timestamp. RTT is the difference between current time and original time in reflected packet.
	Sender places ID instead of timestamp in packet. The reflected packet contains original sender ID. Sender keeps a table/list of outstanding "unacknowledged" IDs along with their timestamps. RTT is difference between current time and original time associated with the ID of "acknowledgement" packet.

	Processing time
	Minimal and constant, since STAMP is stateless. All information needed is already in reflected packet. There is no need to search a table/list to match the reflected packet.
	Searching the table/list can impact scalability (both in UE and UPF) when there are many entries.

	Memory impact
	Minimal and constant, since STAMP is stateless. There is no need to have a table/list of "unacknowledged" packets.
	Each "unacknowledged" packet needs to have a corresponding entry in the table/list. The memory requirement will grow especially as functionalities get added, since the size of each entry will grow accordingly. 


2.
Proposal
This paper proposes to leverage the specifications defined by IETF on the OAM protocol for the purpose of PMF protocol, in particular:

-
STAMP [2] for PMF protocol over IP/UDP; and

-
STAMP [2] for PMF protocol over Ethernet, with framing and EtherType specified by 3GPP; and
-
The use of Access Report TLV [3] for PMF-Access Report and acknowledgement.
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