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1
Introduction

At CT1#115, CT1 discussed whether it was necessary to enhance the access control functionality for IMS registration-related signalling in 4G and 5G (see C1-191287). As a result of that discussion, CT1 agreed to send an LS to SA1 (C1-1911681), asking them "to consider extending stage-1 requirements for EPS and 5GS enabling different access control treatment for IMS signalling (e.g. IMS initial registration, re-registration, subscription refresh) in comparison to access control treatment for other traffic."
At SA1#87 (August 2019), SA1 discussed the issue, but they could not come to an agreement. During the discussion there were 2 camps; in a show of hands none of them had a clear majority. In the end, SA1 could not even agree on sending a response LS. Nevertheless, in the discussion some SA1delegates expressed the view or expectation that CT1 should solve the issue themselves (?) and inform SA1 about the outcome (?).
In our view, such a course of action would be quite exceptional, considering that there is no official response from SA1 and thus there is no mandate for CT1 to work on this issue – which in our view is clearly a stage 1 issue and therefore under SA1's responsibility. So we do not propose that CT1 proceed along these lines.
It seems that currently the discussion in SA1 is in a deadlock, partly because there are different interpretations in SA1 about the contents of the LS sent by CT1 (C1-1911681), partly because even in SA1 there are different interpretations of the stage 1 requirements – or different views of how CT1 is interpreting these requirements.

In the present paper we are discussing some of these issues and we propose to send a second LS to SA1, trying to clarify CT1's view on these issues and thus enabling SA1 to make progress at their next meeting.

Unfortunately the next SA1 meeting is scheduled for the week after the next CT1 meeting in Reno, so in any case a response by SA1 will be received only by CT1#122 (February 2020). But without such a second LS we see a considerable risk that a standardized solution will be further delayed, possibly to Rel-17, if any standardized solution can be achieved at all.
2
Discussion


2.1
Do we need a standardized solution at all?
At one point in the discussion in SA1, some delegates were questioning whether a standardized solution was needed at all. It was claimed that after all, regarding the access barring, the great majority of UEs were already handling the IMS registration-related signalling like IMS signalling for an MMTel voice call. So why not just accept that there is a kind of "unwritten de-facto" standard, and not spend any further time on this topic?

In our view this would not be the right way forward. In an overload situation or disaster situation, the correct UE behaviour regarding access control can be crucial for the network to be able to recover from the overload, and it can be crucial for the individual subscriber as it influences whether he or other subscribers get service in a disaster situation. 
If an essential part of this UE behaviour is not specified, - and the question whether the UE is allowed to perform IMS (re-) registration is essential for getting voice services -, then there is obviously a risk that different UE implementations will exist. 

If nothing is written in the specifications, there is also a considerable risk that RAN5 and operator teams will not specify any test cases for this specific scenario. So a 'wrong' implementation may remain undetected until the UEs are deployed in such a big number (and with such a variety of models) that it is practically impossible to withdraw or update all of them. And the wrong implementation may be detected in the most untimely situation, i.e. in an overload or disaster situation.

From UE/modem vendor's point of view there is also a risk that operators may try and fill such a gap with their own requirements, and that different operators set different requirements. So the behaviour of inbound roaming UEs could become completely unpredictable for an operator.
There are certainly features where it makes sense to leave details to UE implementation. Access Barring/UAC is in our view of such an importance for the operability of a network that it cannot belong to this category of features. 
Proposal 1: It is proposed that CT1 agrees that a standardized solution, i.e. a solution specified in SA1 (stage 1) and CT1 (stage 3) specifications, is required for this issue. CT1 should communicate this in a new LS sent to SA1.
2.2
Is there any problem at all with the stage 1 requirements?
Earlier discussions in CT1

In the discussion in SA1, it was argued by one company that the stage 1 requirements were clear. I.e. the access category 4 for Type of access attempt = "MMTel voice" would be applicable "for all activities related to MMTel voice including IMS (re-)registration".

Apart from the fact that the above statement is covering the 5G version of access control only, whereas the LS from CT1 was targeting both 4G and 5G, this statement is in contrast to the fact that CT1 has discussed the issue twice, and both times the conclusion was that the signalling for IMS (re-) registration would be treated as "MO data", and not e.g. as an "MMTel voice access attempt":
-
In January 2017, Intel raised the issue for the first time (C1-170088), arguing that with regard to access class barring in 4G/LTE the signalling for IMS (re-)registration was to be handled as "MO data" (Call type for access control = "originating call"). I.e. this kind of signalling 
-
was not considered as access "for telephony services (MMTEL) for mobile originating session requests" (see Annex A, quote from TS 22.011, subclause 4.3.2), and
-
was not covered by any of the terms "MMTEL voice access attempts", "MMTEL video access attempts" or "SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102" (see Annex A, quote from TS 22.011, subclause 4.3.1), and thus it was not subject to ACB-skip. 

According to the meeting report of CT1#101bis, there was consensus about this in CT1 so that no one was asking for sending an LS to SA1.

-
In February 2019, CT1 discussed this issue again (C1-191287). The interpretation of the stage 1 requirements was again the same, but this time CT1 decided to bring the issue to SA1's attention and ask SA1 "to consider extending stage-1 requirements for EPS and 5GS".
Stage 1 requirements for 4G/LTE

As there seem to be deviating views about the stage 1 requirements by some delegates in SA1, it may be worthwhile to reconsider how CT1 arrived at their interpretation. 

CT1's interpretation is based on the interpretation of the term "mobile originating session request" (in TS 22.011, subclause 4.3.2) on one hand and of the terms "MMTEL voice access attempts", "MMTEL video access attempts" and "SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102" (in TS 22.011, subclause 4.3.1) on the other hand.

The word "session" can be used with different meanings in different contexts. In the present case, within the context of IMS, TS 24.229 is using the terms "session" and "call" interchangeably (see e.g. subclause 5.1.3.1,
"Initial INVITE request: Where multiple domains exist for initiating a call/session, before sending an initial INVITE request, the UE shall perform access domain selection …" or see the title "L.3.1.2 Availability for calls".) In any case, a session seems to be associated with the transmission of media.
And SA2 seem to have adopted a similar terminology. See e.g. TS 23.228, subclause 4.6.3, Serving CSCF, where SA2 describes the functions to be performed by an S-CSCF for "Registration" vs. the functions to be performed for "Session-related and session-unrelated flows".
So in both working groups, the exchange of SIP messages during an IMS registration procedure is not considered as a "session".
As for the terms "MMTEL voice access attempts", "MMTEL video access attempts" and "SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102", they are so specific that they can be mapped directly to a situation where the SMS client wants to send a SIP INVITE request or SIP MESSAGE message, or an SMS client wants to send a CP-Data(RP-Data) message, respectively.
All this needs to be seen on the background that the Service Specific Access Control (SSAC) was introduced by 3GPP in Rel-9, i.e. one release after the work item "Paging permission with access control" (PPAC) had introduced a differentiated handling of access attempts for different purposes (e.g. paging response, location registration (aka 'MO signalling'), use of services (aka 'MO data')). (The work item "Smart congestion mitigation" (aka "ACB-skip) came even 3 releases later.) On this background, CT1 did not – and still does not – have any reason to assume that a specific term like "MMTEL voice access attempt" would also include the related (IMS) registration procedure. 

Otherwise, following the same logic, we would need to consider also whether "SMS access attempts in SMS over SGs" includes access attempts for the purpose of performing a combined EPS attach or TAU procedure – as the successful completion one of these NAS procedures is the precondition for being able to send an SMS over SGs. (In our view the answer to this question is 'no', EPS attach or TAU is to be treated as "MO signalling", as a different interpretation would be in contradiction to the very purpose of PPAC.) 
Proposal 2: It is proposed that in the LS to SA2, CT1 clarifies that in CT1's interpretation the terms "mobile originating session request" (used in TS 22.011, subclause 4.3.2) , "MMTEL voice access attempts", "MMTEL video access attempts" and "SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102" (used in TS 22.011, subclause 4.3.1) do not include an access for the purpose of performing an IMS (re-)registration.
Stage 1 requirements for 5G/NG-RAN

"Unified Access Control" (UAC) for the 5GS is one of the features where the stage 1 text was created after the main technical concepts had been developed by other working groups, and as a consequence some aspects in stage 1 are specified in a rather short way. One example for this is the definition of the access categories in the form of table in TS 22.261, subclause 6.22. 
E.g. for access categories 4, 5, and 6, this table is just listing in the column "Type of access attempt": "MMTEL voice", "MMTEL video" and "SMS", and nothing more.

Based on this fact, some delegates in SA1 have argued that as "there is no specified restriction", "... this access category 4 can be applicable for all activities related to MMTel voice including IMS (re-)registration".
Excerpt from TS 22.261/Table 6.22.2.3-1: Access Categories
	Access Category number
	Conditions related to UE
	Type of access attempt

	…
	…
	…

	4
	All except for the conditions in Access Category 1.
	MMTEL voice (NOTE 3)

	5
	All except for the conditions in Access Category 1.
	MMTEL video

	6
	All except for the conditions in Access Category 1.
	SMS

	…
	…
	…

	…
NOTE 3:
Includes Real-Time Text (RTT).

…


Again, if we follow that line of argument, we could also argue that because access category 6 includes both SMS over IMS and SMS over NAS, all activities related to SMS over NAS – including 5GMM initial registration and mobility registration update – are allowed, if the UE only has successfully passed the barring check for AC6. (This is of course not correct.)
The argument is also ignoring that there is another place in stage 1 where SA1 said more about services like MMTEL and SMS. In subclause 6.22.2.1, General, the following can be found:
"The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request). 

NOTE1:
"new session request" in RRC Connected refers to events, e.g. new MMTEL voice or video session, sending of SMS (SMS over IP, or SMS over NAS), new PDU session establishment, existing PDU session modification, and service request to re-establish the user plane for an existing PDU session."

So SA1 indicates (implicitly) that there are access attempts for "new session requests" and those for other purposes. And the list of examples for "new session request(s)" includes a new MMTEL voice or video session and the sending of an SMS (and additionally certain NAS procedures related to PDU sessions or re-establishment of the related user plane), but it does not include a reference to any other IMS procedures, like e.g. IMS (re-)registration.
If we use this additional information as informal definition of access categories 4, 5 and 6, we arrive at the same set of events that CT1 considers in 4G/LTE as MMTel voice/video call or SMS over IMS/SMS over SGs, respectively, for the purpose of SSAC and ACB-skip.
Proposal 3: It is proposed that in the LS to SA2, CT1 clarifies that in CT1's interpretation the access categories 4, 5 and 6, for MMTEL voice, MMTEL video and SMS correspond to the examples of "new session requests" given in TS 22.261, subclause 6.22.2.1, Note 1, i.e. new MMTEL voice or video session, and sending of SMS (SMS over IP, or SMS over NAS), and thus they do not include an access for the purpose of performing an IMS (re-)registration.

It seems that in SA1 there were also different interpretations of the term "other traffic" used in the LS (C1-191681) sent by CT1, e.g. in the sentence:
"To avoid this problem, CT1 would like to ask SA1 whether it is possible to enable the different treatment for IMS signalling (e.g. IMS initial registration, re-registration, subscription refresh) in comparison to access control treatment for other traffic."

Some delegates were assuming this was referring to "other IMS-related traffic", whereas other delegates were assuming that it was referring to "any other user data". In our view the correct interpretation depends on the system (4G or 5G), and in 5GS on whether there operator has defined an operator specific access category for DNN = "IMS":

If it is 5G/UAC, and there is an operator specific access category for DNN = "IMS", then the "other traffic" is referring to "other IMS-related traffic" – which can be IMS signaling or media. For all other cases, "other traffic" is referring to any other user data.

Proposal 4: It is proposed that in the LS to SA2, CT1 clarifies that currently in 4G/LTE, signalling for IMS (re-) registration will be treated as "MO data", i.e. with the same access control treatment as any user data for any PDN connection. The same applies to 5G/NG-RAN, i.e. signalling for IMS (re-)registration will be treated as AC 7 "MO data that do not belong to any other Access Categories", if the operator does not define an operator specific access category for DNN = "IMS". Only if the operator defines such an operator specific access category, the situation is different: for this case, not only the signalling for IMS (re-)registration, but any IMS signalling different from SIP INVITE (for MMTEL voice/video sessions) and different from SIP MESSAGE (for SMS over IMS) and any IMS media will be mapped to the operator specific access category for DNN = "IMS".

3
Conclusion
In the present paper we have discussed a few issues which played a role in the discussion in SA1 about the LS sent by CT1 (C1-1911681). In our view it would be helpful for further discussions in SA1 if CT1 could send a 2nd LS providing additional clarification of how CT1 is interpreting the requirements for access control in 4G/LTE and 5G/NG-RAN.
We therefore ask CT1 to agree on the following proposals:
Proposal 1: It is proposed that CT1 agrees that a standardized solution, i.e. a solution specified in SA1 (stage 1) and CT1 (stage 3) specifications, is required for this issue. CT1 should communicate this in a new LS sent to SA1.

Proposal 2: It is proposed that in the LS to SA2, CT1 clarifies that in CT1's interpretation the terms "mobile originating session request" (used in TS 22.011, subclause 4.3.2) , "MMTEL voice access attempts", "MMTEL video access attempts" and "SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102" (used in TS 22.011, subclause 4.3.1) do not include an access for the purpose of performing an IMS (re-)registration.

Proposal 3: It is proposed that in the LS to SA2, CT1 clarifies that in CT1's interpretation the access categories 4, 5 and 6, for MMTEL voice, MMTEL video and SMS correspond to the examples of "new session requests" given in TS 22.261, subclause 6.22.2.1, Note 1, i.e. new MMTEL voice or video session, and sending of SMS (SMS over IP, or SMS over NAS), and thus they do not include an access for the purpose of performing an IMS (re-)registration.

Proposal 4: It is proposed that in the LS to SA2, CT1 clarifies that currently in 4G/LTE, signalling for IMS (re-) registration will be treated as "MO data", i.e. with the same access control treatment as any user data for any PDN connection. The same applies to 5G/NG-RAN, i.e. signalling for IMS (re-)registration will be treated as AC 7 "MO data that do not belong to any other Access Categories", unless an operator defines an operator specific access category for DNN = "IMS". In the latter case, not only the signalling for IMS (re-)registration, but any IMS signalling different from SIP INVITE (for MMTEL voice/video sessions) and different from SIP MESSAGE (for SMS over IMS) and any IMS media will be mapped to the operator specific access category for DNN = "IMS".

Annex A, Quote from TS 22.011, v 15.5.0

4.3
Operation

4.3.1
Access Class Barring

If the UE is a member of at least one Access Class which corresponds to the permitted classes as signalled over the air interface, and the Access Class is applicable in the serving network, access attempts are allowed. Additionally, in the case of the access network being UTRAN the serving network can indicate that UEs are allowed to respond to paging and perform location registration (see, sec 3.1), even if their access class is not permitted. Otherwise access attempts are not allowed. Also, the serving network can indicate that UEs are restricted to perform location registration, although common access is permitted. If the UE responded to paging it shall follow the normal defined procedures and react as specified to any network command. 

Note: The network operator can take the network load into account when allowing UEs access to the network. 

Access Classes are applicable as follows:

Classes 0 - 9


-
Home and Visited PLMNs;

Classes 11 and 15
-
Home PLMN only if the EHPLMN list is not present or any EHPLMN;

Classes 12, 13, 14
-
Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI.

Any number of these classes may be barred at any one time.

In the case of multiple core networks sharing the same access network, the access network shall be able to apply Access Class Barring for the different core networks individually.

The following is the requirements for enhanced Access control on E-UTRAN.

- 
The serving network shall be able to broadcast mean durations of access control and barring rates (e.g. percentage value) that commonly applied to Access Classes 0-9 to the UE. The same principle as in UMTS is applied for Access Classes 11-15.
- 
E-UTRAN shall be able to support access control based on the type of access attempt (i.e. mobile originating data or mobile originating signalling), in which indications to the UEs are broadcasted to guide the behaviour of UE. E-UTRAN shall be able to form combinations of access control based on the type of access attempt e.g. mobile originating and mobile terminating, mobile originating, or location registration. The ‘mean duration of access control’ and the barring rate are broadcasted for each type of access attempt (i.e. mobile originating data or mobile originating signalling).
- 
The UE determines the barring status with the information provided from the serving network, and perform the access attempt accordingly. The UE draws a uniform random number between 0 and 1 when initiating connection establishment and compares with the current barring rate to determine whether it is barred or not. When the uniform random number is less than the current barring rate and the type of access attempt is indicated allowed, then the access attempt is allowed; otherwise, the access attempt is not allowed. If the access attempt is not allowed, further access attempts of the same type are then barred for a time period that is calculated based on the ‘mean duration of access control’ provided by the network and the random number drawn by the UE.
-
The serving network shall be able to indicate whether or not a UE shall apply Access Class Barring for SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102. This indication is valid for Access Classes 0-9 and 11-15.

-
The serving network shall be able to indicate whether or not a UE shall apply Access Class Barring for MMTEL voice access attempts. This indication is valid for Access Classes 0-9 and 11-15.

-
The serving network shall be able to indicate whether or not a UE shall apply Access Class Barring for MMTEL video access attempts. This indication is valid for Access Classes 0-9 and 11-15.

4.3.2
Service Specific Access Control

Additionally to the above requirements in 4.3.1;

-
In E-UTRAN it shall be possible to support a capability called Service Specific Access Control (SSAC) to apply independent access control for telephony services (MMTEL) for mobile originating session requests from idle-mode and connected-mode as following:

-
The serving network shall be able to indicate (as specified in sub-clause 4.3.1) whether or not a UE subject to SSAC shall also apply Access Class Barring. 

-
EPS shall provide a capability to assign a service probability factor [13] and mean duration of access control for each of MMTEL voice and MMTEL video:

-
assign a barring rate (percentage) commonly applicable for Access Classes 0-9
-
assign a flag barring status (barred /unbarred) for each Access Class in the range 11-15.

-
SSAC shall not apply to Access Class 10.
-
SSAC can be provided by the VPLMN based on operator policy without accessing the HPLMN.
-
SSAC shall provide mechanisms to minimize service availability degradation (i.e. radio resource shortage) due to the mass simultaneous mobile originating session requests and maximize the availability of the wireless access resources for non-barred services.
- 
The serving network shall be able to broadcast mean durations of access control, barring rates for Access Classes 0-9, barring status for Access class in the range 11-15 to the UE.
 - 
The UE determines the barring status with the information provided from the serving network, and perform the access attempt accordingly. The UE draws a uniform random number between 0 and 1 when initiating connection establishment and compares with the current barring rate to determine whether it is barred or not. When the uniform random number is less than the current barring rate and the type of access attempt is indicated allowed, then the access attempt is allowed; otherwise, the access attempt is not allowed. If the access attempt is not allowed, further access attempts of the same type are then barred for a time period that is calculated based on the ‘mean duration of access control’ provided by the network and the random number drawn by the UE.

Annex B, Quote from TS 22.261, v 15.7.0

6.22.2
Requirements

6.22.2.1
General

Based on operator’s policy, the 5G system shall be able to prevent UEs from accessing the network using relevant barring parameters that vary depending on Access Identity and Access Category. Access Identities are configured at the UE as listed in Table 6.22.2.2-1. Access Categories are defined by the combination of conditions related to UE and the type of access attempt as listed in Table 6.22.2.3-1. One or more Access Identities and only one Access Category are selected and tested for an access attempt.
The 5G network shall be able to broadcast barring control information (i.e. a list of barring parameters associated with an Access Identity and an Access Category) in one or more areas of the RAN.

The UE shall be able to determine whether or not a particular new access attempt is allowed based on barring parameters that the UE receives from the broadcast barring control information and the configuration in the UE.

In the case of multiple core networks sharing the same RAN, the RAN shall be able to apply access control for the different core networks individually.
The unified access control framework shall be applicable both to UEs accessing the 5G CN using E-UTRA and to UEs accessing the 5G CN using NR.
The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request). 

NOTE1:
"new session request" in RRC Connected refers to events, e.g. new MMTEL voice or video session, sending of SMS (SMS over IP, or SMS over NAS), new PDU session establishment, existing PDU session modification, and service request to re-establish the user plane for an existing PDU session.

The 5G system shall support means by which the operator can define operator-defined Access Categories to be mutually exclusive.

NOTE 2:
Examples of criterion of operator-defined Access Categories are network slicing, application, and application server.

The unified access control framework shall be applicable to inbound roamers to a PLMN.

The serving PLMN should be able to provide the definition of operator-defined Access Categories to the UE.
…
6.22.2.3
Access categories

Table 6.22.2.3-1: Access Categories
	Access Category number
	Conditions related to UE
	Type of access attempt

	0
	All
	MO signalling resulting from paging

	1 (NOTE 1)
	UE is configured for delay tolerant service and subject to access control for Access Category 1, which is judged based on relation of UE’s HPLMN and the selected PLMN.
	All except for Emergency

	2
	All
	Emergency

	3
	All except for the conditions in Access Category 1.
	MO signalling on NAS level resulting from other than paging

	4
	All except for the conditions in Access Category 1.
	MMTEL voice (NOTE 3)

	5
	All except for the conditions in Access Category 1.
	MMTEL video

	6
	All except for the conditions in Access Category 1.
	SMS

	7
	All except for the conditions in Access Category 1.
	MO data that do not belong to any other Access Categories (NOTE 4)

	8
	All except for the conditions in Access Category 1
	MO signalling on RRC level resulting from other than paging

	9-31
	
	Reserved standardized Access Categories

	32-63 (NOTE 2)
	All
	Based on operator classification

	NOTE 1:
The barring parameter for Access Category 1 is accompanied with information that define whether Access Category applies to UEs within one of the following categories:
a) UEs that are configured for delay tolerant service;
b) UEs that are configured for delay tolerant service and are neither in their HPLMN nor in a PLMN that is equivalent to it;
c) UEs that are configured for delay tolerant service and are neither in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list on the SIM/USIM, nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN. 
When a UE is configured for EAB, the UE is also configured for delay tolerant service. In case a UE is configured both for EAB and for EAB override, when upper layer indicates to override  Access Category 1, then Access Category 1 is not applicable.
NOTE 2:
When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is neither 0 nor 2, the UE applies the Access Category based on operator classification. When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is 0 or 2, the UE applies the standardized Access Category. 

NOTE 3:
Includes Real-Time Text (RTT) .

NOTE 4:
Includes IMS Messaging.


Access Category 0 shall not be barred, irrespective of Access Identities.

NOTE:
The network can control the amount of access attempts relating to Access Category 0 by controlling whether to send paging or not.
