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4.4.4.3
Integrity checking of NAS signalling messages in the AMF

Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the AMF or forwarded to the 5GSM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

a)
REGISTRATION REQUEST;

b)
IDENTITY RESPONSE (if requested identification parameter is SUCI);

c)
AUTHENTICATION RESPONSE;

d)
AUTHENTICATION FAILURE;

e)
SECURITY MODE REJECT;

f)
DEREGISTRATION REQUEST; and

g)
DEREGISTRATION ACCEPT;

NOTE 1:
The REGISTRATION REQUEST message is sent by the UE without integrity protection, if the registration procedure is initiated due to an inter-system change in 5GMM-IDLE mode and no current 5G NAS security context is available in the UE. The other messages are accepted by the AMF without integrity protection, as in certain situations they are sent by the UE before security can be activated.

NOTE 2:
The DEREGISTRATION REQUEST message can be sent by the UE without integrity protection, e.g. if the UE is registered for emergency services and there is no valid 5G NAS security context available, or if due to user interaction a registration procedure is cancelled before the secure exchange of NAS messages has been established. For these cases the network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing periodic registration update or still responding to paging) before marking the UE as 5GMM-DEREGISTERED.

Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.

Once a current 5G NAS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the 5G NAS security context is not available in the network:

a)
REGISTRATION REQUEST;

b)
IDENTITY RESPONSE (if requested identification parameter is SUCI);

c)
AUTHENTICATION RESPONSE;

d)
AUTHENTICATION FAILURE;

e)
SECURITY MODE REJECT;

f)
DEREGISTRATION REQUEST;

g)
DEREGISTRATION ACCEPT;
h)
SERVICE REQUEST; and
i)
CONTROL PLANE SERVICE REQUEST;

NOTE 3:
These messages are processed by the AMF even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with a 5G NAS security context that is no longer available in the network.

If a REGISTRATION REQUEST message fails the integrity check and it is not a registration request for emergency services, the AMF shall authenticate the subscriber before processing the registration request any further. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the registration procedure is for emergency services see subclause 5.5.1.2.3 and subclause 5.4.1.3.5.

If a DEREGISTRATION REQUEST message fails the integrity check, the AMF shall proceed as follows:

-
If it is not a deregistration request due to switch off, and the AMF can initiate an authentication procedure, the AMF should authenticate the subscriber before processing the deregistration request any further.

-
If it is a deregistration request due to switch off, or the AMF does not initiate an authentication procedure for any other reason, the AMF may ignore the deregistration request and remain in state 5GMM-REGISTERED.

NOTE 4:
The network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing periodic registration update or still responding to paging) before marking the UE as 5GMM-DEREGISTERED.

If a REGISTRATION REQUEST message fails the integrity check and the UE provided EPS NAS message container IE which was successfully verified by the source MME, the AMF may create a mapped 5G NAS security context and initiate a security mode control procedure to take the new mapped 5G NAS security context into use; otherwise if the UE has only a non-emergency PDU session established, the AMF shall initiate a primary authentication and key agreement procedure to create a new native 5G NAS security context. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the UE has an emergency PDU session see subclause 5.5.1.3.3 and subclause 5.4.1.3.5.

If a SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only non-emergency PDU sessions established, the AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G NAS security context unchanged. For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. Additionally, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. After successful completion of the service request procedure, the network shall perform a local release of all non-emergency PDU sessions. The emergency PDU sessions shall not be released.

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the AMF shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.

	*** Next Change ***


4.4.6
Protection of initial NAS signalling messages

The 5GS supports protection of initial NAS messages as specified in 3GPP TS 33.501 [24]. The protection of initial NAS messages applies to the REGISTRATION REQUEST, SERVICE REQUEST and CONTROL PLANE SERVICE REQUEST message, and is achieved as follows:

a)
If the UE does not have a valid 5G NAS security context, the UE sends a REGISTRATION REQUEST message including cleartext IEs only. After activating a 5G NAS security context resulting from a security mode control procedure:

1)
if the UE needs to send non-cleartext IEs, the UE shall include the entire REGISTRATION REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall include the NAS message container IE in the SECURITY MODE COMPLETE message; or

2)
if the UE does not need to send non-cleartext IEs, the UE shall include the entire REGISTRATION REQUEST message (i.e. containing cleartext IEs only) in the NAS message container IE and shall include the NAS message container IE in the SECURITY MODE COMPLETE message.

b)
If the UE has a valid 5G NAS security context and:

1)
the UE needs to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST message, the UE includes the entire REGISTRATION REQUEST or SERVICE REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a REGISTRATION REQUEST or SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE;
2)
the UE needs to send non-cleartext IEs in a CONTROL PLANE SERVICE REQUEST message:

i)
if CIoT small data container IE is the only non-cleartext IE to be sent, the UE shall cipher the value part of the CIoT small data container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST message containing the cleartext IEs and the CIoT small data container IE;
ii)
otherwise, the UE includes non-cleartext IEs in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE; or

3)
the UE does not need to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message, the UE sends the REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message without including the NAS message container IE.

When the initial NAS message is a REGISTRATION REQUEST message, the cleartext IEs are:

-
Extended protocol discriminator;

-
Security header type;

-
Spare half octet;

-
Registration request message identity;

-
5GS registration type;

-
ngKSI;

-
5GS mobile identity;

-
UE security capability;
-
Additional GUTI;

-
UE status; and
-
EPS NAS message container.

When the initial NAS message is a SERVICE REQUEST message, the cleartext IEs are:

-
Extended protocol discriminator;

-
Security header type;

-
Spare half octet;

-
ngKSI;

-
Service request message identity;

-
Service type; and

-
5G-S-TMSI.
When the initial NAS message is a CONTROL PLANE SERVICE REQUEST message, the cleartext IEs are:

-
Extended protocol discriminator;

-
Security header type;

-
Spare half octet;

-
ngKSI;

-
Control plane service request message identity; and

-
Control plane service type.

When the UE sends a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message that includes a NAS message container IE, the UE shall set the security header type of the initial NAS message to "integrity protected".

If the UE does not need to send non-cleartext IEs in the initial NAS message, the UE shall send the initial NAS message i.e. REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message with cleartext IEs only i.e. without including the NAS message container IE in the initial NAS message.

When the AMF receives an integrity protected initial NAS message which includes a NAS message container IE, the AMF shall decipher the value part of the NAS message container IE. If the received initial NAS message is a REGISTRATION REQUEST message or a SERVICE REQUEST message, the AMF shall consider the NAS message that is obtained from the NAS message container IE as the initial NAS message that triggered the procedure.

When the initial NAS message is a DEREGISTRATION REQUEST message, the UE always sends the NAS message unciphered.
	*** Next Change ***


5.3.1.1
Establishment of the N1 NAS signalling connection

When the UE is in 5GMM-IDLE mode over 3GPP access and needs to transmit an initial NAS message, the UE shall request the lower layer to establish an RRC connection. Upon indication from the lower layers that the RRC connection has been established, the UE shall consider that the N1 NAS signalling connection over 3GPP access is established and enter 5GMM-CONNECTED mode over 3GPP access.

When the UE is in 5GMM-IDLE mode over non-3GPP access, and the UE receives an indication from the lower layers of access stratum connection establishment, the UE shall consider the N1 NAS signalling connection established enter 5GMM-CONNECTED mode over non-3GPP access and send an initial NAS message.

Initial NAS messages are:

a)
REGISTRATION REQUEST message;

b)
DEREGISTRATION REQUEST message; 
c)
SERVICE REQUEST message; and

d)
CONTROL PLANE SERVICE REQUEST.
If the UE is capable of both N1 mode and S1 mode and lower layers provide an indication that the current E-UTRA cell is connected to both EPC and 5GCN, for the routing of the REGISTRATION REQUEST message during the initial registration procedure to the appropriate core network (EPC or 5GCN), the UE NAS provides the lower layers with the selected core network type information.

For the routing of the initial NAS message to the appropriate AMF, if the UE holds a 5G-GUTI or 4G-GUTI, the UE NAS provides the lower layers with either the 5G-S-TMSI or the registered GUAMI, or neither the 5G-S-TMSI nor registered GUAMI according to the following rules:

a)
if the registration procedure for mobility and periodic update was triggered due to the last CONFIGURATION UPDATE COMMAND message containing the Configuration update indication IE with the Registration bit set to "registration requested" and including:
1)
no other parameters;

2)
one or both of the Allowed NSSAI IE and the Configured NSSAI IE; or

3)
the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed";


the UE NAS shall not provide the lower layers with the 5G-S-TMSI or the registered GUAMI;

b)
if the service request procedure was initiated over non-3GPP access, the UE NAS shall provide the lower layers with the registered GUAMI, but shall not provide the lower layers with the 5G-S-TMSI;

c)
if the initial NAS message other than the SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message was initiated over non-3GPP access, the UE NAS shall provide the lower layers with the GUAMI of the 5G-GUTI that the UE NAS has selected as specified in the subclause 5.5.1.2.2 and 5.5.1.3.2, but shall not provide the lower layers with the 5G-S-TMSI; or
d)
if the UE does not hold a 5G-GUTI that was previously assigned by the same PLMN with which the UE is performing the registration procedure and if:

1)
the UE operating in the single-registration mode performs a registration procedure for mobility and periodic update indicating "mobility registration updating" following an inter-system change from S1 mode to N1 mode; or
2)
the UE which was previously registered in S1 mode before entering state EMM-DEREGISTERED, performs an initial registration procedure, the UE has received the interworking without N26 interface indicator set to "interworking without N26 interface not supported" from the network, and the UE holds a 4G-GUTI;


then the UE NAS provides the lower layers with a GUAMI part of the 5G-GUTI mapped from 4G-GUTI as specified in 3GPP TS 23.003 [4] with an indication that the GUAMI is mapped from EPS; or
e)
otherwise:

1)
if the tracking area of the current cell is in the registration area, the UE NAS shall provide the lower layers with the 5G-S-TMSI, but shall not provide the registered GUAMI to the lower layers; or
2)
if the tracking area of the current cell is not in the registration area, the UE NAS shall provide the lower layers with the GUAMI of the 5G-GUTI that the UE NAS has selected as specified in the subclauses 5.5.1.2.2 and 5.5.1.3.2, but shall not provide the lower layers with the 5G-S-TMSI.
If the UE does not hold a 5G-GUTI and the UE does not hold a 4G-GUTI, the UE NAS does not provide the lower layers with the 5G-S-TMSI or the registered GUAMI.

The UE NAS also provides the lower layers with the identity of the selected PLMN (see 3GPP TS 38.331 [30]) if the UE is not SNPN enabled or is not operating in SNPN access mode. If the UE is operating in SNPN access mode, the UE NAS provides the lower layers with the SNPN identity of the selected SNPN. In a shared network, the UE shall choose one of the PLMN identities as specified in 3GPP TS 23.122 [5].

The UE NAS layer may provide the lower layers with an NSSAI as specified in subclause 4.6.2.3.

The UE NAS also provides the lower layers with the CAG identifier that is selected according to 3GPP TS 23.122 [5] if the UE is using a CAG cell to connect to the 5GCN.

	*** Next Change ***


5.6.1.1
General

The purpose of the service request procedure is to change the 5GMM mode from 5GMM-IDLE to 5GMM-CONNECTED mode. If the UE is not using 5GS services with control plane CIoT 5GS optimization, this procedure is used to request the establishment of user-plane resources for PDU sessions which are established without user-plane resources. In latter case, the 5GMM mode can be the 5GMM-IDLE mode or the 5GMM-CONNECTED mode if the UE requires to establish user-plane resources for PDU sessions. If the UE is using 5GS services with control plane CIoT 5GS optimization, this procedure can be used for UE initiated transfer of user data via the control plane from 5GMM-IDLE mode.
NOTE 1:
The lower layer indicates when the user-plane resources for PDU sessions are successfully established or released.

This procedure is used when:

-
the network has downlink signalling pending over 3GPP access and the UE is in 5GMM-IDLE mode over 3GPP access;

-
the network has downlink signalling pending over non-3GPP access, the UE is in 5GMM-IDLE mode over non-3GPP access and in 5GMM-IDLE or 5GMM-CONNECTED mode over 3GPP access;

-
the UE has uplink signalling pending over 3GPP access and the UE is in 5GMM-IDLE mode over 3GPP access;

-
the network has downlink user data pending over 3GPP access and the UE is in 5GMM-IDLE mode over 3GPP access;

-
the network has downlink user data pending over non-3GPP access, the UE is in 5GMM-IDLE mode over non-3GPP access and in 5GMM-IDLE or 5GMM-CONNECTED mode over 3GPP access;

-
the UE has user data pending over 3GPP access and the UE is in 5GMM-IDLE or 5GMM-CONNECTED mode over 3GPP access; 

-
the UE has user data pending over non-3GPP access and the UE is in 5GMM-CONNECTED mode over non-3GPP access;

-
the UE in 5GMM-IDLE mode over non-3GPP access, receives an indication from the lower layers of non-3GPP access, that the access stratum connection is established between UE and network; or

-
the UE in 5GMM-IDLE or 5GMM-CONNECTED mode over 3GPP access receives a request from the upper layers to perform emergency service fallback and performs emergency services fallback as specified in subclause 4.13.4.2 of 3GPP TS 23.502 [9].

This procedure shall not be used for initiating user data transfer or PDU session management related signalling other than for performing UE-requested PDU session release procedure related to a PDU session for LADN when the UE is located outside the LADN service area.

The service request procedure is initiated by the UE, however, it can be triggered by the network by means of:

-
the paging procedure (see subclause 5.6.2) for the transfer of downlink signalling or user data pending over 3GPP access to a UE in 5GMM-IDLE mode over 3GPP access;

-
the paging procedure (see subclause 5.6.2) for the transfer of downlink signalling or user data pending over non-3GPP access to a UE in 5GMM-IDLE mode over 3GPP access and in 5GMM-IDLE mode over non-3GPP access;

-
the notification procedure (see subclause 5.6.3) for the transfer of downlink signalling or user data pending over non-3GPP access to a UE in 5GMM-CONNECTED mode over 3GPP access and in 5GMM-IDLE mode over non-3GPP access; or

-
the notification procedure (see subclause 5.6.3) for the transfer of downlink signalling or user data pending over 3GPP access to a UE in 5GMM-IDLE mode over 3GPP access and in 5GMM-CONNECTED mode over non-3GPP access.

NOTE 2:
In case the UE is in 5GMM-IDLE mode over 3GPP access and in 5GMM-CONNECTED mode over non-3GPP access and downlink signalling or user data pending over 3GPP access needs to be transferred, the AMF can trigger either the notification procedure or the paging procedure based on implementation.

The UE shall invoke the service request procedure when:

a)
the UE, in 5GMM-IDLE mode over 3GPP access, receives a paging request from the network;

b)
the UE, in 5GMM-CONNECTED mode over 3GPP access, receives a notification from the network with access type indicating non-3GPP access;

c)
the UE, in 5GMM-IDLE mode over 3GPP access, has uplink signalling pending;

d)
the UE, in 5GMM-IDLE mode over 3GPP access, has uplink user data pending;
e)
the UE, in 5GMM-CONNECTED mode or in 5GMM-CONNECTED mode with RRC inactive indication, has user data pending due to no user-plane resources established for PDU session(s) used for user data transport;
f)
the UE in 5GMM-IDLE mode over non-3GPP access, receives an indication from the lower layers of non-3GPP access, that the access stratum connection is established between UE and network;
g)
the UE, in 5GMM-IDLE mode over 3GPP access, receives a notification from the network with access type indicating 3GPP access when the UE is in 5GMM-CONNECTED mode over non-3GPP access;

h)
the UE, in 5GMM-IDLE, 5GMM-CONNECTED mode over 3GPP access, or 5GMM-CONNECTED mode with RRC inactive indication, receives a request from the upper layers to perform emergency service fallback and performs emergency services fallback as specified in subclause 4.13.4.2 of 3GPP TS 23.502 [9];
i)
the UE, in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode with RRC inactive indication, receives a fallback indication from the lower layers (see subclauses 5.3.1.2 and 5.3.1.4) and the UE has a pending NAS procedure other than a registration, service request, or de-registration procedure; or
j)
the UE, in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode with RRC inactive indication, receives a fallback indication from the lower layers (see subclauses 5.3.1.2 and 5.3.1.4) and the UE has pending uplink user data for PDU session(s) with user-plane resources already established but no pending NAS procedure.
y)
the UE, in 5GMM-CONNECTED mode and has a NAS signalling connection only, is using 5GS services with control plane CIoT 5GS optimization and has pending user data to be sent via user-plane resources.
If one of the above criteria to invoke the service request procedure is fulfilled, then the service request procedure shall only be initiated by the UE when the following conditions are fulfilled:
-
its 5GS update status is 5U1 UPDATED, and the TAI of the current serving cell is included in the TAI list; and

-
no 5GMM specific procedure is ongoing.

The UE shall not invoke the service request procedure when the UE is in the state 5GMM-SERVICE-REQUEST-INITIATED.
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Figure 5.6.1.1.1: Service Request procedure (Part 1)
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Figure 5.6.1.1.2: Service Request procedure (Part 2)
A service request attempt counter is used to limit the number of service request attempts and no response from the network. The service request attempt counter shall be incremented as specified in subclause 5.6.1.7.

The service request attempt counter shall be reset when:

-
a registration procedure for mobility and periodic registration update is successfully completed;

-
a service request procedure is successfully completed; or

-
a service request procedure is rejected as specified in subclause 5.6.1.5.

5.6.1.2
Service request procedure initiation

5.6.1.2.1
UE is not using 5GS services with control plane CIoT 5GS optimization

The UE initiates the service request procedure by sending a SERVICE REQUEST message to the AMF and starts timer T3517.

If the UE is sending the SERVICE REQUEST message from 5GMM-IDLE mode and the UE needs to send non-cleartext IEs, the UE shall send the SERVICE REQUEST message including the NAS message container IE as described in subclause 4.4.6.

For cases a), b), and g) in subclause 5.6.1.1, the service type IE in the SERVICE REQUEST message shall be set to "mobile terminated services".

For cases c), d), e), f), and i) in subclause 5.6.1.1, if the UE is a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "high priority access".

For case a) in subclause 5.6.1.1:

a)
if the paging request includes an indication for non-3GPP access type, the Allowed PDU session status IE shall be included in the SERVICE REQUEST message. If the UE has established the PDU session(s) associated with the S-NSSAI(s) which are included in the allowed NSSAI for 3GPP access, the UE shall indicate the PDU session(s) for which the UE allows the user-plane resources to be re-established over 3GPP access in the Allowed PDU session status IE. Otherwise, the UE shall not indicate any PDU session(s) in the Allowed PDU session status IE;

b)
if the UE has uplink user data pending to be sent over 3GPP access, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE has pending user data to be sent; or

c)
otherwise, the Uplink data status IE shall not be included in the SERVICE REQUEST message.

For case b) in subclause 5.6.1.1:

a)
the Allowed PDU session status IE shall be included in the SERVICE REQUEST message. If the UE has the PDU session(s) associated with the S-NSSAI(s) which are included in the allowed NSSAI for 3GPP access, the UE shall indicate the PDU session(s) for which the UE allows the user-plane resources to be re-established over 3GPP access in the Allowed PDU session status IE. Otherwise, the UE shall not indicate any PDU session(s) in the Allowed PDU session status IE;

b)
if the UE has uplink user data pending to be sent over 3GPP access, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE has pending user data to be sent;

c)
otherwise, the Uplink data status IE shall not be included in the SERVICE REQUEST message.

When the Allowed PDU session status IE is included in the SERVICE REQUEST message, the UE shall indicate that a PDU session is not allowed to be transferred to the 3GPP access if the 3GPP PS data off UE status is "activated" for the corresponding PDU session and the UE is not using the PDU session to send uplink IP packets for any of the 3GPP PS data off exempt services (see subclause 6.2.10).

For case c) in subclause 5.6.1.1, the Uplink data status IE shall not be included in the SERVICE REQUEST message except if the UE has one or more active always-on PDU sessions associated with the access type over which the SERVICE REQUEST message is sent. If the UE is not a UE configured for high priority access in selected PLMN and:
a)
if the SERVICE REQUEST message is triggered by a request for emergency services from the upper layer, the UE shall set the service type IE in the SERVICE REQUEST message to "emergency services"; or

b)
otherwise, the UE shall set the service type IE to "signalling".
When the UE is in a non-allowed area or is not in an allowed area as specified in subclause 5.3.5 and:

a)
if the uplink signalling pending is to indicate a change of 3GPP PS data off UE status for a PDU session, the UE shall set the service type IE in the SERVICE REQUEST message to "elevated signalling", and shall not include the Uplink data status IE in the SERVICE REQUEST message even if the UE has one or more active always-on PDU sessions associated with the access type over which the SERVICE REQUEST message is sent; or

b)
otherwise, the UE shall not initiate service request procedure except for emergency services, high priority access or responding to paging or notification.

For cases d) and e) in subclause 5.6.1.1, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent. If the UE is not a UE configured for high priority access in selected PLMN:

a)
if there exists an emergency PDU session which is indicated in the Uplink data status IE the service type IE in the SERVICE REQUEST message shall be set to "emergency services"; or
b)
otherwise, the service type IE in the SERVICE REQUEST message shall be set to "data".
For case f) in subclause 5.6.1.1:

a)
if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent. If the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "data";

b)
otherwise, if the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "signalling".

For case g) in subclause 5.6.1.1, if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent.

For case h) in subclause 5.6.1.1, the UE shall send a SERVICE REQUEST message with service type set to "emergency services fallback".

For case i) in subclause 5.6.1.1, if the UE is not configured for high priority access in selected PLMN, the UE shall set the Service type IE in the SERVICE REQUEST message as follows:

a)
if the pending message is an UL NAS TRANSPORT message with the Request type IE set to "initial emergency request" or "existing emergency PDU session", the UE shall set the Service type IE in the SERVICE REQUEST message to "emergency services"; or
b)
otherwise, the UE shall set the Service type IE in the SERVICE REQUEST message to "signalling".

The UE shall include a valid 5G-S-TMSI in the 5G-S-TMSI IE of the SERVICE REQUEST message.

If the UE has one or more active always-on PDU sessions associated with the access type over which the SERVICE REQUEST message is sent and the user-plane resources for these PDU sessions are not established, the UE shall include the Uplink data status IE in the SERVICE REQUEST message and indicate that the UE has pending user data to be sent for those PDU sessions.

If the UE has one or more active PDU sessions which are not accepted by the network as always-on PDU sessions and no uplink user data pending to be sent for those PDU sessions, the UE shall not include those PDU sessions in the Uplink data status IE in the SERVICE REQUEST message.

The Uplink data status IE may be included in the SERVICE REQUEST message to indicate which PDU session(s) associated with the access type the SERVICE REQUEST message is sent over have pending user data to be sent.

The PDU session status information element may be included in the SERVICE REQUEST message to indicate the PDU session(s) available in the UE associated with the access type the SERVICE REQUEST message is sent over.

If the SERVICE REQUEST message includes a NAS message container IE, the AMF shall process the SERVICE REQUEST message that is obtained from the NAS message container IE as described in subclause 4.4.6.

If the PDU session status information element is included in the SERVICE REQUEST message, then the AMF shall perform a local release of all those PDU sessions which are in active on the AMF side associated with the access type the SERVICE REQUEST message is sent over, but are indicated by the UE as being inactive, and shall request the SMF to perform a local release of all those PDU sessions.

If the UE has an emergency PDU session over the non-current access, it shall not initiate the SERVICE REQUEST message with the service type IE set to "emergency services" over the current access, unless the SERVICE REQUEST message has to be initiated to perform handover of an existing emergency PDU session from the non-current access to the current access.
NOTE:
Transfer of an existing emergency PDU session between 3GPP access and non-3GPP access is needed e.g. if the UE determines that the current access is no longer available.
5.6.1.2.2
UE is using 5GS services with control plane CIoT 5GS optimization

The UE shall send a CONTROL PLANE SERVICE REQUEST message, start T3517 and enter the state 5GMM-SERVICE-REQUEST-INITIATED.

For case a in subclause 5.6.1.1, the Control plane service type of the CONTROL PLANE SERVICE REQUEST message shall indicate "mobile terminating request". If the UE only has uplink user data or SMS to be sent, the UE shall:

a)
if the data size is not more than 254 octets and there is no other optional IE to be included in the message, 

1)
for sending data, set the Data type field to "control plane user data", include the PDU session ID, data, and Downlink data expected (DDX) (if available), in the CIoT small data container IE; and
2)
for sending SMS, set the Data type field to "SMS", include SMS in the CIoT small data container IE; and

b)
otherwise if the data size is more than 254 octets or there are other optional IEs to be included in the message, set the Payload container type IE to "CIoT user data container", include data in the Payload container IE as described in subclause 5.4.5.2.2.
NOTE:     The term DDX used in the present document corresponds to the term NAS RAI used in 3GPP TS 23.502 [9].

For case c, and case d if the UE has pending user data that is to be sent via the control plane in subclause 5.6.1.1, the UE shall set the Control plane service type of the CONTROL PLANE SERVICE REQUEST message to "mobile originating request". If the UE has only uplink user data or SMS to be sent, the UE shall:
a)
if the data size is not more than 254 octets and there is no other optional IE to be included in the message, 

1)
for sending data, set the Data type field to "control plane user data", include the PDU session ID, data, and Downlink data expected (DDX) (if available), in the CIoT small data container IE; and
2)
for sending SMS, set the Data type field to "SMS", include SMS in the CIoT small data container IE; and

b)
otherwise if the data size is more than 254 octets or there are other optional IEs to be included in the message, set the Payload container type IE to "CIoT user data container", include data in the Payload container IE as described in subclause 5.4.5.2.2.
For case y, and case d if the UE has pending user data that is to be sent via the user plane in subclause 5.6.1.1, the UE shall set the Control plane service type of the CONTROL PLANE SERVICE REQUEST message to "data". The UE shall include the Uplink data status IE in the CONTROL PLANE SERVICE REQUEST message to indicate which PDU session(s) have pending user data to be sent via user-plane resources.
5.6.1.3
Common procedure initiation

Upon receipt of the SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message, the AMF may initiate the common procedures e.g. the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure.

5.6.1.4
Service request procedure accepted by the network

5.6.1.4.1
UE is not using 5GS services with control plane CIoT 5GS optimization

For cases other than h) in subclause 5.6.1.1, the UE shall treat the reception of the SERVICE ACCEPT message as successful completion of the procedure. The UE shall reset the service request attempt counter, stop timer T3517 and enter the state 5GMM-REGISTERED. 

For case h) in subclause 5.6.1.1,

a)
the UE shall treat the indication from the lower layers when the UE has changed to S1 mode or E-UTRA connected to 5GCN (see 3GPP TS 23.502 [9]) as successful completion of the procedure and stop timer T3517; and

b)
if a UE operating in single-registration mode has changed to S1 mode, it shall disable the N1 mode capability for 3GPP access (see subclause 4.9.2).

If the AMF needs to initiate PDU session status synchronization or a PDU session status IE was included in the SERVICE REQUEST message, the AMF shall include a PDU session status IE in the SERVICE ACCEPT message to indicate which PDU sessions associated with the access type the SERVICE ACCEPT message is sent over are active in the AMF. If the PDU session status information element is included in the SERVICE ACCEPT message, then the UE shall perform a local release of all those PDU sessions which are in active on the UE side associated with the access type the SERVICE ACCEPT message is sent over, but are indicated by the AMF as being inactive.

If the Uplink data status IE is included in the SERVICE REQUEST message, the AMF shall:

a)
indicate the SMF to re-establish the user-plane resources for the corresponding PDU sessions;

b)
include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the user-plane resources re-establishment result of the PDU sessions for which the UE requested to re-establish the user-plane resources; and

c)
determine the UE presence in LADN service area and forward the UE presence in LADN service area towards the SMF, if the corresponding PDU session is a PDU session for LADN.

If the Allowed PDU session status IE is included in the SERVICE REQUEST message, the AMF shall:

a)
for a 5GSM message from each SMF that has indicated pending downlink signalling only, forward the received 5GSM message via 3GPP access to the UE after the SERVICE ACCEPT message is sent;
b)
for each SMF that has indicated pending downlink data only:

1)
notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access cannot be performed if the corresponding PDU session ID(s) are not indicated in the Allowed PDU session status IE; and

2)
notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access can be performed if the corresponding PDU session ID(s) are indicated in the Allowed PDU session status IE.
c)
for each SMF that have indicated pending downlink signalling and data:

1)
notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access cannot be performed if the corresponding PDU session ID(s) are not indicated in the Allowed PDU session status IE;

2)
notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access can be performed if the corresponding PDU session ID(s) are indicated in the Allowed PDU session status IE; and

3)
discard the received 5GSM message for PDU session(s) associated with non-3GPP access; and

d)
include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the successfully re-established user-plane resources for the corresponding PDU sessions, if any.
If the PDU session reactivation result IE is included in the SERVICE ACCEPT message indicating that the user-plane resources have been successfully reactivated for a PDU session that was requested by the UE in the Allowed PDU session status IE, the UE considers the corresponding PDU session to be associated with the 3GPP access. If the user-plane resources of a PDU session have been successfully reactivated over the 3GPP access, the AMF and SMF update the associated access type of the corresponding PDU session.

If the AMF has included the PDU session reactivation result IE in the SERVICE ACCEPT message and there exist one or more PDU sessions for which the user-plane resources cannot be re-established, then the AMF may include the PDU session reactivation result error cause IE to indicate the cause of failure to re-establish the user-plane resources.

If the user-plane resources cannot be established for a PDU session, the AMF shall include the PDU session reactivation result IE in the SERVICE ACCEPT message indicating that user-plane resources for the corresponding PDU session cannot be re-established, and shall include the PDU session reactivation result error cause IE with the 5GMM cause set to:

a)
#43 "LADN not available" if the user-plane resources cannot be established because the SMF indicated to the AMF that the UE is located out of the LADN service area (see 3GPP TS 29.502 [20A]);

b)
#28 "restricted service area" if the user-plane resources cannot be established because the SMF indicated to the AMF that only prioritized services are allowed (see 3GPP TS 29.502 [20A]); or

c)
#92 "insufficient user-plane resources for the PDU session" if the user-plane resources cannot be established because the SMF indicated to the AMF that the resource is not available in the UPF (see 3GPP TS 29.502 [20A]).
NOTE:
It is up to UE implementation when to re-send a request for user-plane re-establishment for the associated PDU session after receiving a PDU session reactivation result error cause IE with a 5GMM cause set to #92 "insufficient user-plane resources for the PDU session".

If the SERVICE REQUEST message is for emergency services fallback, the AMF triggers the emergency services fallback procedure as specified in subclause 4.13.4.2 of 3GPP TS 23.502 [9].
5.6.1.4.2
UE is using 5GS services with control plane CIoT 5GS optimization

For case a in subclause 5.6.1.1, upon receipt of the CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile terminating request", after completion of the 5GMM common procedures (if initiated) according to subclause 5.6.1.3, the AMF shall send a SERVICE ACCEPT message. 
For case c and d in subclause 5.6.1.1, upon receipt of the CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile originating request", after completion of the 5GMM common procedures (if initiated) according to subclause 5.6.1.3, the AMF shall send a SERVICE ACCEPT message.
For case a, c and d:

a)
if the CIoT small data container IE is included in the message, the AMF shall
1)
if the Data type field indicates "control plane user data", extract the PDU session ID and data content from the CIoT small data container IE, look up a PDU session routing context for the UE, and forward the content of the CIoT small data container IE to the SMF associated with the UE; and
2)
if the Data type field indicates "SMS", forward the content of the Payload container IE to the SMSF associated with the UE; and
b)
otherwise, the AMF shall; 
1)
if the Payload container IE is included in the message and if the Payload container type IE is set to "CIoT user data container", the AMF shall forward the content of the Payload container IE to the SMF associated with the UE;
2)
if the Payload container IE is included in the message and if the Payload container type IE is set to "SMS", the AMF shall forward the content of the Payload container IE to the SMSF associated with the UE; 

3)
if the PDU session status IE is included in the message or the AMF needs to perform a PDU session status synchronization, the AMF shall include a PDU session status IE in the SERVICE ACCEPT message to indicate which PDU sessions associated with the access type the SERVICE ACCEPT message is sent over are active in the AMF.
4)
If the Uplink data status IE is included in the message, the AMF shall:

i)
indicate the SMF to re-establish the user-plane resources for the corresponding PDU sessions; and

ii)
include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the user-plane resources re-establishment result of the PDU sessions for which the UE requested to re-establish the user-plane resources.

If the DDX field in the CIoT small data container IE or the Release assistance indication IE indicates "No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected", the AMF initiates the release of the N1 NAS signalling connection (See 3GPP TS 23.502 [9]).
Upon successful completion of the procedure, the UE shall reset the service request attempt counter, stop the timer T3517 and enter the state 5GMM-REGISTERED.

If the PDU session status information element is included in the SERVICE ACCEPT message, then the UE shall perform a local release of all those PDU sessions which are active on the UE side associated with the 3GPP access but are indicated by the AMF as being inactive

If the AMF has included the PDU session reactivation result IE in the SERVICE ACCEPT message and there exist one or more PDU sessions for which the user-plane resources cannot be re-established, then the AMF may include the PDU session reactivation result error cause IE to indicate the cause of failure to re-establish the user-plane resources.
If the user-plane resources cannot be established for a PDU session, the AMF shall include the PDU session reactivation result IE in the SERVICE ACCEPT message indicating that user-plane resources for the corresponding PDU session cannot be re-established, and shall include the PDU session reactivation result error cause IE with the 5GMM cause set to #92 "insufficient user-plane resources for the PDU session" if the user-plane resources cannot be established because the SMF indicated to the AMF that the resource is not available in the UPF (see 3GPP TS 29.502 [20A]).
NOTE:
It is up to UE implementation when to re-send a request for user-plane re-establishment for the associated PDU session after receiving a PDU session reactivation result error cause IE with a 5GMM cause set to #92 "insufficient user-plane resources for the PDU session".
For case d) in subclause 5.6.1.1, the UE shall also treat the indication from the lower layers that the RRC connection has been released as successful completion of the procedure. The UE shall reset the service request attempt counter, stop the timer T3517 and enter the state 5GMM-REGISTERED.
Editor's note:
abnormal cases for the CONTROL PLANE SERVICE REQUEST on the UE and network side are FFS.
If the AMF sends a SERVICE ACCEPT message upon receipt of the CONTROL PLANE SERVICE REQUEST message with uplink data:

-
if the UE has indicated support for the control plane CIoT 5GS optimizations; and 

-
if the AMF decides to activate the congestion control for transport of user data via the control plane,
then the AMF shall include the T3448 value IE in the SERVICE ACCEPT message.

If the T3448 value IE is present in the received SERVICE ACCEPT message and the value indicates that this timer is neither zero nor deactivated, the UE shall:

a)
stop timer T3448 if it is running;

b)
consider the transport of user data via the control plane as successful; and

c)
start timer T3448 with the value provided in the T3448 value IE.

If the UE is using 5GS services with control plane CIoT 5GS optimization, the T3448 value IE is present in the SERVICE ACCEPT message and the value indicates that this timer is either zero or deactivated, the UE shall consider this case as an abnormal case and proceed as if the T3448 value IE was not present.

If the UE in 5GMM-IDLE mode initiated the service request procedure by sending a CONTROL PLANE SERVICE REQUEST message and the SERVICE ACCEPT message does not include the T3448 value IE and if timer T3448 is running, then the UE shall stop timer T3448.

	*** Next Change ***


8.2.x
Control Plane Service request

8.2.x.1
Message definition

The CONTROL PLANE SERVICE REQUEST message is sent by the UE to the AMF when the UE is using 5GS services with control plane CIoT 5GS optimization. See table 8.2.x1.1.

Message type:
CONTROL PLANE SERVICE REQUEST

Significance:
dual

Direction:

UE to network

Table 8.2.x.1.1: CONTROL PLANE SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Control plane service request message identity
	Message type

9.7
	M
	V
	1

	
	Control plane service type
	Control plane service type

9.11.3.x
	M
	V
	1/2

	
	ngKSI 
	NAS key set identifier

9.11.3.32
	M
	V
	1/2

	xx
	CIoT small data container
	CIoT small data container 
9.11.3.z
	O
	TLV
	4-257

	8-
	Payload container type
	Payload container type
9.11.3.40
	O
	TV
	1

	7B
	Payload container
	Payload container
9.11.3.39
	O
	TLV-E
	4-65538

	12
	PDU session ID
	PDU session identity 2
9.11.3.41
	C
	TV
	2

	50
	PDU session status
	PDU session status
9.11.3.44
	O
	TLV
	4-34

	F-
	Release assistance indication
	Release assistance indication

9.11.3.y
	O
	TV
	1

	40
	Uplink data status
	Uplink data status
9.11.3.57
	O
	TLV
	4-34

	71
	NAS message container
	NAS message container
9.11.3.33
	O
	TLV-E
	4-n


Editor's note:
Whether a new EPD can be used in order to further reduce the message header of the message is FFS.

Editor's note:
Whether ngKSI can be removed from CPSR message is FFS.

Editor's note: 
Whether a short or a full MAC will be used to integrity protect the message is FFS.

Editor's note:
Whether Control plane service type IE can be removed is FFS.
Editor's note:
Whether Data Type field is needed is FFS.

Editor's note:
CIoT Control plane data transfer for UE in Connected mode is FFS.
Editor's note: Whether the CIoT small data container IE can be TV format is FFS.

8.2.x.2
CIoT small data container
This IE shall be included if the UE needs to send uplink small user data or uplink SMS that is not more than 254 bytes, and there is no other optional IE to be sent.
NOTE:     When the UE determines to use the CIoT small data container IE to send uplink data in this message, there is no other optional IEs in this message.
8.2.x.3
Payload container type

This IE shall be included if the UE includes the Payload container IE.

8.2.x.4
Payload container

This IE shall be included if the UE has one or multiple payloads to be transferred.

8.2.x.5
PDU session ID

The UE shall include this IE when the Payload container type IE is set to "CIoT user data container".

8.2.x.6
PDU session status

This IE shall be included when the UE needs to indicate the PDU sessions that are associated with the access type that the message is sent over, that are active within the UE.

8.2.x.7
Release assistance indication

The UE may include this IE to inform the network whether:
-
no further uplink and no further downlink data transmission is expected; or

-
only a single downlink data transmission (e.g. acknowledgement or response to uplink data) and no further uplink data transmission subsequent to the uplink data transmission is expected.

8.2.x.8
Uplink data status
This IE shall be included if the UE has uplink user data pending to be sent over the user plane.
8.2.x.9
NAS message container
This IE shall be included if the UE is sending a CONTROL PLANE SERVICE REQUEST message as an initial NAS message and the UE needs to send non-cleartext IEs.
	*** Next Change ***


9.7
Message type

The Message type IE and its use are defined in 3GPP TS 24.007 [11]. Tables 9.7.1 and 9.7.2 define the value part of the message type IE used in the 5GS mobility management protocol and 5GS session management protocol.

Table 9.7.1: Message types for 5GS mobility management

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	5GS mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Registration request

	0
	1
	0
	0
	0
	0
	1
	0
	
	Registration accept

	0
	1
	0
	0
	0
	0
	1
	1
	
	Registration complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Registration reject

	0
	1
	0
	0
	0
	1
	0
	1
	
	Deregistration request (UE originating)

	0
	1
	0
	0
	0
	1
	1
	0
	
	Deregistration accept (UE originating)

	0
	1
	0
	0
	0
	1
	1
	1
	
	Deregistration request (UE terminated)

	0
	1
	0
	0
	1
	0
	0
	0
	
	Deregistration accept (UE terminated)

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	0
	0
	
	Service request

	0
	1
	0
	0
	1
	1
	0
	1
	
	Service reject

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service accept

	0
	1
	0
	0
	1
	1
	1
	1
	
	Control plane service request

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	1
	0
	0
	
	Configuration update command

	0
	1
	0
	1
	0
	1
	0
	1
	
	Configuration update complete

	0
	1
	0
	1
	0
	1
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	1
	1
	1
	
	Authentication response

	0
	1
	0
	1
	1
	0
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	0
	0
	1
	
	Authentication failure

	0
	1
	0
	1
	1
	0
	1
	0
	
	Authentication result

	0
	1
	0
	1
	1
	0
	1
	1
	
	Identity request

	0
	1
	0
	1
	1
	1
	0
	0
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode command

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	1
	
	Security mode reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	1
	0
	0
	
	5GMM status

	0
	1
	1
	0
	0
	1
	0
	1
	
	Notification

	0
	1
	1
	0
	0
	1
	1
	0
	
	Notification response

	0
	1
	1
	0
	0
	1
	1
	1
	
	UL NAS transport

	0
	1
	1
	0
	1
	0
	0
	0
	
	DL NAS transport

	
	
	
	
	
	
	
	
	
	


Table 9.7.2: Message types for 5GS session management

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	1
	1
	-
	-
	-
	-
	-
	-
	
	5GS session management messages

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	0
	0
	1
	
	PDU session establishment request

	1
	1
	0
	0
	0
	0
	1
	0
	
	PDU session establishment accept

	1
	1
	0
	0
	0
	0
	1
	1
	
	PDU session establishment reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	1
	0
	1
	
	PDU session authentication command

	1
	1
	0
	0
	0
	1
	1
	0
	
	PDU session authentication complete

	1
	1
	0
	0
	0
	1
	1
	1
	
	PDU session authentication result

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	0
	0
	1
	
	PDU session modification request

	1
	1
	0
	0
	1
	0
	1
	0
	
	PDU session modification reject

	1
	1
	0
	0
	1
	0
	1
	1
	
	PDU session modification command

	1
	1
	0
	0
	1
	1
	0
	0
	
	PDU session modification complete

	1
	1
	0
	0
	1
	1
	0
	1
	
	PDU session modification command reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	0
	1
	
	PDU session release request

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDU session release reject

	1
	1
	0
	1
	0
	0
	1
	1
	
	PDU session release command

	1
	1
	0
	1
	0
	1
	0
	0
	
	PDU session release complete

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	1
	0
	
	5GSM status

	
	
	
	
	
	
	
	
	
	


	*** Next Change ***


9.11.3.33
NAS message container

The purpose of the NAS message container IE is to encapsulate a plain 5GS NAS REGISTRATION REQUEST or SERVICE REQUEST message, or to encapsulate non-cleartext IEs of a CONTROL PLANE SERVICE REQUEST message.

The NAS message container information element is coded as shown in figure 9.11.3.33.1 and table 9.11.3.33.1.

The NAS message container is a type 6 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS message container IEI
	octet 1

	Length of NAS message container contents
	octet 2

	
	octet 3

	
	octet 4

	NAS message container contents
	

	
	octet n


Figure 9.11.3.33.1: NAS message container information element
Table 9.11.3.33.1: NAS message container information element

	NAS message container contents (octet 4 to octet n); Max value of 65535 octets

	

	This IE can contain a REGISTRATION REQUEST message as defined in subclause 5.5.1, or a SERVICE REQUEST message as defined in subclause 5.6.1, or non-cleartext IEs of a CONTROL PLANE SERVICE REQUEST message as defined in subclause 5.6.1.


	*** Next Change ***


9.11.3.39
Payload container

The purpose of the Payload container information element is to transport one or multiple payloads. If multiple payloads are transported, the associated information of each payload are also transported together with the payload.

The Payload container information element is coded as shown in figure 9.11.3.39.1, figure 9.11.3.39.2, figure 9.11.3.39.3, figure 9.11.3.39.4 and table 9.11.3.39.1.

The Payload container is a type 6 information element with a minimum length of 4 octets and a maximum length of 65538 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Payload container IEI
	octet 1

	Length of payload container contents
	octet 2

	
	octet 3

	
	octet 4

	Payload container contents
	

	
	octet n


Figure 9.11.3.39.1: Payload container information element
	8
	7
	6
	5
	4
	3
	2
	1
	

	Number of entries
	octet 4

	Payload container entry 1
	octet 5
octet x2

	Payload container entry 2
	octet x2+1
octet x3

	……
	…

	Payload container entry i
	octet xi +1
octet n


Figure 9.11.3.39.2: Payload container contents with Payload container type "Multiple payloads"
	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of Payload container entry
	octet xi +1
octet xi +2

	Number of optional IEs
	Payload container type
	octet xi +3

	Optional IE 1
	octet xi +4
octet y2

	Optional IE 2
	octet y2+1
octet y3

	…
	

	Optional IE j
	octet yj+1
octet z

	Payload container entry contents
	octet z+1
octet n


Figure 9.11.3.39.3: Payload container entry
	8
	7
	6
	5
	4
	3
	2
	1
	

	Type of optional IE
	octet xi +4


	Length of optional IE
	octet xi +5


	Value of optional IE
	octet xi +6
octet y2


Figure 9.11.3.39.4: Optional IE
Table 9.11.3.39.1: Payload container information element

	Payload container contents (octet 4 to octet n); max value of 65535 octets

	If the payload container type is set to "SOR transparent container" and is included in the DL NAS TRANSPORT message, the payload container contents are coded the same way as the contents of the SOR transparent container IE (see subclause 9.11.3.51) for SOR data type is set to value "0" except that the first three octets are not included.

If the payload container type is set to "SOR transparent container" and is included in the UL NAS TRANSPORT message, the payload container contents are coded the same way as the contents of the SOR transparent container IE (see subclause 9.11.3.51) for SOR data type is set to value "1" except that the first three octets are not included.
If the payload container type is set to "UE parameters update transparent container" and is included in the DL NAS TRANSPORT message, the payload container contents are coded the same way as the contents of the UE parameters update transparent container IE (see subclause 9.11.3.53A) for UE parameters update data type is set to value "0" except that the first three octets are not included.
If the payload container type is set to "UE parameters update transparent container" and is included in the UL NAS TRANSPORT message, the payload container contents are coded the same way as the contents of the UE parameters update transparent container IE (see subclause 9.11.3.53A) for UE parameters update data type is set to value "1" except that the first three octets are not included.
If the payload container type is set to "SMS", the payload container contents contain an SMS message (i.e. CP-DATA, CP-ACK or CP-ERROR) as defined in subclause 7.2 in 3GPP TS 24.011 [13].
If the payload container type is set to "CIoT user data container" and is included in the CONTROL PLANE SERVICE REQUEST message, the payload container contents are coded the same way as the contents of the user data container IE (see subclause 9.9.4.24 in 3GPP TS 24.301 [15]) except that the first three octets are not included.
If the payload container type is set to "SMS" and is included in the CONTROL PLANE SERVICE REQUEST message, the payload container contents are coded the same way as the contents of the NAS message container IE (see subclause 9.9.3.22 in 3GPP TS 24.301 [15]) except that the first three octets are not included.
The coding of Payload container contents is dependent on the particular application.

If the payload container type is set to "Multiple payloads", the number of entries field represents the total number of payload container entries, and the payload container entry contents field is coded as a list of payload container entry according to figure 9.11.3.39.2, with each payload container entry is coded according to figure 9.11.3.39.3 and figure 9.11.3.39.4.


	Payload container entry
For each payload container entry, the payload container type field represents the payload container type value as described in subclause 9.11.3.40, the coding of payload container contents field is dependent on the particular application, and the number of optional IEs field represents the total number of optional IEs associated with the payload container entry contents field in the payload container entry. The error handlings for optional IEs specified in subclauses 7.6.1, 7.6.3 and 7.7.1 shall apply to the optional IEs included in the payload container entry.



	Optional IEs
Type of optional IE (octet xi +4)
This field contains the IEI of the optional IE.

Length of optional IE (octet xi+5)
This field indicates binary coded length of the value of the optional IE entry.
Value of optional IE (octet xi+6 to octet y2)
This field contains the value of the optional IE entry with the value part of the referred information element based on following optional IE reference. If the Request type is included, the value part of the Request type shall be encoded in the bits 1 to 4 and bits 5 to 8 shall be coded as zero.


	IEI 
	Optional IE name
	Optional IE reference

	12
	PDU session ID
	PDU session identity 2 (see subclause 9.11.3.41)

	24
	Additional information
	Additional information (see subclause 9.11.2.1)

	58
	5GMM cause
	5GMM cause (see subclause 9.11.3.2)

	37
	Back-off timer value
	GPRS timer 3 (see subclause 9.11.2.5)

	59
	Old PDU session ID
	PDU session identity (see subclause 2 9.11.3.41)

	80
	Request type
	Request type (see subclause 9.11.3.47)

	22
	S-NSSAI
	S-NSSAI (see subclause 9.11.2.8)

	25
	DNN
	DNN (see subclause 9.11.2.1A)

	

	

	

	

	

	


	*** Next Change ***


9.11.3.40
Payload container type

The purpose of the Payload container type information element indicates type of payload included in the payload container information element.

The Payload container type information element is coded as shown in figure 9.11.3.40.1 and table 9.11.3.40.1.

The Payload container type is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Payload container type

IEI
	Payload container type value
	octet 1


Figure 9.11.3.40.1: Payload container type information element

Table 9.11.3.40.1: Payload container type information element

	Payload container type value (octet 1)

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	1
	N1 SM information

	0
	0
	1
	0
	SMS

	0
	0
	1
	1
	LTE Positioning Protocol (LPP) message container

	0
	1
	0
	0
	SOR transparent container

	0
	1
	0
	1
	UE policy container

	0
	1
	1
	0
	UE parameters update transparent container

	1
	0
	0
	0
	CIoT user data container

	1
	1
	1
	1
	Multiple payloads

	

	All other values are reserved.

	

	NOTE:
The value "Multiple payloads" is only used when the Payload container contents in figure 9.11.3.39.1 contains multiple payloads as shown in figure 9.11.3.39.2.


	*** Next Change ***


9.11.3.x
Control plane service type
The purpose of the Control plane service type information element is to specify the purpose of the CONTROL PLANE SERVICE REQUEST message.

The Control plane service type information element is coded as shown in figure 9.11.3.x.1 and table 9.11.3.x.1.

The Control plane service type is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Control plane service type
IEI
	0

Spare
	Control plane service type
value
	octet 1


Figure 9.9.3.47.1: Control plane service type information element

Table 9.9.3.47.1: Control plane service type information element

	Control plane service type value (octet 1, bit 1 to 3)

	

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	mobile originating request

	0
	0
	1
	
	mobile terminating request

	0
	1
	0
	
	data

	0
	1
	1
	
	

	
	to
	
	
	unused; shall be interpreted as " mobile originating request", if received by the network.

	1
	1
	1
	
	

	

	


9.11.3.y
Release assistance indication
See subclause 9.9.4.25 in 3GPP TS 24.301 [15].
9.11.3.z
CIoT small data container

This information element is used to encapsulate the small user data or SMS not more than 254 octets between the UE and the AMF when the UE is using control plane CIoT 5GS optimization. The CIoT small data container information element is coded as shown in figure 9.11.3.z.1 and table 9.11.3.z.1.

The CIoT small data container is a type 4 information element with a minimum length of 4 octets and a maximum length of 257 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	CIoT small data container IEI
	octet 1

	Length of CIoT small data container contents
	octet 2

	
	octet 3

	CIoT small data container contents
	

	
	octet 257


Figure 9.11.3.z.1: CIoT small data container information element
	8
	7
	6
	5
	4
	3
	2
	1
	

	Data type
	DDX
	PDU session identity
	octet 3

	Data contents

	octet 4

octet 257


Figure 9.11.3.z.2: CIoT small data container contents
Table 9.11.3.z.1: CIoT small data container information element
	CIoT small data container contents (octet 3 to octet 257)

	

	These octets include user data to be delivered between UE and AMF.

	

	Data type (octet 3)

Bits

	8
	7
	6
	
	

	0
	0
	1
	
	Control plane user data

	0
	1
	0
	
	SMS

	

	All other values are spare.

	

	When the Data type is "Control plane user data ", the PDU session identity and  Downlink data expected (DDX) fields are encoded as follows:

	

	PDU session identity (octet 3, bits 1 to 4)

Bit

	3
	2
	1
	
	

	0
	0
	0
	
	No PDU session identity assigned

	0
	0
	1
	
	PDU session identity value 1

	0
	1
	0
	
	PDU session identity value 2

	0
	1
	1
	
	PDU session identity value 3

	1
	0
	0
	
	PDU session identity value 4

	1
	0
	1
	
	PDU session identity value 5

	1
	1
	0
	
	PDU session identity value 6

	1
	1
	1
	
	PDU session identity value 7

	

	

	Downlink data expected (DDX) (octet 3, bits 5 to 6)

	Bits

	5
	4
	

	0
	0
	No information available

	0
	1
	No further uplink or downlink data transmission subsequent to the uplink data transmission is expected

	1
	0
	Only a single downlink data transmission and no further uplink data transmission subsequent to the uplink data transmission is expected

	1
	1
	reserved

	

	NOTE:
The DDX field is only used in the UE to network direction..

	

	Data contents (octet 4 to octet 257)
This field contains the control plane user data.

	

	When the Data type is "SMS", Bits 1 to 5 of octet 3 are spare and shall be coded as zero.

	Data contents (octet 4 to octet 257)
This field contains an SMS message.

	


	*** END Change ***
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