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1. Introduction
<Introduction part >

2. Reason for Change
No handling has been defined for the identity verification and Identity field header handling. This pCR adds such description.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.174 V0.6.1
* * * First Change * * * *
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Editor's note:
The above document cannot be formally referenced until it is published as an RFC.

4.5.3.2.1
General

Upon receiving an incoming INVITE or MESSAGE request containing an Additional-Identity header field, the AS shall determine the served user as specified in TS 24.229 [3] clause 5.7.1.3A.2 and shall check if any of the served user's registered identities is also included in the Additional-Identity header field. If the Additional-Identity header field contains a served user's registered identity the AS shall remove the Additional-Identity header field from the request and shall forward the request in accordance with procedures defined in TS 24.229 [3]. Otherwise, if the received Additional-Identity header field does not contain any of the served user's registered identities the AS shall:

a)
verify that the user is authorized to use the identity received in the Additional-Identity header field as specified in clause 4.5.3.2.2; and

b)
if the user is not authorized to use the identity included in the Additional-Identity header field, then the AS shall reject the incoming request. The originating request may be rejected by operator policy with a 403 (Forbidden) response including a warning header field 399 "Identity not allowed".

If the user is authorized to use the identity in the Additional-Identity header field then the AS shall modify the following header fields with the specified values:

a)
remove any P-Served-User header field and insert a P-Served-User header field with the identity taken from the Additional-Identity header field;

b)
remove any existing Route header field and insert a Route header field pointing to an I-CSCF or to the S-CSCF hosting the identity in the Additional-Identity header field; and
c)
in the Route header field above, append the "orig" parameter to the URI.
The AS shall forward the received SIP request with the Additional-Identity header field unchanged and may refrain from the invocation of other MMTel services serving the native identity.
NOTE:
No specific procedures are needed regarding the Identity header field. The originating network can attest the identity of user A following normal procedures specified in TS 24.229[3].
* * * Next Change * * * *

4.5.3.3
Actions at the AS serving the user holding the originating external alternative or virtual identity

Upon receiving an incoming INVITE or MESSAGE request containing an Additional-Identity header field, the AS shall:

a)
determine the served user as defined in TS 24.229 [3];

b)
if the user identified in the P-Asserted-Identity is not allowed to use the identity in the Additional-Identity header field, reject the request using a 403 (Forbidden) response including a warning header field 399 "Identity not allowed" and skip the rest of the steps;

c)
replace the identity in the From header field with the identity in the Additional-Identity header field;

d)
depending on local configuration, related to the operator policy and regulatory requirements, allowing to determine whether an originating external alternative identity or an originating virtual identity is to be used as an originating identity (calling party number):
1)
if the P-Asserted-Identity header can be modified, replace the identity in the P-Asserted-Identity header field with the identity in the Additional-Identity header field; or

2)
if the P-Asserted-Identity header cannot be modified, set the Privacy header field "id" to keep the native identity private in the P-Asserted-Identity header field as defined in IETF RFC 3325 [6];

Editor's Note:
Handling of the Privacy header field is FFS.
e)
based on local policy initiate addition of an Identity header field attesting the identity of user C;
f)
remove the Additional-Identity header field received in the request; and
g)
perform any other originating services as performed by the service logic,

before forwarding the request downstream.

* * * Next Change * * * *

4.5.3.4
Actions at the AS serving the user holding the terminating external alternative or virtual identity

For a terminating user, upon receiving an incoming INVITE or MESSAGE request, the AS shall perform any terminating services as performed by the service logic before forwarding the request downstream.

If the AS supporting the MiD service determines based on configuration that the AS shall forward the request to any of the identities that can use the identity received in the Request-URI, the AS shall for each forwarded request modify the request as follows:

a)
the Request-URI is set to the identity configured in the AS; and

b)
an Additional-Identity header field, defined in annex A, is added and set to the identity received in the Request-URI.

Editor's Note:
Whether the To header field is updated or not is FFS.
If the AS supports calling number verification using signature verification and attestation information as specified in TS 24.229[3], the AS treats the forwarding to the identities above as diversions, i.e. uses the "div" PASSporT as specified in IETF draft-ietf-stir-passport-divert [xx].
* * * End of Changes * * * *

