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*** Next change ***
[bookmark: _Toc11419352]5.6.x	5GS control plane CIoT data procedure
[bookmark: _Toc11419353]5.6.x.1	General
The purpose of the 5GS control plane CIoT data procedure is to transfer of user data via the control plane. 
The procedure applies to UE and network using 5GS services with control plane CIoT 5GS optimization.
The procedure may be initiated by the network when the UE is in 5GMM-CONNECTED mode.
The procedure may also be initiated by the UE in 5GMM-IDLE mode and in 5GMM-CONNECTED mode by sending a CONTROL PLANE SERVICE REQUEST message including the the Data over NAS IE.
*** Next change ***

5.6.x.2	UE initiated 5GS control plane CIoT data procedure
Upon receipt of a request to transfer user data via the control plane, the UE initiates the procedure by sending the CONTROL PLANE SERVICE REQUEST message including the the Data over NAS IE. 
When initiating transport of user data via the control plane, the UE shall set the contents of the Data over NAS IE (see subclause 9.11.3.x) in the CONTROL PLANE SERVICE REQUEST message as follows: 
i)	based on information provided by the upper layers the UE shall set the DDX bits in the Data over NAS IE to inform the network that:
1)	subsequent to the current uplink data transmission no further uplink and no further downlink data transmission (e.g. an acknowledgement or response) is expected; i.e. the upper layers indicated that data exchanges have completed with the current UL data transfer; 
2)	subsequent to the current uplink data transmission only a single downlink data transmission and no further uplink data transmission is expected; i.e. the upper layers indicated that data exchanges will have completed with the next downlink data transmission; or
3)	no information regarding DDX is conveyed, if the upper layers did not provide any indication; 
ii)	include the PDU session ID that is associated with the user data, and
iii)	the UE shall include the user data.
When initiating transport of SMS via the control plane, the UE shall set the contents of the Data over NAS IE (see subclause 9.11.3.x) in the CONTROL PLANE SERVICE REQUEST message as follows:
i)	the Data type field shall be set to "SMS"; and
ii)	the UE shall include the SMS in the Data over NAS IE.
When receiving the CONTROL PLANE SERVICE REQUEST message, the AMF shall first decode the the content of the Data over NAS IE to obtain the data type. When the data type field indicates "control plane user data", the AMF shall:
i)	decode the DDX field;
ii)	decode the PDU session identity field; and
iii)	forward the user data and the PDU session ID towards the SMF identified by the SMF ID of the PDU session routing context 3GPP TS 23.502 [9].

*** Next change ***


[bookmark: _Toc438049522][bookmark: _Toc446073422]8.2.X	CONTROL PLANE SERVICE REQUEST
[bookmark: _Toc438049519]8.2.X.1	Message definition
This message is sent by the UE to the network when the UE initiates transport of user data via the control plane. See table 8.2.x.1. 
Message type:	CONTROL PLANE SERVICE REQUEST
Significance:		dual
Direction:			UE to network
Table 8.2.x.1.1: CONTROL PLANE SERVICE REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Message authentication code (short)
	Short MAC
9.9.3.28a
	M
	V
	2

	
	Sequence number
	Sequence number
9.10
	M
	V
	1

	xx
	Data over NAS
	Data over NAS
9.11.3.x
	M
	V
	1-n





***** Next change *****
[bookmark: _Toc533172459]9.11.3.x	Data over NAS
The purpose of the Data over NAS information element is to encapsulate user data or SMS when the UE is using control plane CIoT 5GS optimization.
The Data over NAS information element is coded as shown in figures 9.11.3.x.1 and 9.11.3.x.2, and table 9.11.3.x.1.
The Data over NAS is a type 4 information element with a minimum length of 1 octet.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Data over NAS IEI
	octet 1

	PDU session identity
	DDX
	Data type
	octet 2

	Data over NAS contents
	octet 3

	
	

	
	octet n


Figure 9.11.3.x.1: Data over NAS information element


	8
	7
	6
	5
	4
	3
	2
	1
	

	Data over NAS IEI
	octet 1

	PDU session identity
	DDX
	Data type
	octet 2

	Data over NAS contents
	octet 3

	
	

	
	octet n


Figure 9.11.3.x.2: Data over NAS information element for Data type "SMS"

Table 9.11.3.x.1: Data over NAS information element
	Data type (octet 2, bits 1 to 2)
Bits

	2
	1
	

	0
	1
	control plane user data

	1
	0
	SMS

	
All other values are reserved.

	

	When the Data type is "control plane user data", the Data over NAS information element is encoded as follows:

	

	Downlink data expected (DDX) (octet 2, bits 3 to 4) (NOTE)
Bit

	4
	3
	
	

	0
	0
	
	No information regarding DDX is conveyed by the information element. If received it shall be interpreted as 'neither value "01" nor "10" applies'

	0

1

1
	1

0

1
	
	No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected
Only a single downlink data transmission and no further uplink data transmission subsequent to the uplink data transmission is expected
reserved

	
PDU session identity (octet 2, bits 5 to 8)
The PDU session identity for which the control plane user data is sent. 

Data over NAS container contents (octets 3 to n)
This field contains the user data.


	NOTE:	The DDX field is only used in the UE to network direction. In the network to UE direction, the AMF shall set the DDX field (i.e. bits 4 and 3 of octet 4) to zeros and the UE shall ignore the DDX field.






***** Next change *****
[bookmark: _Toc4591530]9.9.3.28a	Short MAC
The purpose of the Short MAC information element is to protect the integrity of a CONTROL PLANE SERVICE REQUEST message.
The Short MAC information element is coded as shown in figure 9.9.3.28a.1 and table 9.9.3.28a.1.
The Short MAC is a type 3 information element with a length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Short MAC IEI
	octet 1

	Short MAC value 
	octet 2

	Short MAC value (continued)
	octet 3



Figure 9.9.3.28a.1: Short MAC information element


