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***** Next change *****
[bookmark: _Toc11260984]9.2.2.2.2	MCData client terminating procedures
Upon receipt of a "SIP MESSAGE request for standalone SDS for terminating MCData client", the MCData client:
1)	may reject the SIP MESSAGE request if there are not enough resources to handle the SIP MESSAGE request;
2)	if the SIP MESSAGE request is rejected in step 1), shall respond toward participating MCData function with a SIP 480 (Temporarily unavailable) response and skip the rest of the steps of this subclause;
3)	if the SIP MESSAGE request contains an application/mikey MIME body containing a MIKEY-SAKKE I_MESSAGE:
a)	shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];
b)	shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];
c)	shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)	if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 606 (Not Acceptable) response, and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and
e)	if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:
i)	shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and
ii)	shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];
NOTE:	With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to exchange end-to-end secure message.
4)	shall store the public service identity of the controlling MCData function from <mcdata-controller-psi> element of application/vnd.3gpp.mcdata-signalling MIME body;
5)	shall generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];
65)	shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5]; and
76)	shall handle the received message as specified in subclause 9.2.1.2.
***** Next change *****
[bookmark: _Toc11260989]9.2.2.4.1	Originating controlling MCData function procedures
This subclause describes the procedures for sending a SIP MESSAGE from the controlling MCData function and is initiated by the controlling MCData function as a result of an action in subclause 9.2.2.4.2.
The controlling MCData function:
1)	shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6];
2)	shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8] in the outgoing SIP MESSAGE request;
3)	shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with parameters "require" and "explicit" according to IETF RFC 3841 [8] in the outgoing SIP MESSAGE request;
4)	shall copy the following MIME bodies in the received SIP MESSAGE request into the outgoing SIP MESSAGE request by following the guidelines in subclause 6.4:
a)	application/vnd.3gpp.mcdata-info+xml MIME body;
b)	application/vnd.3gpp.mcdata-signalling MIME body; and
c)	application/vnd.3gpp.mcdata-payload MIME body
5)	in the application/vnd.3gpp.mcdata-info+xml MIME body:
a)	shall set the <mcdata-request-uri> element set to the MCData ID of the terminating user; and
b)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP MESSAGE request was set to a value of "group-sds", shall set the <mcdata-calling-group-id> element to the group identity; and
c)	shall include <mcdata-controller-psi> element with public service identity of controlling function;
6)	shall set the Request-URI to the public service identity of the terminating participating MCData function associated to the MCData user to be invited;
7)	shall copy the public user identity of the calling MCData user from the P-Asserted-Identity header field of the incoming SIP MESSAGE request into the P-Asserted-Identity header field of the outgoing SIP MESSAGE request;
8)	shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds"; and
9)	shall send the SIP MESSAGE request according to according to rules and procedures of 3GPP TS 24.229 [5].
***** Next change *****
[bookmark: _Toc11260997]9.2.3.2.4	MCData client terminating procedures
Upon receipt of an initial SIP INVITE request, the MCData client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [5] with the clarifications below.
The MCData client:
1)	may reject the SIP INVITE request if either of the following conditions are met:
a)	MCData client does not have enough resources to handle the call; or
b)	any other reason outside the scope of this specification;
and skip the rest of the steps after step 2;
2)	if the SIP INVITE request is rejected in step 1), shall respond toward participating MCData function either with appropriate reject code as specified in 3GPP TS 24.229 [5] and warning texts as specified in subclause 4.9 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;
3)	if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:
a)	shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];
b)	shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];
c)	shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)	if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and
e)	if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:
i)	shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and
ii)	shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];
NOTE:	With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to create an end-to-end secure session.
34)	shall store the public service identity of the controlling MCData function from <mcdata-controller-psi> element of application/vnd.3gpp.mcdata-signalling MIME body;
5)	may display to the MCData user the MCData ID of the inviting MCData user and the type of SDS request;
46)	shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];
57)	shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;
68)	shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [38]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";
79)	shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP 200 (OK) response;
810)	shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP 200 (OK) response;
911)	shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.3.2.2; and
120)	shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5].
On receipt of an SIP ACK message to the sent SIP 200 (OK) message, the MCData client shall:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.1.3.
***** Next change *****
[bookmark: _Toc11261006]9.2.3.4.3	Originating controlling MCData function procedures
This subclause describes the procedures for inviting an MCData user to an MCData session. The procedure is initiated by the controlling MCData function as the result of an action in subclause 9.2.3.4.4.
The controlling MCData function:
1)	shall generate a SIP INVITE request according to 3GPP TS 24.229 [5];
2)	shall include the Supported header field set to "timer";
3)	should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [38]. The refresher parameter shall be omitted;
4)	shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
5)	shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with parameters "require" and "explicit" according to IETF RFC 3841 [8];
6)	shall include a Referred-By header field with the public user identity of the inviting MCData client;
7)	shall include in the Contact header field an MCData session identity for the MCData session with the g.3gpp.mcdata.sds media feature tag, the isfocus media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" according to IETF RFC 3840 [16];
8)	shall include in the application/vnd.3gpp.mcdata-info+xml MIME body in the outgoing SIP INVITE request:
a)	the <mcdata-request-uri> element set to the MCData ID of the terminating user; and
b)	the <mcdata-calling-group-id> element set to the group identity; and
c)	the <mcdata-controller-psi> element with public service identity of controlling function;
9)	shall set the Request-URI to the public service identity of the terminating participating MCData function associated to the MCData user to be invited;
NOTE 1:	How the controlling MCData function finds the address of the terminating participating MCData function is out of the scope of the current release.
10)	shall set the P-Asserted-Identity header field to the public service identity of the controlling MCData function;
11)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [7] in the SIP INVITE request;
12)	shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating client according to the procedures specified in subclause 9.2.3.4.1; and
13)	shall send the SIP INVITE request towards the terminating client in accordance with 3GPP TS 24.229 [5].
Upon receiving a SIP 200 (OK) response for the SIP INVITE request the controlling MCData function:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.1.
NOTE 2:	The procedures executed by the controlling MCData function prior to sending a response to the inviting MCData client are specified in subclause 9.2.3.4.4.
***** Next change *****
[bookmark: _Toc11261014]9.2.4.2.4	MCData client terminating procedures
Upon receipt of an initial SIP INVITE request, the MCData client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [5] with the clarifications below.
The MCData client:
1)	may reject the SIP INVITE request if either of the following conditions are met:
a)	MCData client does not have enough resources to handle the call; or
b)	any other reason outside the scope of this specification;
and skip the rest of the steps after step 2;
2)	if the SIP INVITE request is rejected in step 1), shall respond toward participating MCData function either with appropriate reject code as specified in 3GPP TS 24.229 [5] and warning texts as specified in subclause 4.9 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;
3)	if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:
a)	shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];
b)	shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];
c)	shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)	if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and
e)	if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:
i)	shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and
ii)	shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];
NOTE:	With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to create an end-to-end secure session.
4)	shall store the public service identity of the controlling MCData function from <mcdata-controller-psi> element of application/vnd.3gpp.mcdata-signalling MIME body;
5)	may display to the MCData user the MCData ID of the inviting MCData user and the type of SDS request;
56)	shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];
67)	shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;
78)	shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [38]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";
89)	shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP 200 (OK) response;
910)	shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP 200 (OK) response;
101)	shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.4.2.2; and
1112)	shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5].
On receipt of an SIP ACK message to the sent SIP 200 (OK) message, the MCData client shall:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.2.3.
To send a disposition notification after the media plane is released, the MCData client:
1)	shall follow the procedures described in subclause 12.2.1.1.
***** Next change *****
[bookmark: _Toc11261023]9.2.4.4.3	Originating controlling MCData function procedures
This subclause describes the procedures for inviting an MCData user to an MCData session. The procedure is initiated by the controlling MCData function as the result of:
-	an action in subclause 9.2.4.4.4; or
-	for group SDS session, when an MCData client successfully affiliates the MCData group after the SDS session has been established.
The controlling MCData function:
1)	shall generate a SIP INVITE according to 3GPP TS 24.229 [5];
2)	shall include the Supported header field set to "timer";
3)	should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [38]. The refresher parameter shall be omitted;
4)	shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
5)	shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with parameters "require" and "explicit" according to IETF RFC 3841 [8];
6)	shall include a Referred-By header field with the public user identity of the inviting MCData client;
7)	shall include in the Contact header field an MCData session identity for the MCData session with the g.3gpp.mcdata.sds media feature tag, the isfocus media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" according to IETF RFC 3840 [16];
8)	shall include in the application/vnd.3gpp.mcdata-info+xml MIME body in the outgoing SIP INVITE request:
a)	the <mcdata-request-uri> element set to the MCData ID of the terminating user; and
b)	the <mcdata-calling-group-id> element set to the group identity if the request is for group sds; and
c)	the <mcdata-controller-psi> element with public service identity of controlling function;
9)	shall set the Request-URI to the public service identity of the terminating participating MCData function associated to the MCData user to be invited;
NOTE 1:	How the controlling MCData function finds the address of the terminating participating MCData function is out of the scope of the current release.
10)	shall set the P-Asserted-Identity header field to the public service identity of the controlling MCData function;
11)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [7] in the SIP INVITE request;
12)	shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating client according to the procedures specified in subclause 9.2.4.4.1; and
13)	shall send the SIP INVITE request towards the terminating client in accordance with 3GPP TS 24.229 [5].
Upon receiving a SIP 200 (OK) response for the SIP INVITE request the controlling MCData function:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.2. 
NOTE 2:	The procedures executed by the controlling MCData function prior to sending a response to the inviting MCData client are specified in subclause 9.2.4.4.4.
***** Next change *****
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