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1. Introduction

In 2019 Jan. CT1#114 meeting, CT1 has agreed a CR#0802 rev#3 (C1-191561) which covered following updates (excerpted from the cover page) without providing a detailed technical reasons for it:

" Update of rev 2:

1. The UE shall further check the EPS bearer identity for the “modify QoS flow description” operation.

2. The UE shall further check whether the active EPS bearer context is in the same PDN connection."

This discussion paper attempts to provide technical evaluation to justify those updates on UE further checking on EPS bearer ID (EBI) is unncessary and proposed a way forward. We believe this is NOT an FASMO issue and to correct it since R16 is enough.

2. Discussion

2.1 What are the proposed updates
In TS 24.501 subclause 6.1.4.1 "Coordination between 5GSM and ESM with N26 interface", follow two updates were added:

(1) Upon receipt of MODIFY EPS BEARER CONTEXT REQUEST message in EPS:

"When the UE is provided with one or more QoS flow descriptions or the EPS bearer identity of an existing QoS flow description is modified in the Protocol configuration options IE or Extended protocol configuration options IE in the MODIFY EPS BEARER CONTEXT REQUEST message, the UE shall check whether the EPS bearer identity included in the QoS flow description corresponds to an active EPS bearer context of the PDN connection associated with the EPS bearer context being modified. If the EPS bearer identity included in the QoS flow description does not correspond to any active EPS bearer context of the PDN connection associated with the EPS bearer context being modified, the UE shall locally delete the QoS flow description and all the associated QoS rules, if any, and include a Protocol configuration options IE or Extended protocol configuration options IE with a 5GSM cause parameter set to 5GSM cause #84 "syntactical error in the QoS operation" in the MODIFY EPS BEARER CONTEXT ACCEPT message."

(2) Upon receipt of ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST or ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message in EPS:

"When the UE is provided with one or more QoS flow descriptions or the EPS bearer identity of an existing QoS flow description is modified in the Protocol configuration options IE or Extended protocol configuration options IE of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST or ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE shall check whether the EPS bearer identity included in the QoS flow description corresponds to an active EPS bearer context of the PDN connection associated with the EPS bearer context being activated. If the EPS bearer identity included in the QoS flow description does not correspond to any active EPS bearer context of the PDN connection associated with the EPS bearer context being activated, the UE shall locally delete the QoS flow description and all the associated QoS rules, if any, and include a Protocol configuration options IE or Extended protocol configuration options IE with a 5GSM cause parameter set to 5GSM cause #84 "syntactical error in the QoS operation" in the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT or ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message."

Based on those above updates, it does imply following three cases are valid and could happen in EPS. For simplicity, we call MODIFY EPS BEARER CONTEXT REQUEST, ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST and ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST messages are EPS bearer context activation/modification request message.
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For both Case #1 and Case #2, the UE will handle it as normal, i.e. store the provided mapped QoS flow descriptions and associated QoS rules for the mapped EBI. For Case #3, the UE will handle it as an error, i.e. locally delete the provided mapped QoS flow descriptions and associated QoS rules and indicate the error to the network.

However, both Case#2 and Case#3 are based on an assumption that during an ESM procedure for EBI#1, the network can provide the parameters for other EBIs other than current been activated/modified one, i.e. EBI#1.

Observation 1: Case#2 and Case#3 are based on an assumption that during an ESM procedure for EBI#1, the network can provide the parameters for other EBIs other than current been activated/modified one, i.e. EBI#1.

2.2 The principle of ESM procedures in EPS
The ESM procedures in EPS was designed since Rel-8 with two types of ESM procedures: Procedures related to EPS bearer contexts and transaction related procedures. In an ESM message sent for an ESM procedure related to EPS bearer contexts, the EBI shall be included. The above mentioned EPS bearer context activation/modification request message is sent for ESM procedures related to EPS bearer contexts initiated by the network.
As per specified in TS 24.301, the purpose of ESM procedure related to EPS bearer contexts is to maintain (activation/modification/deactivation) the EPS bearer contexts on a per EPS bearer level, i.e. only for the EBI included in the message which is currently been activated/modified/deactivated. This is a basic protocol principle in EPS and this is not changed due to coordination between 5GSM and ESM for 5GS interworking.
For network initiated default EPS bearer context activation procedure, the purpose is:

"6.4.1.1
General

The purpose of the default bearer context activation procedure is to establish a default EPS bearer context between the UE and the EPC."

For network initiated dedicated EPS bearer context activation procedure, the purpose is:

"6.4.2.1
General

The purpose of the dedicated EPS bearer context activation procedure is to establish an EPS bearer context with specific QoS and TFT between the UE and the EPC."

For network initiated EPS bearer context modification procedure, the purpose is:

"6.4.3.1
General

The purpose of the EPS bearer context modification procedure is to modify an EPS bearer context with a specific QoS and TFT, or re-negotiate header compression configuration associated to an EPS bearer context."

Observation 2: It is a basic protocol principle of ESM procedures related to EPS bearer contexts that to maintain (activation/modification/deactivation) the EPS bearer contexts on a per EPS bearer level, i.e. only for the EBI included in the message which is currently been activated/modified/deactivated. This principle is not changed for 5GS interworking.
2.3 What is current specified in stage 2 on providing the 5GS QoS parameters in ESM messages
In EPS, EBI, EPS QoS parameters, extended EPS QoS parameters, APN-AMBR, extended APN-AMBR and TFT are parameters as part of EPS bearer contexts maintained per EPS bearer level at both the UE and the network. In order to coordinate between 5GSM and ESM for 5GS interworking, the PDU session identity, session AMBR, QoS flow descriptions and associated QoS rules are defined as mapped parameters and both the network and the UE will store them as part of EPS bearer contexts as well.  
As per specified in TS 23.502 sub 4.11.1.1 as below, the key word "related" does mean that only the 5G QoS parameters related to the current EPS bearer been activated/modified are allocated and sent to the UE via (e)PCO. Here even SA2 text uses "EPS bearers" but it is obvious that in an EPS bearer establishment/modification procedure, the "related" EPS bearer is one and only one as there is only one EBI can be included in an ESM message. 

"During the EPS bearer establishment/modification procedure, QoS rules corresponding to the related EPS bearers are allocated and sent to UE in PCO. The 5G QoS parameters are stored in the UE and are to be used when the UE is handed over from EPS to the 5GS."

Observation 3: Based on observation 2 and current stage 2 text, only the 5G QoS parameters related to the current EPS bearer been activated/modified are allocated and sent to the UE via (e)PCO.

2.4 What is current specified in stage 3 on providing the 5GS QoS parameters in ESM messages

For network initiated default EPS bearer context activation procedure, as per specified in TS 24.301 sub 6.5.1.3: 

"Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with a session-AMBR and QoS rule(s), which correspond to the default EPS bearer of the PDN connectivity being activated, in the protocol configuration options IE or the extended protocol configuration options IE, the UE stores the session-AMBR and QoS rule(s) for use during inter-system change from S1 mode to N1 mode."

For network initiated dedicate EPS bearer context activation procedure, as per specified in TS 24.301 sub 6.4.2.3: 

"If the UE receives QoS rule(s) of the 5GS QoS flow(s), which corresponds to the dedicated EPS bearer being activated, in the protocol configuration options IE or the extended protocol configuration options IE of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE stores the QoS rule(s) for use during inter-system change from S1 mode to N1 mode."

For network initiated EPS bearer context modification procedure, as per specified in TS 24.301 sub 6.4.3.3: 

"Upon receipt of the MODIFY EPS BEARER CONTEXT REQUEST message with a session-AMBR and QoS rule(s) in the protocol configuration options IE or the extended protocol configuration options IE, the UE stores the session-AMBR and QoS rule(s) for use during inter-system change from S1 mode to N1 mode."

The above yellow text clearly indicated that the network will only include the 5G QoS parameters for the current EPS bearer been activated. Even there is no similar text for the EPS bearer modification procedure, but based on Observation 2, it should follow the same principle here.

Also based on green text above, upon receipt of EPS bearer context activation/modification request message, there is no text to force the UE to check the active EBI for which the provided 5G QoS parameters associated. The UE just simply stores the received 5G QoS parameters for the current EBI. This is just because only the 5G QoS parameters associated with the current EPS bearer been activated/modified are received and the current EPS bearer shall always be active.
When seeing parameter description given in the PCO IE coding in TS 24.008 subclause 10.5.6.3.1:

"When the container identifier indicates QoS rules, the container identifier contents field contains the QoS rules for the QoS flow corresponding to the EPS bearer of the PDN connection."

"When the container identifier indicates QoS flow descriptions, the container identifier contents field contains the QoS flow descriptions for the QoS flow corresponding to the EPS bearer of the PDN connection."

The yellow text used "corresponding to the EPS bearer of the PDN connection" and there is no "s" for "EPS bearer", which means in one PCO IE, the included 5G QoS parameters are only associated to one EPS bearer. As only one PCO IE is included in one ESM message which is associated only one EBI, then it is very reasonable that only the 5G QoS parameters associated with the current EPS bearer been activated/modified are included in a (e)PCO IE.

Observation 4: Based on observation 2 and current stage 3 text, only the 5G QoS parameters related to the current EPS bearer been activated/modified are allocated and sent to the UE via (e)PCO.

Observation 5: Current stage 3 text in TS 24.301 does not force the UE has to check the active EBI for which the provided 5G QoS parameters associated. On the contrary, the UE just simply stores the received 5G QoS parameters for the current EBI.

3. Problems and proposals
Based on the discussion and observation give in section 2, it is quite clearer that Case#2 and Case#3 in section 2.1 are based on a wrong assumption. As per current principle of ESM procedures in EPS and current stage 2 and stage 3 specifications, only the 5G QoS parameters related to the current EPS bearer been activated/modified are allocated and sent to the UE via (e)PCO. Hence, Case#2 and Case#3 in section 2.1 are invalid cases. 

The current specified UE handling in TS 24.501 subclause 6.1.4.1 for Case#2 and Case#3 actually has broken the current principle of ESM procedures in EPS and mis-aligned with current stage 2 and stage 3 specifications. This indeed opens the "Pandora Box" and added the ESM protocol complexity for implementation, typically includes:

Problem 1: The network can provide whatever 5G QoS parameters for whatever EBIs to the UE, including some EBIs which are inactive at the UE side. Considering 5G QoS parameters take long octets (both are type 6 IEs) and hence this indeed waste the network signalling resources.
Problem 2: The UE has always firstly to check the validity of whatever received 5G QoS parameters per EBI upon receipt of each EPS bearer context activation/modification request message before further handling, including for EBIs which are inactive or invalid at the UE. This indeed created unnecessary UE complexity for related ESM procedures for which the UE never needs to do before.

Problem 3: During an ESM procedure for EBI#1, the UE needs also to update the EPS bearer contexts for EBI#2 and to perform error check as per current handling. Once a semantic/syntactical error happens related to EBI#2, the UE has to handle the errors and report the errors to the network. If all handling related to EBI#1 is successful but errors happens for EBI#2, then what the UE should do for report the error to the network? To send an ESM complete message or ESM reject message? All these are very strange and not specified in the current protocol.
Problem 4: It could happen that in a network initiated EPS bearer context modification procedure for EBI#1, the UE has nothing to modify with EBI#1 but to modify other EBIs than current EBI#1, which looks very strange in protocol. 

More other problems may happen and hence we would propose:
Proposal 1: To remove Case#2 and Case#3 in section 2.1 that the UE needs not to check active EBI for which the provided 5G QoS parameters associated and simply stores the received 5G QoS parameters for the current EBI.

Proposal 2: To align with TS 24.301, to clearly specify in TS 24.501 that the network only provides the 5G QoS parameters related to the current EPS bearer been activated/modified to the UE via (e)PCO.
To provide a robust UE implementation to protect the UE from negative impact from the misbehaved network, e.g. some network intentionally to provide the 5G QoS parameters for EBIs other than the current EPS bearer been activated/modified, it proposes the UE just simply discard the received 5G QoS parameters. This can be done by adding a NOTE.

Here it makes no sense to send an ESM message with an ESM cause value (e.g. #83 "semantic error in the QoS operation" or #84 "syntactical error in the QoS operation") to the network to report errors as this was done by the misbehaved network intentionally. 

Proposal 3: To add a NOTE that the UE just simply discard any received 5G QoS parameters for the EBIs other than the current EPS bearer been activated/modified.

4. Conclusion
This discussion paper discussed the current UE handling on checking on EPS bearer ID (EBI) for the received 5G QoS parameters in (e)PCO.

Based on the discussion, following observations were provided:
Observation 1: Case#2 and Case#3 are based on an assumption that during an ESM procedure for EBI#1, the network can provide the parameters for other EBIs other than current been activated/modified one, i.e. EBI#1.

Observation 2: It is a basic protocol principle of ESM procedures related to EPS bearer contexts that to maintain (activation/modification/deactivation) the EPS bearer contexts on a per EPS bearer level, i.e. only for the EBI included in the message which is currently been activated/modified/deactivated. This principle is not changed for 5GS interworking.

Observation 3: Based on observation 2 and current stage 2 text, only the 5G QoS parameters related to the current EPS bearer been activated/modified are allocated and sent to the UE via (e)PCO.

Observation 4: Based on observation 2 and current stage 3 text, only the 5G QoS parameters related to the current EPS bearer been activated/modified are allocated and sent to the UE via (e)PCO.

Observation 5: Current stage 3 text in TS 24.301 does not force the UE has to check the active EBI for which the provided 5G QoS parameters associated. On the contrary, the UE just simply stores the received 5G QoS parameters for the current EBI.

Based on above observations, the problems were identifed and following proposals were provided:
Proposal 1: To remove Case#2 and Case#3 in section 2.1 that the UE needs not to check active EBI for which the provided 5G QoS parameters associated and simply stores the received 5G QoS parameters for the current EBI.

Proposal 2: To align with TS 24.301, to clearly specify in TS 24.501 that the network only provides the 5G QoS parameters related to the current EPS bearer been activated/modified to the UE via (e)PCO.
Proposal 3: To add a NOTE that the UE just simply discard any received 5G QoS parameters for the EBIs other than the current EPS bearer been activated/modified.

Above proposal was captured in the CR C1-194446.

Case #1:


The EPS bearer context activation/modification request message includes EBI#1 which belongs to UE’s PDN connection#1, i.e. only EBI#1 is to be activated/modified in the current ESM procedure;


The EPS bearer context activation/modification request message includes one or more QoS flow descriptions which are all mapped to EBI#1, i.e. only EBI#1 is included in the parameter list of provided QoS flow descriptions.





Case #2:


The EPS bearer context activation/modification request message includes EBI#1 which belongs to UE’s PDN connection#1, i.e. only EBI#1 is to be activated/modified in the current ESM procedure. EBI#2 is another EPS bearer belongs to the same PDN connection#1;


The EPS bearer context activation/modification request message includes one or more QoS flow descriptions with at least one of them is mapped to EBI#2, i.e. EBI#2 is included in the parameter list of provided QoS flow descriptions.





Case #3:


The EPS bearer context activation/modification request message includes EBI#1 which belongs to UE’s PDN connection#1, i.e. only EBI#1 is to be activated/modified in the current ESM procedure. EBI#3 is another EPS bearer belongs to a different PDN connection#2;


The EPS bearer context activation/modification request message includes one or more QoS flow descriptions with at least one of them is mapped to EBI#3, i.e. EBI#3 is included in the parameter list of provided QoS flow descriptions.








