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1. Introduction
This contribution provides corrections for 309.2.2.3.2.
2. Reason for Change
Remove steps 5 and 6, since the IWF as the participating function will not send a SIP MESSAGE to a user homed in the IWF. Also adds the decryption steps from 9.2.2.2.2 to 309.2.2.3.2.
3. Revisions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.883.
* * * First Change * * * *

309.2.2.3.2
IWF performing the Terminating participating MCData function procedures

Upon receipt of a "SIP MESSAGE request for standalone SDS for terminating participating MCData function", the participating IWF:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24] and skip the rest of the steps;

2)
shall use the MCData ID present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP MESSAGE request to identify the user homed in the IWF;

3)
if the user homed in the IWF does not exist, then the participating IWF shall reject the SIP MESSAGE request with a SIP 404 (Not Found) response, and shall not continue with the rest of the steps;

4)
if the SIP MESSAGE request contains an application/mikey MIME body containing a MIKEY-SAKKE I_MESSAGE, and if decryption of the content of the MIME body is to occur at the IWF, then the IWF:

a)
shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78];

b)
shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [78];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [78];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 606 (Not Acceptable) response, and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [78]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [78];

NOTE:
Step 4 provides encryption between the MCData client and the IWF. Any trans-encryption between the IWF and the user homed in the IWF is out of scope.
5)
takes any further steps necessary to handle the message – e.g. notify the user homed in the IWF;



If the IWF determines that a SIP 200 (OK) response shall be sent on behalf of a user homed in the IWF in response to the SIP message request, the IWF shall send a SIP 200 (OK) response to the controlling MCData function according to 3GPP TS 24.229 [4].
If the IWF determines that a SIP 4xx, 5xx or 6xx response shall be sent on behalf of a user homed in the IWF in response to the SIP message request, the IWF shall send said SIP 4xx, 5xx or 6xx response to the controlling MCData function according to 3GPP TS 24.229 [4]:
1)
shall determine which Warning header field(s) to place in the SIP response; and

2)
shall send the SIP response to the controlling MCData function according to 3GPP TS 24.229 [4].
* * * End Changes * * * *

