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1. Introduction

In meeting C1#117, the LS [1] was received from RAN2 regarding mobile terminated (MT) early data transfer (EDT) related to which some discussions occurred in SA2 meeting S2#134 resulting in the incoming LS in [2].
In general, there are two options for MT EDT that are listed in [1] as follows:

Two options are being considered for MT-EDT:

a. MT DL data is sent in a DL message in response to random access preamble.

b. MT DL data is sent in Msg4 during random access procedure.

Hereafter, option a) will be referred to as Msg2 option, while option b) will be referred to as Msg4 option.
The following excerpts and question from [2] are relevant for CT1 to discuss:
2. Security and incorrect charging issue

SA2 has discussed the RAN2 message 2 and message 4 solutions for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation. For the MT-EDT with message 4 solution, SA2 assumes re-use of the MO-EDT security procedure.

For the MT-EDT with message 2 solution:

· for CP CIoT EPS Optimisation, the MME cannot receive the Control Plane Service Request (CPSR) NAS message prior to sending the DL Data. According to SA2 this requires that the MME shall not delete the DL Data before receiving a ciphered and integrity protected NAS ACK message from the UE. Sending the DL NAS packet to an illegitimate UE that can read the dedicated MT-EDT preamble can also cause incorrect charging in CN. 

· for UP CIoT EPS Optimisation, the authentication token is not included in the current Random Access Preamble message. SA2 is not clear how the network confirms the message was received from a legitimate UE and how to activate the security for the MT-EDT payload. 

Q1: SA2 asks SA3, RAN2, RAN3 and CT1 to consider the security procedure for the message 2 solution for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation.

and
4. MT-EDT supported in 5GC

Control Plane Optimisation and User Plane Optimisation are supported in 5GC in Rel-16. In order to have a complete feature set in 5GS and EPS, SA2 recommends that the same mechanism for MT-EDT should also be defined for 5GC. 

This document attempts to analyse the NAS impacts associated with the options for MT EDT that are specifically related to the above from [2] and proposes responses to Q1 and the applicability of MT EDT in 5GC.
2. Discussion

This section discusses MT EDT for CP CIoT optimization based on Msg2 option, and UP CIoT optimization based on Msg4 option. 
2.1 MT EDT for CP CIoT Optimization

2.1.1 MT EDT for CP CIoT Optimization with Msg2 option
The following shows the overall signal flow from [3]:
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Figure 1 – MT EDT for CP CIoT Optimization based on Msg2 option

Focusing on the messages between the UE and the MME, the following main points can be observed:

a) At step 10, the UE is still in EMM-IDLE mode yet a DL NAS message, with the MT data, is supposed to be received at the UE

b) At step 11, the UE should send an ACK (at the NAS layer) to confirm to the MME that the UE is the legitimate UE for which the data is intended. Otherwise the MME will not delete the MT data before its confirming the validity of the recipient as indicated in [2]
The observations above would impact fundamental principles of the NAS protocol/state machine as follows:
1) A UE cannot receive a NAS message while in EMM-IDLE state 

2) In EMM-IDLE state, a secure NAS connection is not available between the UE and the MME. Therefore, no data can be exchanged without the re-establishment of a secure NAS connection as described in section 4.4.2.3 of TS 24.301. It is important to note here that for a UE in EMM-IDLE mode, a secure NAS connection can only be re-established with a UE initiated NAS message and this is contrary to what is shown in Figure 1 above (i.e. the MME sends an “initial NAS message” to the UE in EMM-IDLE mode)

3) Stemming from bullet 2) above, as stated in section 4.4.4.2, “Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the network has established secure exchange of NAS messages for the NAS signalling connection”, noting that no ESM message (which actually carries the data) is part of the list in section 4.4.4.2 
4) Related to bullet 1) above and noting that the MT data is usually sent in the ESM DATA TRANSPORT message, the procedure to transport user data via the control plane can only be initiated by the MME for UEs in EMM-CONNECTED mode as specified in section 6.6.4.1 of TS 24.301, “The procedure may be initiated by the UE or the network when the UE is in EMM-CONNECTED mode”

5) A UE transfers data over the control plane from EMM-IDLE mode by sending a CONTROL PLANE SERVICE REQUEST (CPSR) message that contains the ESM message container IE (in turn containing the ESM DATA TRANSPORT message) where the CPSR message is partially ciphered. However, the header of the CPSR message is not ciphered thereby allowing the MME to identify the message type and the NAS key set identifier, etc. There is currently no partially ciphered MT NAS message that can enable the MME to send data for a UE in EMM-IDLE mode. Sending a first message to the UE that is fully ciphered is a fundamental deviation from the current (security) principles of the NAS protocol.
6) The UE is required to send a NAS ACK which requires a new value for the Control plane service type IE.

The bullets above demonstrate that the use of Msg2 option will have numerous impacts to fundamental NAS protocol/state machine principles, impacts to NAS security, and require changes to NAS messages and IEs, for both the UE and the MME.
Finally, it should be noted that Msg2 option when compared with Msg4 option (discussed next) will only save 1 message over the radio interface which clearly does not justify the numerous impacts listed above.
Proposal 1: MT EDT for CP CIoT optimization with Msg2 option involves numerous NAS impacts especially that related to NAS security. This should be indicated in the LS response.
2.1.2 MT EDT for CP CIoT Optimization with Msg4 option

The following shows the overall signal flow from [3]:
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Figure 2 – MT EDT for CP CIoT Optimization based on Msg4 option

Focusing on the NAS aspects, Msg4 option does not introduce any impacts to the existing NAS procedures, protocol, or security, since the UE goes to connected mode as usual, i.e. with a service request procedure in response to paging, before the data is delivered to the UE.
Again, comparing this with Msg2 option discussed above, there is an additional radio message due to step 12. However, the fundamental NAS principles remain unchanged with Msg4 option, and hence can be supported.
Proposal 2: MT EDT for CP CIoT optimization based on Msg4 option can be supported without NAS (security) impacts. This should be indicated in the LS response.
2.2 MT EDT for UP CIoT Optimization

2.2.1 MT EDT for UP CIoT Optimization with Msg2 option

The following shows the overall signal flow from [3]:
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Figure 3 – MT EDT for UP CIoT Optimization based on Msg2 option

Focusing on the messages between the UE and the MME, the following main points can be observed:

a) At step 10, the UE is still in EMM-IDLE mode with suspend indication yet DL data is received at the UE. However, the data is not delivered via the NAS.
b) As indicated in [2], if the UE does not send the Resume ID in step 6 (or another token in any RRC/NAS message) the resumption of the connection assumes that the UE in question is the valid UE for which the MT data is intended.
Without the Resume ID or another token that is sent in an RRC/NAS message, it cannot be guaranteed that the UE which receives the MT data is the valid UE.

To ensure the validity of recipient UE, at least a Resume ID is required or some form of e.g. NAS ACK. The former then becomes Msg4 option (discussed next), and the latter defeats the purpose of a resume procedure since a NAS message will be needed.
However, the NAS impacts regarding MT EDT for UP CIoT optimization with Msg2 option, if no NAS ACK is used, is unclear.

Proposal 3: for MT EDT for UP CIoT optimization with Msg2 option, since it cannot be always guaranteed that a valid UE is receiving the data, Msg2 option cannot provide benefits compared to Msg4 option if it requires some form of ACK at the NAS layer. This should be indicated in the LS response.
2.2.2 MT EDT for UP CIoT Optimization with Msg4 option

The following shows the overall signal flow from [3]:
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Figure 4 – MT EDT for UP CIoT Optimization based on Msg4 option

Currently, when the UE in EMM-IDLE mode with suspend indication receives a paging, the UE attempts to initiate the service request procedure as described in section 5.6.2.2.1.1 of TS 24.301:
“Upon reception of a paging indication, if control plane CIoT EPS optimization is not used by the UE, the UE shall stop the timer T3346, if running, and shall initiate:

-
a service request procedure to respond to the paging (see 3GPP TS 23.401 [10] and 3GPP TS 36.413 [23]); or

-
a tracking area update procedure as specified in subclauses 5.5.3.2.2 and 5.5.3.3.2.

and additionally if the UE is in the EMM-IDLE mode with suspend indication, resume the suspended NAS signalling connection to the MME as specified in subclause 5.3.1.3.”
Per the resume procedure in 5.3.1.3:

“Upon indication from the lower layers that the RRC connection has been resumed when in EMM-IDLE mode with suspend indication, the UE shall enter EMM-CONNECTED mode. If the pending NAS message is:

i)
a SERVICE REQUEST message;
ii)
a CONTROL PLANE SERVICE REQUEST message, and the UE did not include any ESM message container, NAS message container or EPS bearer context status information elements; or

iii)
an EXTENDED SERVICE REQUEST message, and the Service type information element indicates "packet services via S1" and the UE did not include any EPS bearer context status information element,

the message shall not be sent. Otherwise the UE shall cipher the message as specified in subclause 4.4.5 and send the pending initial NAS message upon entering EMM-CONNECTED mode;”
As indicated above, the UE enters EMM-CONNECTED mode after the lower layers indicate that the RRC connection has been resumed. However, in Figure 4, the MT data is delivered to the UE without resuming the connection i.e. the data is delivered in step 12 with in the RRC Connection Release message. This implies that the NAS mode remains EMM-IDLE with suspend indication i.e. there is no need to change the NAS mode for MT EDT in this case. In effect, the paging for MT EDT can be made transparent to the NAS since the RRC connection will not be resumed.
Proposal 4: the NAS-RRC interaction for MT EDT with UP CIoT optimization based on Msg4 should be left up to UE implementation.

Other than the above, Msg4 option as per the steps in Figure 4 follows the normal resume procedure without NAS impacts.

Proposal 5: MT EDT for UP CIoT optimization based on Msg4 option can be supported without NAS (security) impacts. This should be indicated in the LS response.
2.3 Applicability of MT EDT in 5GC
SA2 recommends that the same mechanisms for MT EDT in EPS also be applied in for MT EDT in 5GC.
In general, the same NAS principles apply in 5GC as those in EPS. To avoid significant NAS impacts in 5GC, the proposals made earlier should also apply in 5GC for MT EDT.

Proposal 6: the MT EDT mechanisms for EPS can also be supported in 5GC i.e. Msg4 option for MT EDT CP CIoT 5GS optimization and Msg4 option for MT EDT UP CIoT 5GS optimization can be supported in 5GC.
However, specific to 5GC, there exists a security requirement in Release 15 that the AMF shall allocate a new 5G-GUTI after a network paging procedure. This requirement may impact Msg4 option for MT EDT for both CP CIoT optimization and UP CIoT optimization. Thus, CT1 should ask SA3 whether the allocation of a new 5G-GUTI will still be required for MT EDT. If yes, then SA2 should be informed so that they investigate a solution for MT EDT that meets the SA3 requirements with respect to 5G-GUTI reallocation following a network paging procedure.

Proposal 7: for 5G CIoT, ask SA3 if the allocation of a new 5G-GUTI after a network paging for MT EDT is required and inform SA2 to consider this requirement for MT EDT if confirmed by SA3.  

3. Conclusion
This paper has discussed the options for MT EDT for CP CIoT and UP CIoT optimizations based on [1] and [2].

A solution based on Msg2 option for CP CIoT optimization will have significant impact to the NAS as discussed earlier. On the other hand, MT EDT with Msg4 option for CP CIoT optimization can be supported without NAS impacts.
For MT EDT with UP CIoT optimization, using a NAS solution (e.g. NAS ACK) for Msg2 option to ensure that the valid UE has received an MT data will defeat the purpose of UP CIoT optimization for which a service request procedure is generally not required to resume a connection. Hence, a solution based on Msg2 option should be avoided. On the other hand, the Msg4 option can be supported with no NAS impacts.
Based on the discussion above, the following have been proposed:

Proposal 1: Msg2 option for MT EDT with CP CIoT EPS optimization involves numerous NAS impacts especially that related to security. This should be indicated in the LS response.

Proposal 2: MT EDT for CP CIoT optimization based on Msg4 option can be supported without NAS (security) impacts. This should be indicated in the LS response.

Proposal 3: for MT EDT for UP CIoT optimization with Msg2 option, since it cannot be always guaranteed that a valid UE is receiving the data, Msg2 option cannot provide benefits compared to Msg4 option if it requires some form of ACK at the NAS. This should be indicated in the LS response.

Proposal 4: the NAS-RRC interaction for MT EDT with UP CIoT optimization based on Msg4 should be left up to UE implementation.

Proposal 5: MT EDT for UP CIoT optimization based on Msg4 option can be supported without NAS (security) impacts. This should be indicated in the LS response.
Proposal 6: the MT EDT mechanisms for EPS can also be supported in 5GC i.e. Msg4 option for MT EDT CP CIoT 5GS optimization and Msg4 option for MT EDT UP CIoT 5GS optimization can be supported in 5GC.
Proposal 7: for 5G CIoT, ask SA3 if the allocation of a new 5G-GUTI after a network paging for MT EDT is required and inform SA2 to consider this requirement for MT EDT if confirmed by SA3.

A reply LS based on the proposals above can be found in C1-194159.
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