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8.3.2
Generic routing encapsulation (GRE)

If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-3GPP access and the TNGF for the trusted non-3GPP access, the user data packet message shall be encapsulated as an GRE user data packet with a GRE header as specified in subclause 9.3.3. In the GRE encapsulated user data packet:

a)
the protocol data field is set to the user data packet;

b)
the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
c)
if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access:

1)
needs to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is indicated" as defined in table 9.3.3-3; or
2)
does not need to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated" as defined in table 9.3.3-3; and
d)
if the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated" as defined in table 9.3.3-3.
If the IKE_AUTH response message contains:

a)
the INTERNAL_IP4_ADDRESS attribute in subclause 7.3.2 and the CREATE_CHILD_SA request message creating the user plane IPsec SA contained the UP_IP4_ADDRESS notify payload in subclause 7.5.4, an inner IPv4 datagram shall be constructed where:

1)
the GRE user data packet shall be encapsulated as the payload of the inner IPv4 datagram with IPv4 header where:

A)
if the UE constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload;

B)
if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload and the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
C)
the protocol field shall be set to 2FH;

2)
the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and

B)
the next header field in the ESP packet shall be set to 04H,


and the inner IPv4 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 791 [24] before being protected by ESP protocol;

3)
if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in IETF RFC 2474 [26] of the IP packet encapsulating the ESP protected inner IPv4 datagram shall be set to the value of the DSCP field included in the 5G_QOS_INFO Notify payload; and

4)
the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the user plane IPsec SA; or

b)
the INTERNAL_IP6_ADDRESS attribute in subclause 7.3.2 and the CREATE_CHILD_SA request message creating the user plane IPsec SA contained the UP_IP6_ADDRESS notify payload in subclause 7.5.4, an inner IPv6 datagram shall be constructed where:

1)
the GRE user data packet shall be encapsulated as the payload of the inner IPv6 datagram with IPv6 header where:

A)
if the UE constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload;

B)
if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload and the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and
C)
the next header field shall be set to 2FH;

2)
the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and

B)
the next header field in the ESP packet shall be set to 29H;


and the inner IPv6 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 8200 [25] before being protected by ESP protocol; and

3)
if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in IETF RFC 2474 [26] of the IP packet encapsulating the ESP protected inner IPv6 datagram shall be set to the value of the DSCP field included in the 5G_QOS_INFO Notify payload; and

4)
theIP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the user plane IPsec SA.

If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the user data packet message shall be encapsulated in the payload of an inner IP datagram which is further encapsulated by ESP protocol in tunnel mode as specified in IETF RFC 4303 [11]. In order to avoid any IP fragmentation by the sending entity over the non-3GPP access network, the maximum inner IP datagram length shall be set by the sending entity such that the length of the resulting outer IP datagram does not exceed the MTU of the non-3GPP access network. If the length of the user data packet message exceeds the payload size corresponding to the maximum inner IP datagram length and IP fragmentation is needed:

-
the inner IP IPv4 datagram or inner IP IPv6 datagram shall be fragmented; and

-
the IP packet encapsulating the ESP protected inner IPv4 datagram and the IP packet encapsulating the ESP protected inner IPv6 datagram shall not be fragmented.
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9.3.3
GRE encapsulated user data packet

GRE encapsulated user data packet is coded according to figure 9.3.3-1 and table 9.3.3-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	GRE header
	1 - 8

	Payload packet
	9 - x


Figure 9.3.3-1: GRE encapsulated user data packet 
Table 9.3.3-1: GRE encapsulated user data packet 
	Octet 1 to octet 8 are the GRE header field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15]. The GRE header field is coded according to figure 9.3.3-2 and table 9.3.3-2.


	Octet 8 to octet x are the Payload packet field. The Payload packet field contains a generic user data packet envelope as specified in figure 9.3.3-4 and table 9.3.3-4.


	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	C
	Reserved0
	K
	S
	Reserved0
	1

	Reserved0
	Ver
	2

	Protocol type
	3 - 4

	Key
	5 - 8


Figure 9.3.3-2: GRE header field
Table 9.3.3-2: GRE header field
	Bit 7 of octet 1 is the C bit defined in IETF RFC 2784 [14]. The C bit is set to zero.


	Bits 6, 3, 2, 1 and 0 of octet 1 and bits 7, 6, 5, 4, and 3 of octet 2 are the Reserved0 field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15].



	Bit 5 of octet 1 is the K bit defined in IETF RFC 2890 [15]. The K bit is set to one.



	Bit 4 of octet 1 is the S bit defined in IETF RFC 2890 [15]. The S bit is set to zero.



	Bits 2, 1 and 0 of octet 2 is the Ver field defined in IETF RFC 2784 [14].



	Octet 3 and octet 4 are the Protocol Type field defined in IETF RFC 2784 [14]. The Protocol Type field is set to XXX.



	Octet 5 to octet 8 are the Key field defined in IETF RFC 2890 [15]. The Key field is coded according to figure 9.3.3-3 and table 9.3.3-3.



Editor's note: value of the Protocol Type field is FFS. the protocol type field contains an EtherType, to be reserved by IEEE at http://standards.ieee.org/develop/regauth/ethertype/index.html.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	0
Spare
	0

Spare
	QFI


	5

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	6

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	7

	RQI

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	8


Figure 9.3.3-3: Key field of GRE header
Table 9.3.3-3: Key field of GRE header
	RQI (octet 8, bit 7)

	Bit

	7

	0
	
	RQI is not indicated

	1
	
	RQI is indicated

	

	QFI (octet 5, bits 5 to 0)

	Bits

	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	
	QFI 0

	

to

	1
	1
	1
	1
	1
	1
	
	QFI 63

	


	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol subtype
	1

	Protocol data
	2 - x


Figure 9.3.3-4: Generic user data packet envelope
Table 9.3.3-4: Generic user data packet envelope
	Octet 1 is the protocol subtype field. The protocol subtype field identifies the generic user data packet envelope and is set to 00H.


	Octet 2 to octet x is the protocol data field. The protocol data field contains one user data packet.
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9.x
3GPP IEEE MAC based protocol family subtype registry

Ethertype of the 3GPP IEEE MAC based protocol family is XYZ.

Editor's note: ethertype of the 3GPP IEEE MAC based protocol family will be assigned by IEEE.
A content of the 3GPP IEEE MAC based protocol family is encoded as follows:

-
octet 1 of the content is the protocol subtype field encoded as in table 9.x-1.

-
remaining octets of the content is the protocol data field.
Table 9.x-1: Protocols of 3GPP IEEE MAC based protocol family
	Value of the protocol subtype field
	Protocol

	00H
	Generic user data packet envelope

	All other values are not-assigned.


A content of the 3GPP IEEE MAC based protocol family is:

-
in the MAC client data field of the MAC frame as specified in IEEE 802.3 [ieee8023] with the length/type field set to the ethertype of the 3GPP IEEE MAC based protocol family; and
-
in the payload packet field of a GRE packet as specifed in IETF RFC 2784 [14] with the protocol type field set to the ethertype of the 3GPP IEEE MAC based protocol family.
A sending entity shall not set the protocol subtype field of a content of the 3GPP IEEE MAC based protocol family to a not-assigned value. A receiving entity shall ignore a content of the 3GPP IEEE MAC based protocol family, if the protocol subtype field is set to a not-assigned value.
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Annex X (informative):
Registration templates

X.1
IEEE registration templates

X.1.1
IEEE registration templates for ethertype values

X.1.1.1
IEEE registration templates for ethertype value for 3GPP IEEE MAC based protocol family
Registration URL:

http://standards.ieee.org/develop/regauth/ethertype/index.html
Registry:

ethertype

Detailed description:

This application requests allocation of an ethertype value for 3GPP IEEE MAC based protocol family, according to as specified in IEEE 802 [ieee802].

Protocol description:

The MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] of the 3GPP IEEE MAC based protocol family is formatted as follows:

-
octet 1 of the MAC client data field is the protocol subtype field.

-
remaining octets of the MAC client data field are the protocol data field.

The protocol subtype field set to zero identifies the generic user data packet envelope. The generic user data packet envelope transports a single user data packet in the protocol data field. A user data packet is a transparent piece of data.

3GPP TS 24.502 specifies a registry enabling assignment of further protocols to values of the protocol subtype field. A sending entity shall not set the protocol subtype field to a not-assigned value. A receiving entity shall ignore the MAC client data field, if the protocol subtype field is set to a not-assigned value.
Assignment quantity:

1

Additional comments:

1) Does the company requesting the assignment have any existing Ethertype assignments?
Yes.

1a) Does the existing use of the original assignment support sub-typing?
No.

1b) Does the current applicant know who is currently responsible for maintenance of the previously assigned Ethertype?
Yes.

1c) Has the company considered using sub-typing of the older Ethertype for the new use under application?
Yes. Not possible.

1d) Given the above, why is a new Ethertype needed?
See detailed description.
2) Has the new protocol been developed and tested in accordance with clause 9 and especially clause 9.2.3 and Figure 12 of IEEE Std 802-2014, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture? 

The 3GPP IEEE MAC based protocol family has been developed as follows:

-
the first octet of the MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] of the 3GPP IEEE MAC based protocol family contains the protocol subtype field.

-
the MAC client data field of the MAC frame of the 3GPP IEEE MAC based protocol family does not contain a protocol version field. If a protocol identified by an existing protocol subtype field value is modified in a backward-compatible way, there is no need to indicate a protocol version.If a protocol identified by an existing protocol subtype field value needs to be modified in a backward-incompatible way, a new protocol subtype field value will be assigned to the modified protocol.

The 3GPP IEEE MAC based protocol family has not been tested.
3) Have the full provisions of Figure 12 for the “Protocol identification field” in the prototype protocol been preserved in the final version of the protocol for which the new EtherType is being requested?

The first octet of the MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] of the 3GPP IEEE MAC based protocol family contains the protocol subtype field.

The MAC client data field of the MAC frame of the 3GPP IEEE MAC based protocol family does not contain a protocol version field. If a protocol identified by an existing protocol subtype field value is modified in a backward-compatible way, there is no need to indicate a protocol version.If a protocol identified by an existing protocol subtype field value needs to be modified in a backward-incompatible way, a new protocol subtype field value will be assigned to the modified protocol.
This is preserved in the final version.

4) What provisions have been made for maintaining and assigning sub-types going forward within your company? Please provide an example of the first 10 bytes/octets as an example. 
3GPP TS 24.502 specifies a registry enabling assignment of further protocols to values of the protocol subtype field. A sending entity shall not set the protocol subtype field to a not-assigned value. A receiving entity shall ignore the MAC client data field, if the protocol subtype field is set to a not-assigned value.
The registry so far contains only assignment for the generic user data packet envelope.

Octet 1 of a generic user data packet envelope contains zero.

Octet 2 till the end of the generic user data packet envelope contains a user data packet, where each octet can contain any value.

