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1
Overall description
SA3 would link to thank CT1 for their LS (C1-193944) on handling of native non-current 5G NAS security context after an inter-system change from S1 mode to N1 mode in idle mode. SA3 discussed the LS and agreed the following answers.
1) Can the AMF keep using a mapped 5G NAS security context (in step 2 above) although a valid native non-current 5G NAS security context exists?
Answer: SA3 understands that this step 2 is about subsequent messages after the CONNECTED mode mobility, i.e., handover. According to TS 33.501 (see towards end of clause 8.4.2), the UE protects the subsequent Registration Request message using the mapped 5G context. Therefore, the answer to your question is YES. For subsequent messages, it is up to AMF when to activate the native 5G security context. General recommendation from SA3 is to activate native context as soon as possible in this case.
2) If the answer to the question above is “YES”, what is the expected UE behaviour in step 5 with respect to integrity protection of the initial NAS message?

Answer: SA3 understands that this step 5 is about IDLE mode mobility since step 4 explicitly mentions IDLE mode mobility. According to TS 33.501 (see clause 8.2), the UE protects the RR message using native 5G context. Therefore, as the UE has a valid non-current native 5G security context, the UE shall make the non-current native 5G security context as the current one. Then in step 5, the UE shall protect the Registration Request using the current native 5G security context. 
SA3 would also like to inform that in the step 3 of the scenario (i.e. after the UE performs an inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode or in 5GMM-CONNECTED mode), the UE shall discard any old mapped 5G security context (note: the mapped 5G security context would be deleted even if the UE does not have a native 5G security context).

2
Actions
To CT1  

ACTION: 
SA3 kindly requests CT1 to take the above into consideration.
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