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1
Overall description
Motivated by improving the battery life of the NB-IoT devices in 5GC compared to EPC, CT1 has been working on NAS protocol optimization by minimizing the message header size of the NAS message carrying the NB-IoT data via control plane. CT1 has discussed the proposal of removing the ngKSI included in the CONTROL PLANE SERVICE REQUEST message as well as applying a short MAC-I (2bytes) to protect the integrity of a CONTROL PLANE SERVICE REQUEST message sent by the UE to the AMF.
Removing ngKSI

TS33.501 6.2.3.2  Key identification
The key KAMF shall be identified by the key set identifier ngKSI. ngKSI may be either of type native or of type mapped. An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available.
When the UE sending the CONTROL PLANE SERVICE REQUEST message (unlike sending the REGISTRATION REQUEST message), the Security Contexts are well synchronised in the UE and the AMF. Thus, the AMF can use the received 5G-GUTI to retrieve the ngKSI and KAMF.
If there is some abnormal case where the Security Contexts are not synchronised, then the MAC-I check will fail and the AMF can use the clear-text 5G-S-TMSI (sent as an RRC parameter on the N2 interface) to retrieve the UE’s MM context and run a new Authentication procedure. 
Using short MAC-I
The Short MAC-I is used at the NAS service request procedure when UE sending SERVICE REQUEST message in EPC. Additionally, a short, 2 bytes MAC-I is also used in the Access Stratum RRCResumeRequest and RRCReestablishmentRequest messages. 
Furthermore, in addition to VPLMN providing user data integrity protection to stop criminals hijacking the VPLMN’s radio link, enterprises use end-to-end integrity protection or “BEST end to HPLMN” plus “IPSec HPLMN to Enterprise” integrity protection. Thus, question is raised whether a short 2 bytes MAC-I is sufficient for that task done in the VPLMN.
2
Actions
To 3GPP TSG SA WG3
ACTION: 
3GPP TSG CT WG1 kindly asks 3GPP TSG SA WG3 to provide feedback on the proposal of removing the ngKSI and applying a short 2 bytes MAC-I in the CONTROL PLANE SERVICE REQUEST message.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 120
7-11 October 2019
Portoroz (Slovenia)

TSG CT WG1 Meeting 121
11-15 November 2019
Reno (USA)




