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	Reason for change:
	As specified in TS 24.301 and in TS 24.501, the use of ciphering in a network is an operator option.

TS 24.301:
[bookmark: _Toc11996424]4.4.5	Ciphering of NAS signalling messages
The use of ciphering in a network is an operator option subject to MME configuration. When operation of the network without ciphering is configured, the MME shall indicate the use of "null ciphering algorithm" EEA0 (see subclause 9.9.3.23) in the current security context for all UEs

TS 24.501:
[bookmark: _Toc11419078]4.4.5	Ciphering of NAS signalling messages
The use of ciphering in a network is an operator option subject to AMF configuration. When operation of the network without ciphering is configured, the AMF shall indicate the use of "null ciphering algorithm" 5G-EA0 (see subclause 9.11.3.32) in the current 5G NAS security context for all UEs.


Unfortunately, in the subclause L.2.2.6.1 and U.2.2.6.1 in TS 24.229, the NOTE 1 specify that the UE can determine that EPS/5GS authentication procedure has succeeded during the emergency ATTACH procedure when non-null ciphering algorithm is received. This statement conflicts with the normative text in TS 24.301 and TS 24.501 as described above.

NOTE 1:	The UE can determine that EPS authentication procedure has succeeded during the emergency ATTACH procedure when non-null ciphering and integrity protection algorithms (i.e. other than EEA0 and EIA0 algorithms) are received in the NAS signalling SECURITY MODE COMMAND message.
Finally, in practice, we did encounter the network using null ciphering algorithm.

	
	

	Summary of change:
	[bookmark: _GoBack]Remove the non-null ciphering algorithm condition when determing whether the EPS/5GS authentication will be successful.

	
	

	Consequences if not approved:
	The UE cannot perform an initial emergency registration when the null ciphering algorithm received in the NAS signalling.
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***** First change *****
[bookmark: _Toc11345595]L.2.2.6.1	General
Emergency bearers are defined for use in emergency calls in EPS and core network support of these bearers is indicated to the UE in NAS signalling. Where the UE recognises that a call request is an emergency call and the core network supports emergency bearers, the UE shall use these EPS bearer contexts for both signalling and media for emergency calls made using the IM CN subsystem.
Some jurisdictions allow emergency calls to be made when the UE does not contain an ISIM or USIM, or where the credentials are not accepted. Additionally, where the UE is in state EMM-REGISTERED.LIMITED-SERVICE and EMM-REGISTERED.PLMN-SEARCH, a normal ATTACH has been attempted but it can also be assumed that a registration in the IM CN subsystem will also fail. In such cases, subject to the lower layers indicating that the network does support emergency bearer services in limited service state (see 3GPP TS 36.331 [19F]), the procedures for emergency calls without registration can be applied, as defined in subclause 5.1.6.8.2. If the EPS authentication procedure has already succeeded during the latest normal or emergency ATTACH procedure, the UE shall perform an initial emergency registration, as described in subclause 5.1.6.2 before attempting an emergency call as described in subclause 5.1.6.8.3.
NOTE 1:	The UE can determine that EPS authentication procedure has succeeded during the emergency ATTACH procedure when non-null ciphering and integrity protection algorithms (i.e. other than EEA0 and EIA0 algorithms) areis received in the NAS signalling SECURITY MODE COMMAND message.
When activating an EPS bearer context to perform emergency registration, the UE shall request a PDN connection for emergency bearer services as described in 3GPP TS 24.301 [8J]. The procedures for EPS bearer context activation and P-CSCF discovery, as described in subclause L.2.2.1 of this specification apply accordingly.
In order to find out whether the UE is attached to the home PLMN or to the visited PLMN, the UE shall compare the MCC and MNC values derived from its IMSI with the MCC and MNC of the PLMN the UE is attached to. If the MCC and MNC of the PLMN the UE is attached to do not match with the MCC and MNC derived from the IMSI, then for the purpose of emergency calls in the IM CN subsystem the UE shall consider to be attached to a VPLMN.
NOTE 2:	In this respect an equivalent HPLMN, as defined in 3GPP TS 23.122 [4C] will be considered as a visited network.
[bookmark: _Hlk524594647]NOTE 3:	The UE verifies if a detected emergency number is still present in the Extended Local Emergency Number List after attach to a different PLMN. It is possible for the number to no longer be present in the Extended Local Emergency Number List if:
-	the PLMN attached to relies on the Local Emergency Number List for deriving a URN; or 
-	the previously received Extended Emergency Number List Validity field indicated "Extended Local Emergency Numbers List is valid only in the PLMN from which this IE is received".
[bookmark: _Hlk531171916][bookmark: _Hlk531176262]If the UE detected an emergency number, the UE subsequently performs an attach procedure or an emergency attach procedure with a different PLMN than the PLMN from which the UE received the last Extended Local Emergency Number List, the dialled number is not stored in the ME, in the USIM and in the Local Emergency Number List; and
-	the ATTACH ACCEPT message received from the different PLMN contains the Extended Local Emergency Number List and the emergency number is present in the updated Extended Local Emergency Number List then the UE uses the updated Extended Local Emergency Number List when it performs the procedures in subclause L.2.2.6.1B; and
-	the ATTACH ACCEPT message received from the different PLMN contains no Extended Local Emergency Number List or the emergency number is no longer present in the updated Extended Local Emergency Number List then the UE shall attempt UE procedures for SIP that relate to emergency using emergency service URN "urn:service:sos".
If the dialled number is equal to a local emergency number stored in the Extended Local Emergency Number List (as defined in 3GPP TS 24.301 [8J]), then the UE shall recognize such a number as for an emergency call and:
-	if the dialled number is equal to an emergency number stored in the ME, or in the USIM, then the UE shall perform either procedures in the subclause L.2.2.6.1B or the procedures in subclause L.2.2.6.1A; and
-	if the dialled number in not equal to an emergency number stored in the ME, or in the USIM, then the UE shall perform procedures in the subclause L.2.2.6.1B.
If the dialled number is not equal to a local emergency number stored in the Extended Local Emergency Number List (as defined in 3GPP TS 24.301 [8J]) and:
-	if the dialled number is equal to an emergency number stored in the ME, in the USIM or in the Local Emergency Number List (as defined in 3GPP TS 24.008 [8]), then the UE shall recognize such a number as for an emergency call and performs the procedures in subclause L.2.2.6.1A.
Upon reception of a 380 (Alternative Service) response to an INVITE request as defined in subclause 5.1.2A.1.1 and subclause 5.1.3.1, if: 
-	the 380 (Alternate Service) response contains a Contact header field;
-	the value of the Contact header field is a service URN; and
-	the service URN has a top-level service type of "sos";
then the UE determines that "emergency service information is included" as described 3GPP TS 23.167 [4B].
Upon reception of a 380 (Alternative Service) response to an INVITE request as defined in subclause 5.1.3.1 if the 380 (Alternate Service) response does not contain a Contact header field with service URN that has a top-level service type of "sos", then the UE determines that "no emergency service information is included" as described 3GPP TS 23.167 [4B].
If the "emergency service information is included" as described 3GPP TS 23.167 [4B]:
1)	if the URN in the Contact header field matches an emergency service URN in table L.2.2.6.1, then the type of emergency service is the value corresponding to the matching entry in table L.2.2.6.1; and
2)	if the URN in the Contact header field does not match any emergency service URN in table L.2.2.6.1, then the type of emergency service is not identified.
NOTE 4:	In bullet 2), the URN in the Contact header field either contains "no emergency subservice type" as described in 3GPP TS 23.167 [4B] triggering an emergency call, or contains an "emergency subservice type that does not map into an emergency service category for the CS domain" as described in 3GPP TS 23.167 [4B] triggering a normal call when the dialled number is available or triggering an emergency call when the dialled number is not available. The country specific URN is an example of a "emergency subservice type that does not map into an emergency service category for the CS domain".
When the emergency registration expires, the UE should disconnect the PDN connection for emergency bearer services as described in 3GPP TS 24.301 [8J].
Upon receiving a 3xx other than 380 (Alternative service), 4xx, 5xx or 6xx response to an INVITE request for a UE detectable emergency call, the UE shall perform domain selection as specified in 3GPP TS 23.167 [4B] annex H, to re-attempt the emergency call.
***** Next change *****
[bookmark: _Toc11345990]U.2.2.6.1	General
For the purposes of this document, an emergency PDU session is the equivalent of emergency bearers; i.e. the 5GS defines emergency bearers for the support of emergency calls. Emergency PDU session is defined for use in emergency calls in 5GS and core network support of emergency PDU session is indicated to the UE in NAS signalling. Where the UE recognises that a call request is an emergency call and the core network supports emergency PDU session, the UE shall use emergency PDU session for both signalling and media for emergency calls made using the IM CN subsystem.
Some jurisdictions allow emergency calls to be made when the UE does not contain an UICC, or where the credentials are not accepted. Additionally, where the UE is in state 5GMM-REGISTERED.LIMITED-SERVICE or 5GMM-REGISTERED.PLMN-SEARCH, a normal registration in 5GS has been attempted but it can also be assumed that a registration in the IM CN subsystem will also fail. In such cases, subject to the lower layers indicating that the network does support emergency bearer services in limited service state (see 3GPP TS 36.331 [19F] or 3GPP TS 38.331 [19G]), the procedures for emergency calls without registration can be applied, as defined in subclause 5.1.6.8.2. If the 5GS primary authentication procedure has already succeeded during the latest normal or emergency registration procedure in 5GS, the UE shall perform an initial emergency registration, as described in subclause 5.1.6.2 before attempting an emergency call as described in subclause 5.1.6.8.3.
NOTE 1:	The UE can determine that 5GS primary authentication procedure has succeeded during the emergency registration procedure in 5GS when non-null ciphering and integrity protection algorithms (i.e. other than 5G-EA0 and 5G-IA0 algorithms) areis received in the NAS signalling SECURITY MODE COMMAND message.
To perform emergency registration, the UE shall request to establish an emergency PDU session as described in 3GPP TS 24.501 [258]. The procedures for PDU session establishment and P-CSCF discovery, as described in subclause U.2.2.1 of this specification apply accordingly.
In the present document, "EMS is Y" as described in 3GPP TS 23.167 [4B] refers to one of the following conditions:
a)	if the UE is in an NR cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMC is set to either "Emergency services supported in NR connected to 5GCN only" or "Emergency services supported in NR connected to 5GCN and E-UTRA connected to 5GCN" as described in 3GPP TS 24.501 [258]; or
b)	if the UE is in an E-UTRA cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMC is set to either "Emergency services supported in E-UTRA connected to 5GCN only" or "Emergency services supported in NR connected to 5GCN and E-UTRA connected to 5GCN" as described in 3GPP TS 24.501 [258].
In the present document, "EMS is N" as described in 3GPP TS 23.167 [4B] refers to one of the following conditions:
a)	if the UE is in an NR cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMC is set to either "Emergency services not supported" or "Emergency services supported in E-UTRA connected to 5GCN only" as described in 3GPP TS 24.501 [258]; or
b)	if the UE is in an E-UTRA cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMC is set to either "Emergency services not supported" or "Emergency services supported in NR connected to 5GCN only" as described in 3GPP TS 24.501 [258].
In the present document, "ESFB is Y" as described in 3GPP TS 23.167 [4B] refers to one of the following conditions:
a)	if the UE is in an NR cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMF is set to either "Emergency service fallback supported in NR connected to 5GCN only" or "Emergency service fallback supported in NR connected to 5GCN and E-UTRA connected to 5GCN" as described in 3GPP TS 24.501 [258]; or
b)	if the UE is in an E-UTRA cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMF is set to either "Emergency service fallback supported in E-UTRA connected to 5GCN only" or "Emergency service fallback supported in NR connected to 5GCN and E-UTRA connected to 5GCN" as described in 3GPP TS 24.501 [258].
In the present document, "ESFB is N" as described in 3GPP TS 23.167 [4B] refers to one of the following conditions:
a)	if the UE is in an NR cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMF is set to either "Emergency service fallback not supported" or "Emergency service fallback supported in E-UTRA connected to 5GCN only" as described in 3GPP TS 24.501 [258]; or
b)	if the UE is in an E-UTRA cell connected to 5GCN, the network indicates in the REGISTRATION ACCEPT message that EMF is set to either "Emergency service fallback not supported" or "Emergency service fallback supported in NR connected to 5GCN only" as described in 3GPP TS 24.501 [258].
Emergency services fallback is defined to direct or redirect the UE towards either E-UTRA connected to 5GCN or EPS and support of emergency service fallback is indicated to the UE in NAS signalling.
In order to find out whether the UE is attached to the home PLMN or to the visited PLMN, the UE shall compare the MCC and MNC values derived from its IMSI with the MCC and MNC of the PLMN the UE is attached to. If the MCC and MNC of the PLMN the UE is attached to do not match with the MCC and MNC derived from the IMSI, then for the purpose of emergency calls in the IM CN subsystem the UE shall consider to be attached to a VPLMN.
NOTE 2:	In this respect an equivalent HPLMN, as defined in 3GPP TS 23.122 [4C] will be considered as a visited network.
[bookmark: _Hlk506103534][bookmark: _Hlk530338173]If the dialled number is equal to a local emergency number stored in the Extended Local Emergency Number List (as defined in 3GPP TS 24.301 [8J]), then the UE shall recognize such a number as for an emergency call and:
-	if the dialled number is equal to an emergency number stored in the ME, or in the USIM, then the UE shall perform either procedures in the subclause U.2.2.6.1B or the procedures in subclause U.2.2.6.1A; and
-	if the dialled number in not equal to an emergency number stored in the ME, or in the USIM, then the UE shall perform procedures in the subclause U.2.2.6.1B.
If the dialled number is not equal to a local emergency number stored in the Extended Local Emergency Number List (as defined in 3GPP TS 24.301 [8J]) and:
-	if the dialled number is equal to an emergency number stored in the ME, in the USIM or in the Local Emergency Number List (as defined in 3GPP TS24.008 [8]), then the UE shall recognize such a number as for an emergency call and performs the procedures in subclause U.2.2.6.1A.
NOTE 3:	The UE verifies if a detected emergency number is still present in the Extended Local Emergency Number List after registering to a different PLMN. It is possible for the number to no longer be present in the Extended Local Emergency Number List if:
-	the PLMN attached to relies on the Local Emergency Number List for deriving a URN; or 
-	the previously received Extended Emergency Number List Validity field indicated "Extended Local Emergency Numbers List is valid only in the PLMN from which this IE is received".
If the UE detected an emergency number, the UE subsequently performs a registration procedure or an emergency registration procedure with a different PLMN than the PLMN from which the UE received the last Extended Local Emergency Number List, the dialled number is not stored in the ME, in the USIM and in the Local Emergency Number List, and:
-	the REGISTRATION ACCEPT message received from the different PLMN contains the Extended Local Emergency Number List and the emergency number is present in the updated Extended Local Emergency Number List then the UE uses the updated Extended Local Emergency Number List when it performs the procedures in subclause U.2.2.6.1B; and
-	the REGISTRATION ACCEPT message received from the different PLMN contains no Extended Local Emergency Number List or the emergency number is no longer present in the updated Extended Local Emergency Number List then the UE shall attempt UE procedures for SIP that relate to emergency using emergency service URN "urn:service:sos".
Upon reception of a 380 (Alternative Service) response to an INVITE request as defined in subclause 5.1.2A.1.1 and subclause 5.1.3.1, if: 
-	the 380 (Alternate Service) response contains a Contact header field;
-	the value of the Contact header field is a service URN; and
-	the service URN has a top-level service type of "sos";
then the UE determines that "emergency service information is included" as described 3GPP TS 23.167 [4B].
Upon reception of a 380 (Alternative Service) response to an INVITE request as defined in subclause 5.1.3.1 if the 380 (Alternate Service) response does not contain a Contact header field with service URN that has a top-level service type of "sos", then the UE determines that "no emergency service information is included" as described 3GPP TS 23.167 [4B].
If the "emergency service information is included" as described 3GPP TS 23.167 [4B]:
1)	if the URN in the Contact header field matches an emergency service URN in table U.2.2.6.1, then the type of emergency service is the value corresponding to the matching entry in table U.2.2.6.1; and
2)	if the URN in the Contact header field does not match any emergency service URN in table U.2.2.6.1, then the type of emergency service is not identified.
[bookmark: _Hlk507430506]NOTE 4:	In bullet 2), the URN in the Contact header field either contains "no emergency subservice type" as described in 3GPP TS 23.167 [4B] triggering an emergency call, or contains an "emergency subservice type that does not map into an emergency service category for the CS domain" as described in 3GPP TS 23.167 [4B] triggering a normal call when the dialled number is available or triggering an emergency call when the dialled number is not available. The country specific URN is an example of a "emergency subservice type that does not map into an emergency service category for the CS domain".
When the emergency registration expires, the UE should disconnect the emergency PDU session.
Upon receiving a 3xx other than 380 (Alternative service), 4xx, 5xx or 6xx response to an INVITE request for a UE detectable emergency call, the UE shall perform domain selection as specified in 3GPP TS 23.167 [4B] annex H, to re-attempt the emergency call.
***** End of change *****
