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1. Introduction

This paper discusses the work required to enable access to secure packet library in order to support UICC configuration update to the UICC card.
2. Discussion

Currently there is a missing functionality in 5GS. 

So far 3GPP specifies that when UICC configuration parameters like Routing Indicator need to be updated (terminated to the UICC), the UDM applies security protection via a combination of security key based security mechanism (specified in subclause 6.14.2.3 of TS 33.501) and secure packet mechanism.  However no method is specified on how UDM can encapsulate configuration parameter update into secure packet. As such, the functionality is not implementable.

Before 5G, updating of UICC configuration information in USIM/SIM card using secure packet mechanism requires deployment of a dedicated network element called OTA Gateway. When updates to USIM/SIM configuration information are needed, the operator’s back-end system sends service requests to an OTA Gateway. The OTA gateway encapsulates the updated configuration information into secure packet format. However such functionality is missing for 5G considering the following:
· For operators who have OTA Gateway deployed in their 2G/3G/4G networks, although secure packet library is included in OTA Gateway, there is no service based interface to allow UDM to access this library (especially considering that the service-based architecture (SBA) is developed in R15, 5GS network functions are all service based, and reside in the cloud).

· For operators who do not have OTA Gateway deployed, there is no support to access secure packet library for encapsulating any UICC configuration parameter updates.

It is therefore proposed to have a new Rel-16 WID to provide necessary API needed to enable access to secure packet library.
Proposal 1: It is proposed to have a new Rel-16 WID to provide necessary API needed to enable access to secure packet library.
This WI is to provide enhancement needed to support provisioning and updating UICC configuration parameters, including specifying the related network protocols and APIs: 

· Introducing new 5GS OTA network function, and specify the general concept and procedures for the OTA-NF.
· Specify APIs to enable 5G network functions to access secure packet library for encapsulating UICC configuration parameter update.
· Specify the interaction with existing OTA Gateway and/or other SIM OTA platforms for encapsulation, ciphering and OTA sequencing of UICC configuration parameter into secure packet. 
· Specify impacts on NAS protocols under remit of CT1.

· Specify impacts on APIs for the SBIs under remit of CT4 to support the OTA-NF communication with other entities (e.g. UDM).
3. Conclusion

It is proposed to to have a new Rel-16 WID to provide necessary API needed to enable access to secure packet library.
The draft WID is provided in C1-194463. 






































































