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	Reason for change:
	CT1 sent an LS to SA3 (see C1-191686) asking about the UE behavior when an ABBA parameter with a non-zero value, or with a length that is more than 2 octets, is received in Release 15.

This document aims to specify the UE behavior for this case following the LS response C1-193464 from SA3:

“A Rel-15 (and similarly for later releases) UE shall use the ABBA parameter provided by the network even if the received ABBA parameter has a non-zero value or a length that is more than 2 octets. As the ABBA parameter is used in the derivation of KAMF, by the UE and the SEAF, any change of the ABBA parameter by an attacker will result in a NAS SMC failure. This provide protection against bidding down attacks. ”

	
	

	Summary of change:
	Specify that in case the UE receives an ABBA parameter with 

- a length of more than 2 octets, 

- a non-zero value

the UE shall use the ABBA as received from the network.
Interoperability analysis

This CR is backwards compatible.

	
	

	Consequences if not approved:
	The handling at the UE when the ABBA IE has a length of more than 2 octets, or when its value is not zero, is not specified and will consequently lead to security failures e.g. when a Rel-15 UE accesses a network of a future release where the ABBA parameter may be set to non-zero values.
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***** Next change *****
9.11.3.10
ABBA

The purpose of the ABBA information element is to enable the bidding down protection of security features.

The ABBA information element is coded as shown in figure 9.11.3.10.1 and table 9.11.3.10.1.
The ABBA is a type 4 information element with a minimum length of 4 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	ABBA IEI
	octet 1

	Length of ABBA contents
	octet 2

	ABBA contents
	octet 3

octet n


Figure 9.11.3.10.1: ABBA information element
Table 9.11.3.10.1: ABBA information element
	ABBA contents (octet 3-n):
indicate set of security features defined for 5GS as described in 3GPP TS 33.501 [24]. 
NOTE 1:
If the UE receives the ABBA IE with a length that is set to a value of 2 and with a value of 0000H, the UE shall use the length and the contents of the ABBA IE as received from the network.
NOTE 2:
If the UE receives the ABBA IE with a length that is set to a value larger than 2 or with a value that is different from 0000H, the UE shall use the length and the contents of the ABBA IE as received from the network.
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