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1. Introduction
This contribution provides initial text for clause 13.3 of TS 29.380.
2. Changes in this revision
Initial text.
3656 – used explicit text regarding the role of the IWF in all cases; used the "media endpoint" terminology in 13.3.3.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.380 v0.0.0.
* * * First Change * * * *

13.3
Media plane encryption and decryption

13.3.1
General

Void.

13.3.2
The IWF performing the participating role
The IWF performing the participating role:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
if protection of floor control messages between the IWF performing the participating role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:

A)
shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
3.
if protection of floor control messages between the IWF performing the participating role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:
A)
shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

4.
if protection of media control messages between the IWF performing the participating role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:

A)
shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
5.
if protection of media control messages between the IWF performing the participating role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:

A)
shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.
13.3.3
The IWF media endpoint
The IWF media endpoint:

1.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
2.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2;
3.
in an on-network private call:

A)
if:

i)
protection of media is negotiated in an originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media is negotiated in a terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];

then:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2. 

13.3.4
The IWF performing the controlling role
The IWF performing the controlling role:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of floor control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

3.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of floor control messages between the IWF performing the controlling role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the IWF performing the controlling role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

4.
in an on-network private call:

A)
if protection of floor control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.
13.3.5
The IWF performing the non-controlling role
The IWF performing the non-controlling role:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
if protection of floor control messages between the IWF performing the non-controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
3.
if protection of floor control messages between the IWF performing the non-controlling role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
4)
if protection of media control messages between the IWF performing the non-controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

5)
if protection of media control messages between the IWF performing the non-controlling role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.
* * * End Changes * * * *

