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1. Introduction

This paper intends to discuss alignment of the 5G security algorithms among specifications.
2. Discussion

Currently algorithm identifiers for 5G ciphering and integrity protection algorithms are not aligned across different stage 2 and stage 3 specifications.

TS33.501 identifies 5G ciphering algorithm as NEA and specifies ciphering algorithms that are supported in 5GS as follows:

All identifiers and names specified in this sub-clause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10].  

Each encryption algorithm will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0

Null ciphering algorithm;

"00012"         128-NEA1

128-bit SNOW 3G based algorithm;

"00102"         128-NEA2

128-bit AES based algorithm; and

"00112"         128-NEA3

128-bit ZUC based algorithm.

128-NEA1 is based on SNOW 3G (see TS 35.215 [14]).

128-NEA2 is based on 128-bit AES [15] in CTR mode [16].

128-NEA3 is based on 128-bit ZUC (see TS 35.221 [18]).

Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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However in TS 24.501, different identifiers are used for the 5G ciphering algorithms for code points specifies in UE security capability IE and NAS security algorithms IE:
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	5G-EA0
	128-

5G-EA1
	128-

5G-EA2
	128-

5G-EA3
	5G-EA4
	5G-EA5
	5G-EA6
	5G-EA7
	octet 3

	5G-IA0
	128-

5G-IA1
	128-

5G-IA2
	128-

5G-IA3
	5G-IA4
	5G-IA5
	5G-IA6
	5G-IA7
	octet 4

	…


	…


Table 9.11.3.54.1: UE security capability information element

	5GS encryption algorithms supported (see NOTE 1) (octet 3)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	

	….




Table 9.11.3.34.1: NAS security algorithms information element

	….

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	8
	7
	6
	5
	

	0
	0
	0
	0
	5G encryption algorithm 5G-EA0 (null ciphering algorithm)

	0
	0
	0
	1
	5G encryption algorithm 128-5G-EA1

	0
	0
	1
	0
	5G encryption algorithm 128-5G-EA2

	….




Similarly for TS 24.301, same ciphering algorithm identifiers as defined in TS 24.501 are used:
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE additional security capability IEI
	octet 1

	Length of UE additional security capability contents
	octet 2

	5G-EA0
	128-
5G-EA1
	128-
5G-EA2
	128-
5G-EA3
	5G-EA4
	5G-EA5
	5G-EA6
	5G-EA7
	octet 3

	5G-EA8
	5G-EA9
	5G-EA10
	5G-EA11
	5G-EA12
	5G-EA13
	5G-EA14
	5G-EA15
	octet 4

	5G-IA0
	128-
5G-IA1
	128-
5G-IA2
	128-
5G-IA3
	5G-IA4
	5G-IA5
	5G-IA6
	5G-IA7
	octet 5

	5G-IA8
	5G-IA9
	5G-IA10
	5G-IA11
	5G-IA12
	5G-IA13
	5G-IA14
	5G-IA15
	octet 6


Figure 9.9.3.53.1: UE additional security capability information element

Table 9.9.3.53.1: UE additional security capability information element

	5GS encryption algorithms supported (octet 3) (NOTE 1)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	…




This results in description inconsistencies among specifications and confusions for implementors leading to possible wrong implementations.  
There could be two alternatives to align the description usage across specifications:

Alternative 1: Change the identifier usage in stage 3 specifications (TS 24.501, TS 24.301) to align with the description in stage 2 specification (TS 33.501).
Alternative 2: Add corresponding ciphering algorithm identifier definition in stage 3 specifications (TS 24.501, TS 24.301) to indicate that the algorithms specified in stage 3 specifications are equivalent to the algorithms specified in stage 2 specification (TS 33.501).
Considering the large number of usages in TS 24.501 (about 70-80 usage references), Alternative 2 seems to be a better approach.
Proposal 1: It is proposed to resolve the ciphering algorithm alignment issue by adding corresponding definition in stage 3 specifications (TS 24.501, TS 24.301) to indicate that the algorithms specified in stage 3 specifications are equivalent to the algorithms specified in stage 2 specification (TS 33.501).

Similarly algorithm identifiers for 5GS integrity protection algorithms specified in TS 24.501 and TS 24.301 are not aligned with the identifiers used in TS 33.501:

All identifiers and names specified in the present sub-clause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10]. 

Each integrity algorithm used for 5G will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 

"00002"         NIA0

Null Integrity Protection algorithm;

"00012"         128-NIA1

128-bit SNOW 3G based algorithm;

"00102"         128-NIA2

128-bit AES based algorithm; and

"00112"         128-NIA3

128-bit ZUC based algorithm.

128-NIA1 is based on SNOW 3G (see TS 35.215 [14]).

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC (see TS 35.221 [18]).

Full details of the algorithms are specified in Annex D.

Figure D.3.1.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.
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Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)

It is proposed that similar alignment is made in TS 24.501 and TS 24.301 to align the integrity protection algorithm identifiers with the usage in TS 33.501.
Proposal 2: It is proposed to resolve the integrity protection algorithm alignment issue by adding corresponding definition in stage 3 specifications (TS 24.501, TS 24.301) to indicate that the algorithms specified in stage 3 specifications are equivalent to the algorithms specified in stage 2 specification (TS 33.501).

Considering that having consistent security algorithm descriptions across different specifications is critical for  sytem implementation, integration and interoperability, in addition, the proposed changes (using alternative 2) to align the terms for 5GS security algorithm identifiers are backwards compatible changes that do not modify the actual codepoints and the usage, it is highly desirable that the changes should be introduced from Rel-15 onwards.
Proposal 3: It is proposed that the specification changes (TS 24.501 and TS 24.301) to align ciphering and integrity protection algorithm descriptions should be introduced from Rel-15 onwards.

4. Conclusion

Proposal 1: It is proposed to resolve the ciphering algorithm alignment issue by adding corresponding definition in stage 3 specifications (TS 24.501, TS 24.301) to indicate that the algorithms specified in stage 3 specifications are equivalent to the algorithms specified in stage 2 specification (TS 33.501).

Proposal 2: It is proposed to resolve the integrity protection algorithm alignment issue by adding corresponding definition in stage 3 specifications (TS 24.501, TS 24.301) to indicate that the algorithms specified in stage 3 specifications are equivalent to the algorithms specified in stage 2 specification (TS 33.501).

Proposal 3: It is proposed that the specification changes (TS 24.501 and TS 24.301) to align ciphering and integrity protection algorithm descriptions should be introduced from Rel-15 onwards.

CRs for TS 24.501 alignment are provided in C1-193335-36. CRs for TS 24.301 alignment are provided in C1-193337-38.
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