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1. Introduction

RAN2 sent LS R2-1905460/C1-193047 to CT1 on security failure of NAS container in handover command asking the following question:
Has CT1 defined a procedure for recovery following a security failure of the nas-container during HO?  Will NAS recovery be used?

The purpose of this document is to analyse the possible options on how to handle a security failure of the NAS container in a handover command, and to propose a way forward.
2. Discussion
The requirement for the UE to verify the NAS MAC and the freshness of the DL NAS COUNT of a NAS container included in a handover command is new in 5GS, i.e. there was no such requirement in EPS prior to Rel-15. As per TS 33.501 subclause 6.9.2.3.4, the UE will use the security context derived from the contents of the NAS container only if the verification of the NAS MAC is successful and the container includes a valid DL NAS COUNT.
If verification of the NAS MAC fails and/or the container does not include a valid DL NAS COUNT, the UE will discard the container, as made explicit in TS 24.501 subclauses 4.4.2.2, 4.4.2.3 and 4.4.2.4 via the agreement of C1-192812 at CT1#116, see for instance the changes in TS 24.501 subclause 4.4.2.2:
4.4.2.2
Establishment of a mapped 5G NAS security context during inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode

(…)
When the UE operating in single-registration mode receives the command to perform inter-system change to N1 mode in 5GMM-CONNECTED mode, the UE shall derive a mapped K'AMF, as indicated in 3GPP TS 33.501 [24], using the K'ASME from the EPS security context. Furthermore, the UE shall also derive the 5G NAS keys from the mapped K'AMF using the selected NAS algorithm identifiers included in the S1 mode to N1 mode NAS transparent container IE and associate this mapped 5G NAS security context with the ngKSI value received. The UE shall then verify the received NAS MAC. In case the received NAS MAC is not verified successfully (see subclause 4.4.3.3) the UE shall discard the content of the received S1 mode to N1 mode NAS transparent container IE. 
In such case, as the UE is unable to use the new security context, the handover will fail since there will be a mismatch between the keys used by the UE and the keys used by the target network node. Consequently, from the NAS point of view there are now 2 possible causes of failure for a handover:

1) NAS MAC verification failure and/or invalid DL NAS COUNT in the NAS container included in the handover command

2) Handover failure at the lower layers (RLF, etc)

Handover failure cause by 2) is not new and was already handled in EPS, but 1) requires new handling.

The following options can be considered on how to handle 1):

Option 1: the NAS notifies RRC that the contents of the NAS container are invalid so that RRC can proceed as in the case of a handover failure

Option 2: the NAS proactively moves to idle and triggers NAS signalling connection recovery

With Option 1, as per e.g. TS 38.331 subclause 5.3.5.8.3 (T304 expiry), the UE will revert back to the UE configuration used in the source PCell and initiate the RRC connection re-establishment procedure. One of 2 things can then happen:

· The UE is able to select the source cell, in which case RRC re-establishment will succeed since the UE will revert to using the old security context, which the source cell still has; or

· The UE is unable to select the source cell, in which case the UE will experience RLF, which will trigger NAS signalling connection recovery
With Option 2, the UE will always move to idle and establish a new NAS signalling connection, even if the UE is able to select the source cell and RRC re-establishment could have succeeded. It is thus proposed to proceed with Option 1.

Also, since NAS MAC verification failure and invalid DL NAS COUNT should be very rare events (as the contents of the NAS container are set by the network), this is not considered a FASMO and it is proposed to add this indication only in Rel-16.

Proposal 1: Update TS 24.501 subclauses 4.4.2.2, 4.4.2.3 and 4.4.2.4 such that NAS indicates to RRC that the contents of the NAS container are invalid in case of NAS MAC verification failure or invalid DL NAS COUNT for a NAS container included in a handover command.

It is to note that this proposal will require revising C1-192812 agreed at CT1#116.

Additionally, it is proposed to inform RAN2 of this CT1 agreement via an LS so that RAN2 can specify handling of the new indication in Rel-16.

Proposal 2: Inform RAN2 of the CT1 agreement so that RAN2 can specify handling of the new indication in Rel-16.
3. Proposal
Based on the discussion in the previous section, it is proposed to proceed with the following proposals:
Proposal 1: Update TS 24.501 subclauses 4.4.2.2, 4.4.2.3 and 4.4.2.4 such that NAS indicates to RRC that the contents of the NAS container are invalid in case of NAS MAC verification failure or invalid DL NAS COUNT for a NAS container included in a handover command.

This will require revising C1-192812 agreed at CT1#116.
Proposal 2: Inform RAN2 of the CT1 agreement.
A corresponding draft reply LS is provided in C1-193176.

