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	Reason for change:
	In Apr 2019 SA2 meeting, SA2 agreed TS 23.501 CR#1248 (S2-1904708) stating:

-----------

If UE initiates one of the Session Management procedures that are exempt from SM congestion control, the UE indicates that the carried NAS SM message is exempted from SM congestion control in the UL NAS Transport message as described in TS 24.501 [47]. When the DNN based congestion control is activated at AMF, if the UE indicates that the NAS SM message in the UL NAS Transport message is exempted from SM congestion control, the AMF shall not apply DNN based congestion control on the the UL NAS Transport message and shall forward the NAS SM message to the corresponding SMF with an indication that the message was received with exemption indication.The SMF evaluates whetherthe NAS SM message is  allowed to be exempted from DNN based congestion control. If it is not, the SMF rejects the message, e.g. the SMF shall reject PDU Session Modification received if it is not for Data Off status reporting).
-----------

and

-----------

If UE initiates one of the Session Management procedure that are exempt from SM congestion control, the UE indicates that the carried NAS SM message is exempted from SM congestion control in the UL NAS Transport message as described in TS 24.501 [47]. When the S-NSSAI based congestion control is activated at AMF, if the UE indicates that the NAS SM message in the UL NAS Transport message is exempted from SM congestion control, the AMF shall not apply S-NSSAI based congestion control on the UL NAS Transport message and shall forward the NAS SM message to the corresponding SMF with an indication that the message was received with exemption indication.The SMF evaluates whether the NAS SM message is allowed to be exempted from S-NSSAI based congestion control. If it is not, the SMF rejects the message, e.g. the SMF shall reject PDU Session Modification received if it is not for Data Off status reporting.
-----------

In 24.501, "UE initiates one of the Session Management procedures that are exempt from SM congestion control" is indicated by absent request type IE.

Thus, the AMF provides the indication when the Request type IE is not included, the congestion control is applicable (i.e. when the UE is not configured for high priority access in selected PLMN, and the PDU session is not an emergency PDU session and DNN) and the AMF has activated DNN, S-NSSAI only or S-NSSAI and DNN based congestion control.
In SMF, given that:

- the request type IE is needed in UE-requested PDU session establishment to enable selection of SMF and thus AMF is able to enforce the congestion control; and

- UE-requested PDU session release procedure is not subject to congestion control;

the SMF needs to perform the check only in the UE-requested PDU session modification.

	
	

	Summary of change:
	If the Request type IE is not included, the UE is not configured for high priority access in selected PLMN, the PDU session is not an emergency PDU session and DNN, S-NSSA only or S-NSSAI and DNN based congestion control is activated, the AMF provides an indication to the SMF.
If the AMF provides the indication to the SMF, the SMF evaluates whether the 5GSM message is for Data Off status reporting and if not, the SMF rejects the NAS message.
Interoperability analysis:

Backward compatible CR.

	
	

	Consequences if not approved:
	AMF activated DNN, S-NSSAI or S-NSSAI+DNN based congestion control bypassed by unauthorized 5GSM messages.
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*** change ***
5.4.5.2.5
Abnormal cases on the network side
The following abnormal cases in AMF are identified:
a)
if the Payload container type IE is set to "N1 SM information" and:

1)
if the Old PDU session ID IE is not included in the UL NAS TRANSPORT message, the AMF does not have a PDU session routing context for the PDU session ID and the UE, the Request type IE is set to "initial request", and the SMF selection fails, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e);

2)
if the Old PDU session ID IE is included in the UL NAS TRANSPORT message, the AMF has a PDU session routing context for the old PDU session ID and the UE and does not have a PDU session routing context for the PDU session ID and the UE, the Request type IE is set to "initial request", the AMF received a reallocation requested indication from the SMF indicating that the SMF is to be reallocated, and the SMF selection fails, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e);
3)
if the AMF does not have a PDU session routing context for the PDU session ID and the UE, the Request type IE is set to "existing PDU session", and the user's subscription context obtained from the UDM does not contain an SMF ID for the PDU session ID matching the PDU session ID received from the UE or for the DNN matching the DNN received from the UE such that the SMF ID includes a PLMN identity corresponding to the UE's HPLMN or the current PLMN, then the AMF may send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).

4)
if the Old PDU session ID IE is included in the UL NAS TRANSPORT message, and the AMF has a PDU session routing context for the old PDU session ID and the UE and does not have a PDU session routing context for the PDU session ID and the UE, the Request type IE is set to "initial request" and the AMF has not received a reallocation requested indication, the AMF should select an SMF with following handlings:

If the S-NSSAI IE is not included and the user's subscription context obtained from UDM:

i)
contains one default S-NSSAI, the AMF shall use the default S-NSSAI as the S-NSSAI;

ii)
contains two or more default S-NSSAIs, the AMF shall use one of the default S-NSSAIs selected by operator policy as the S-NSSAI; and

iii)
does not contain a default S-NSSAI, the AMF shall use an S-NSSAI selected based on operator policy as the S-NSSAI.


If the DNN IE is not included, and the user's subscription context obtained from UDM:

i)
contains the default DNN for the S-NSSAI, the AMF shall use the default DNN as the DNN; and

ii)
does not contain the default DNN for the S-NSSAI, the AMF shall use a locally configured DNN as the DNN; and


If the DNN is a LADN DNN, the AMF shall determine the UE presence in LADN service area.


If the SMF selection is successful, the AMF should store a PDU session routing context for the PDU session ID and the UE, set the SMF ID in the stored PDU session routing context to the selected SMF ID, and forward the 5GSM message, the PDU session ID, the old PDU session ID, the S-NSSAI, the mapped S-NSSAI (if available in roaming scenarios), the DNN, the request type and UE presence in LADN service area (if DNN received corresponds to an LADN DNN) towards the SMF ID of the PDU session routing context.


If the SMF selection fails, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).
5)
if the AMF has a PDU session routing context for the PDU session ID and the UE, the PDU session routing context indicates that the PDU session is an emergency PDU session, the Request type IE is set to "initial emergency request", the AMF should forward the 5GSM message, the PDU session ID, the S-NSSAI (if configured in the AMF emergency configuration data), the DNN (if configured in the AMF emergency configuration data) and the request type towards the SMF ID of the PDU session routing context.

6)
if the Request type IE is set to "initial emergency request" and the S-NSSAI or the DNN is received, the AMF ignores the received S-NSSAI or the DNN and uses the emergency DNN from the AMF emergency configuration data, if any.
7)
if the AMF does not have a PDU session routing context for the PDU session ID and the UE, and the Request type IE of the UL NAS TRANSPORT message is either not provided or is provided but set to other value then "initial request", "existing PDU session", "initial emergency request" and "existing emergency PDU session", then the AMF may send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).
8)
if the AMF unsuccessfully attempted to forward the 5GSM message, the PDU session ID, the S-NSSAI, the mapped S-NSSAI (if available in roaming scenarios), the DNN and the request type (if received) towards a SMF ID, then the AMF may send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).

9)
the Old PDU session ID IE is included in the UL NAS TRANSPORT message, the AMF does not have a PDU session routing context for the old PDU session ID and the UE, the AMF does not have a PDU session routing context for the PDU session ID and the UE, the Request type IE is set to "initial request", the AMF should select an SMF with following handlings

If the S-NSSAI IE is not included and the user's subscription context obtained from UDM:

i)
contains one default S-NSSAI, the AMF shall use the default S-NSSAI as the S-NSSAI;

ii)
contains two or more default S-NSSAIs, the AMF shall use one of the default S-NSSAIs selected by operator policy as the S-NSSAI; and

iii)
does not contain a default S-NSSAI, the AMF shall use an S-NSSAI selected based on operator policy as the S-NSSAI.


If the DNN IE is not included, and the user's subscription context obtained from UDM:

i)
contains the default DNN for the S-NSSAI, the AMF shall use the default DNN as the DNN; and

ii)
does not contain the default DNN for the S-NSSAI, the AMF shall use a locally configured DNN as the DNN; and


If the DNN is a LADN DNN, the AMF shall determine the UE presence in LADN service area.

If the SMF selection is successful, the AMF should store a PDU session routing context for the PDU session ID and the UE, set the SMF ID in the stored PDU session routing context to the selected SMF ID, and forward the 5GSM message, the PDU session ID, the old PDU session ID, the S-NSSAI, the mapped S-NSSAI (if available in roaming scenarios), the DNN, the request type and UE presence in LADN service area (if DNN received corresponds to an LADN DNN) towards the SMF ID of the PDU session routing context.

If the SMF selection fails then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).
10)
if the AMF has a PDU session routing context for the PDU session ID and the UE, the PDU session routing context indicates that the PDU session is not an emergency PDU session, and the Request type IE is included and is set to "existing emergency PDU session", the AMF may send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).

11)
if the AMF has a PDU session routing context for the PDU session ID and the UE, the PDU session routing context indicates that the PDU session is an emergency PDU session, and the Request type IE is included and is set to "existing PDU session", the AMF may forward the 5GSM message, the PDU session ID, the S-NSSAI (if configured in the AMF emergency configuration data), the DNN (if configured in the AMF emergency configuration data), and the request type towards the SMF identified by the SMF ID of the PDU session routing context.

12)
if the AMF has a PDU session routing context for the PDU session ID and the UE, the Request type IE is set to "initial request", then the AMF shall perform a local release of the PDU session identified by the PDU session ID and shall request the SMF to perform a local release of the PDU session, and proceed as specified in subclause 5.4.5.2.3.
13)
if the Request type IE is set to "initial request" and the S-NSSAI IE contains an S-NSSAI that is not allowed by the network, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).
14)
if the Request type IE is set to "existing PDU session", the AMF has a PDU session routing context for the PDU session ID and the UE, the PDU session routing context indicates that the PDU session is not an emergency PDU session, and the S-NSSAI associated with the PDU session identified by the PDU session ID is not allowed for the target access type, the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).
15)
if the Request type IE is set to "initial request", "existing PDU session" or "modification request", the UE is not configured for high priority access in selected PLMN, and the UE is in non-allowed area or is not in allowed area, the AMF shall send back to the UE the 5GSM message which was not forwarded, and 5GMM cause #28 "Restricted service area" as specified in subclause 5.4.5.3.1 case i).

16)
if the Request type IE is set to "initial request", the AMF is pending the receipt of a REGISTRATION REQUEST message indicating "mobility registration updating" in the 5GS registration type IE, and an emergency PDU session exists for the UE (see subclause 5.4.4.3), the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e).

17)
if the AMF has a PDU session routing context for the PDU session ID and the UE, the Request type IE is not included, the UE is not configured for high priority access in selected PLMN, and the PDU session is not an emergency PDU session, then the AMF shall forward the 5GSM message, and the PDU session ID IE towards the SMF identified by the SMF ID of the PDU session routing context with:

i)
an exemptionInd attribute indicating "message was exempted from the DNN based congestion activated in the AMF" as specified in 3GPP TS 29.502 [20A], if DNN based congestion control is activated for the selected DNN;
ii)
an exemptionInd attribute indicating "message was exempted from the S-NSSAI and DNN based congestion activated in the AMF" as specified in 3GPP TS 29.502 [20A], if S-NSSAI and DNN based congestion control is activated for the selected S-NSSAI and the selected DNN; or
iii)
an exemptionInd attribute indicating "message was exempted from the S-NSSAI only based congestion activated in the AMF" as specified in 3GPP TS 29.502 [20A], if S-NSSAI only based congestion control is activated for the selected S-NSSAI.
b)
If the Payload container type IE is set to "SMS" and the AMF does not have an SMSF address associated with the UE or the AMF cannot forward the content of the Payload container IE to the SMSF associated with the SMSF address available in the AMF, the AMF shall abort the procedure.

c)
If the Payload container type IE is set to "LTE Positioning Protocol (LPP) message container" and if the Additional information IE is not included in the UL NAS TRANSPORT message or the AMF cannot forward the content of the Payload container IE to the LMF associated with the routing information included in the Additional information IE, the AMF shall abort the procedure.

d)
If the Payload container type IE is set to "UE policy container" and the AMF does not have a PCF address associated with the UE or the AMF cannot forward the content of the Payload container IE to the PCF associated with the PCF address available in the AMF, the AMF shall abort the procedure.
*** change ***
6.4.2.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
If the PDU session is an emergency PDU session, the SMF shall reject the PDU SESSION MODIFICATION REQUEST message with 5GSM cause #31 "request rejected, unspecified".
b)
PDU session inactive for the received PDU session identity.


If the PDU session ID in the PDU SESSION MODIFICATION REQUEST message belongs to any PDU session in state PDU SESSION INACTIVE in the SMF, the SMF shall set the 5GSM cause IE to #43 "Invalid PDU session identity" in the PDU SESSION MODIFICATION REJECT message.
c)
Collision of network-requested PDU session modification procedure and UE-requested PDU session modification procedure.

The handling of the same abnormal case as described in subclause 6.3.2.5 applies.
d)
AMF provides a "message was exempted from the DNN based congestion activated in the AMF" but the UE-requested PDU session modification procedure is not exempt from DNN based congestion control.

If the SMF receives an exemptionInd attribute indicating "message was exempted from the DNN based congestion activated in the AMF" as specified in 3GPP TS 29.502 [20A], and the Extended protocol configuration options IE of the PDU SESSION MODIFICATION REQUEST message does not indicate 3GPP PS data off UE status, then the SMF shall set the 5GSM cause #26 "insufficient resources" in the PDU SESSION MODIFICATION REJECT message.
e)
AMF provides a "message was exempted from the S-NSSAI and DNN based congestion activated in the AMF" but the UE-requested PDU session modification procedure is not exempt from S-NSSAI only based congestion control.

If the SMF receives an exemptionInd attribute indicating "message was exempted from the S-NSSAI and DNN based congestion activated in the AMF" as specified in 3GPP TS 29.502 [20A], and the Extended protocol configuration options IE of the PDU SESSION MODIFICATION REQUEST message does not indicate 3GPP PS data off UE status, then the SMF shall set the 5GSM cause #67 "insufficient resources for specific slice and DNN" in the PDU SESSION MODIFICATION REJECT message.
f)
AMF provides a "message was exempted from the S-NSSAI only based congestion activated in the AMF" but the UE-requested PDU session modification procedure is not exempt from S-NSSAI only based congestion control.

If the SMF receives an exemptionInd attribute indicating "message was exempted from the S-NSSAI only based congestion activated in the AMF" as specified in 3GPP TS 29.502 [20A], and the Extended protocol configuration options IE of the PDU SESSION MODIFICATION REQUEST message does not indicate 3GPP PS data off UE status, then the SMF shall set the 5GSM cause #69 "insufficient resources for specific slice" in the PDU SESSION MODIFICATION REJECT message.
