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1. Introduction
This pCR introduces text for encryption and integrity protection of MCData Data messages. The parent subclause is 3GPP TS 24.282 subclause 6.6.3.1. 
2. Reason for Change
A description of the protection handling is needed for a complete, secure, specification.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.883 version 1.0.1:
Addition of new subclause, including alignment of reference numbers, and clarification that:
-
text refers only to protection within the MCData system;

-
any end to end authentication used terminates at the IWF.
* * * First Change * * * *

6.6.3
Protection of MCData Data signalling and MCData Data messages

6.6.3.1
General

The MCData messages may be encrypted and integrity protected between the IWF and the MCData system. When encryption is applied the media shall be encrypted as specified in 3GPP TS 33.180 [78].

Both unprotected MCData messages and MCData messages that are encypted and/or integrity protected can also be end-to-end encrypted for interworking between an MCData client and the IWF.
NOTE:
The end to end encryption is independent of 3GPP encryption and is out of scope of the present document.

