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1. Overall Description:

SA3 thank CT1 for their LS on handling of non-zero ABBA value in Release 15.
CT1 ask SA3 the following question: 

CT1 kindly requests SA3 to provide feedback on the expected handling at the UE, in Release 15, when it receives an ABBA parameter with a value that is not zero and/or with a length that is more than 2 octets.

SA3 response is as follows:

A Rel-15 (and similarly for later releases) UE shall use the ABBA parameter provided by the network even if the received ABBA parameter has a non-zero value or a length that is more than 2 octets. As the ABBA parameter is used in the derivation of KAMF, by the UE and the SEAF, any change of the ABBA parameter by an attacker will result in a NAS SMC failure. This provide protection against bidding down attacks. 

2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 to take the above response into account. 
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