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1
Overall description
CT1 is specifying a solution for 5GS UE for handling of non-integrity protected reject messages. This is to protect the UE against an DoS attack from a rogue cell pretending to be as a normal cell seding rejects. The solution is following the principle agreed in Rel-13 for EPS.

The solution allows the UE of considering the USIM valid until the UE has received implementation-specific amount of rejects from the network. A weakness of the solution is that it increases the signalling load in genuine networks and especially narrow band radio access networks (e.g. NB-IoT) suffers from the extra signalling.

CT1 has discussed how to decrease the extra signalling and has endorsed a solution (see C1-19aabb) for reject message containing reject causes #3 (Illegal UE), #6 (Illegal ME) and #7 (5GS services not allowed). In this solution CT1 assumes that the network can send a SUCI value to the UE when rejecting the UE initiated procedure. From the received SUCI value (either in de-concealed or concealed form) the UE can confirm that the reject message is sent by a genuine network and the UE considers the USIM invalid without any extra signalling.

While endorsing the solution, CT1 assumes that for an invalid subscription it is not a security risk to send the permanent identifier (SUPI) in the REJECT message as a cleartext.
2
Actions
To SA3: 

ACTION: 
CT1 kindly asks SA3 to take CT1 discussion on consideration, give an feedback and to confirm whether it's correct understanding that responding to the UE with SUPI  is not a security risk for the subscription that is not valid.
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