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1. Introduction
Synchronization of call logs is one of the outstanding tasks that has not been discussed much. This contribution shows needed HTTP profiling and possible procedure text. The UE uses the Ut reference point for the HTTP procedures. The mechanism is that the AS hosts the call log and that the UE can subscribe to changes in the call log. When the UEs are notified about changes they can align their local call logs accordingly.
The mechanism described here is following what OMA has specified as "strict synchronization". Another mechanism, called "simplified synchronization", where the UE requests call log change information when it needs it is also possible.
This contribution is formulated as a pCR in order to illustrate how this functionality could look in 24.174.
2. Proposal

It is proposed to discuss the following possible additions to 3GPP TS 24.174 V0.5.0.
* * * First Change * * * *
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* * * Next Change * * * *

Annex D (Normative):
Call Log Synchronization

D.1
Introduction

This annex specifies the HTTP procedures for a UE to synchronize its call log with the network stored call log.

Editor's Note:
Some or all of the text in particular in D.2, but also in other clauses could go to the main body of the specification.

Editor's Note:
Clauses D.x, D.y, D.z are provided for information. The text can be shorter if OMA-CPM is referenced.

D.2
Procedures

D.2.1
General

The network provides a centralized call log storage. This call log is hosted in an AS and is populated by the network by mechanisms outside the scope of the present document.

D.2.2
Procedures at the UE

D.2.2.1
General

The UE uses HTTP over the Ut reference point to subscribe to notifications of changes to the call log and to update objects in the call log as specified in the following clauses. The UE can subscribe to changes in the centralized call log, and use the notifications received to update the local call log at the UE.

D.2.2.2
Subscripions

In order to subscribe to notifications of changes of the centralized call log the UE sends an HTTP POST request as specified in clause D.x.3.

D.2.2.3
Notifications

When the UE receives an HTTP POST request containing notification of a change in the call log as specified in clause D.x.7, the UE stores the received restartToken specified in clause D.x.3, updates the local call log as appropriate and responds to the HTTP request as specified in clause D.x.7.

D.2.2.4
Modifications of the call log objects

D.2.3
Procedures at the AS

D.2.3.1
General

The AS maintaining a centralized call log maintains the call log objects. The AS updates the call log objects as appropriate based on the session signaling. Exact procedures are out of scope of this document.

D.2.3.2
Subscriptions

The AS shall handle HTTP POST requests for subscription of notifications to changes in the call log as specified in clause D.x.2

D.2.3.3
Notifications

The AS shall send notifications about changes in the call log. When the AS observes changes in the call log for which the UE has subscribed to, the AS shall send an HTTP POST request with "callbackReference" (specified in clause D.x.3) as a request URI.
D.y
Usage of HTTP
HTTP 1.1, as specified in IETF RFC 7230 [n1], IETF RFC 7231 [n2], IETF RFC 7232 [n3], IETF RFC 7233 [n4], IETF RFC 7234 [n5] and IETF RFC 7235 [n6] shall be used.

Editor's Note:
This contribution assumes JSON, IETF RFC 8259 [n8], is used as content type of the HTTP bodies. XML is possible as an alternative.
D.x
Resources

D.x.1
Resource URI structure

The request URI used in HTTP requests from the service consumers (e.g. UEs) towards the AS providing the Network Message Store service shall have the structure:

{apiRoot}/{apiName}/{apiVersion}/{apiSpecificResourceUriPart}

with the following components:

a)
the {apiRoot} shall be a concatenation of the following parts:
-
scheme ("http" or "https");

NOTE:
In this Release of the specification both http and https scheme URIs are allowed.

-
the fixed string "://";

-
authority (host and optional port) as defined in IETF RFC 3986 [n7]; and

-
an optional deployment-specific string (API prefix) that starts with a "/" character;

b)
the {apiName} shall be "nms";

c)
the {apiVersion} shall be "v1"; and

d)
the {apiSpecificResourceUriPart}:

-
for the subscription to network call logs {apiSpecificResourceUriPart}shall be set as described in clause D.x.2.
D.x.2
Subscription to Network Call Logs Resource structure

The resource structure defined by this annex/specification for subscription to network call logs, and shown in figure D.x.2-1 is specified in OMA-TS-REST_NetAPI_NMS-V1_0 [n9].
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Figure D.X.2-1: Resource URI structure for subscription to network call logs

Only those nodes in the resource tree which have associated HTTP methods defined in this annex/specification are depicted by solid boxes.

Table D.x.2-1 provides an overview of the resources and applicable HTTP methods.

Table D.X.2-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method
	Description

	Subscriptions
	{apiRoot}/nms/{apiVersion}
/{storeName}/{boxId}
/subscriptions
	POST
	CallLog_Subscribe

Subscription to the notification of call events and creation of a new Individual Subscription resource.

	Individual Subscription
	{apiRoot}/nms/{apiVersion}
/{storeName}/{boxId}
/subscriptions
/{subscriptionId}
	GET
	CallLog_Read

Reads an Individual Subscription resource.

	
	
	POST
	CallLog_Update

Modifies an existing Individual Subscription resource.

	
	
	DELETE
	CallLog_Unsubscribe

Cancels an individual subscription to notifications of call events.


OMA-TS-REST_NetAPI_NMS-V1_0 [n9] specifies that:

a)
"storeName" URL variable can be used to allow multi-tenancy (i.e. a server hosting multiple independent stores). The value for that variable is deployment dependent (e.g. in simple deployment scenarios it could be a fixed literal).

b)
"boxId" URL variable can be used to identify specific area (or a "box") allocated within the store. The value for this variable depends on the deployment scenario and the service provider's policy. For example, in deployment scenario where:

-
each user is allocated a "box" of its own, the value of "boxId" can be equivalent to the unique identifier of the user (e.g. userId);

-
a "box" is allocated to a group of multiple users (or machines), the value of "boxId" can be a unique identifier of the group; or

-
a "box" is allocated to a machine (non-human user), the value of the "boxId" can be a unique identifier of the machine.

D.x.3
CallLog_Subscribe

To subscribe to notifications of network call log changes, the UE shall send an HTTP POST request with "{apiRoot}/nms/{apiVersion}/{storeName}/{boxId}/subscriptions" as a request URI and the "NmsSubscription" data structure as a request body.

Editor's Note:
Mandatory and optional attributes added by UE in the POST request or by the AS in a "201 Created" response to the POST request are still FFS.

The UE shall include in the "NmsSubscription" data structure:

-
a URI where to receive the requested notifications in the "callbackReference" attribute;

and may include:

-
period of time (in seconds) notifications are provided for in the "duration" attribute; and

-
subscription restart token indicating the point at which this subscription is to start in the "restartToken" attribute (e.g., if it has been offline for a period).

NOTE:
If the "restartToken" attribute is absent, any changes from the time this subscription is created will be notified by the AS.

If the AS cannot successfully fulfil the received HTTP POST request due to the internal AS error or due to the error in the HTTP POST request, the AS shall send the HTTP error response, as described in clause D.x.8. Otherwise, the AS shall create a new Individual Subscription resource and shall send a "201 Created" response to the UE. The AS shall include in the "201 Created" response:

-
a Location header field containing the URI of the created resource i.e. "{apiRoot}/nms/{apiVersion}/{storeName}/{boxId}/subscriptions/{subscriptionId}"; and

-
NmsSubscription" data structure.

The AS shall include in the "NmsSubscription" data structure:

-
period of time (in seconds) which the subscription will still be valid in the "duration" attribute;

-
index of the next notification to be issued in the "index" attribute; and

-
subscription restart token indicating the point at which this subscription currently starts in the "restartToken" attribute,
and may include:

-
the maximum number of events that may be delivered in a NmsEventList in the "maxEvents" attribute if "maxEvents" attribute was not provided by the UE.
D.x.4
CallLog_Read

To read an individual subscription to call log notifications, the UE shall send an HTTP GET request with "{apiRoot}/nms/{apiVersion}/{storeName}/{boxId}/subscriptions/{subscriptionId}" as a request URI.

If the AS cannot successfully fulfil the received HTTP GET request due to the internal AS error or due to the error in the HTTP GET request, the AS shall send the HTTP error response, as described in clause D.x.8. Otherwise, the AS shall send a "200 OK" response with the corresponding subscription in the "NmsSubscription" data structure in the response body.

D.x.5
CallLog_Update

To update an individual subscription to notifications of network call log changes, the UE shall send an HTTP POST request with "{apiRoot}/nms/{apiVersion}/{storeName}/{boxId}/subscriptions/{subscriptionId}" as a request URI and the "NmsSubscriptionUpdate" data structure as a request body.

Editor's Note:
Mandatory and optional attributes added by the UE in the "NmsSubscriptionUpdate" data structure in the POST request or by the AS in the "NmsSubscription" data structure of a "200 OK" response to the POST request are still FFS.

If the UE wants to extend the life (duration) of a subscription the UE shall include in the "NmsSubscriptionUpdate" data structure the "duration" attribute.
If the UE determines by checking the value of the received "index" attribute that a notification has been lost the UE shall include in the "NmsSubscriptionUpdate" data structure the "restartToken" attribute set to the previous value of the "restartToken" received immediately before the lost notification.
NOTE:
A previously created {subscriptionId} can be updated only if it has not timed out (i.e. subscription's "duration" has not expired).

If the AS cannot successfully fulfil the received HTTP POST request due to the internal AS error or due to the error in the HTTP POST request, the AS shall send the HTTP error response, as described in clause D.x.8. Otherwise, the AS shall update the corresponding subscription and shall send a "200 OK" response with the "NmsSubscription" data structure in the response body. The AS shall include in the "NmsSubscription" data structure:

-
index of the next notification to be issued in the "index" attribute; and

-
subscription restart token indicating the point at which this subscription currently starts in the "restartToken" attribute.

If the "restartToken" attribute was present in the "NmsSubscriptionUpdate" data structure of the received HTTP POST request, the AS shall send all matching network call log changes subsequent to the point indicated by the "restartToken", as described in clause D.x.7.
D.x.6
CallLog_Unsubscribe

To unsubscribe to call log notifications, the UE shall send an HTTP DELETE request with "{apiRoot}/nms/{apiVersion}/{storeName}/{boxId}/subscriptions/{subscriptionId}" as a request URI.

If the AS cannot successfully fulfil the received HTTP DELETE request due to the internal AS error or due to the error in the HTTP DELETE request, the AS shall send the HTTP error response, as described in clause D.x.8. Otherwise, the AS shall remove the corresponding subscription and shall send a "204 No Content" response.

D.x.7
CallLog_Notify

When the AS observes changes in the call log for which the UE has subscribed to, the AS shall send an HTTP POST request with "callbackReference" as a request URI and the "NmsEventList" data structure as a request body.
Editor's Note:
Mandatory and optional attributes added by the AS in the "NmsEventList" data structure of the POST request are still FFS.

Upon successful reception of the HTTP POST request the UE shall:

-
update own call log;
-
store received "index" attribute;
-
store received "restartToken" attribute; and
-
send a "204 No Content" response.

D.x.8
Error handling

For the subscription to network call logs service, HTTP error responses shall be supported as specified in table D.x.8-1. Support of an HTTP status code shall be:

-
mandatory, which is marked in table as "M";

-
service specific, which is marked in table as "SS" and means that the requirement to process the HTTP status code depends on the service operation; or

-
not applicable, which is marked in table as "N/A".

Table D.x.8-1: HTTP status code supported on subscription to network call logs

	HTTP status code
	HTTP method

	
	DELETE
	GET
	POST

	200 OK (NOTE 1, NOTE 2)
	N/A
	M
	SS

	201 Created (NOTE 3)
	N/A
	N/A
	SS

	204 No Content (NOTE 4)
	M
	N/A
	SS

	400 Bad Request
	M
	M
	M

	401 Unauthorized
	M
	M
	M

	403 Forbidden
	M
	M
	M

	404 Not Found
	M
	M
	M

	405 Method Not Allowed (NOTE 5)
	SS
	SS
	N/A

	406 Not Acceptable
	N/A
	M
	N/A

	411 Length Required
	N/A
	N/A
	M

	413 Payload Too Large
	N/A
	N/A
	M

	415 Unsupported Media Type
	N/A
	N/A
	M

	429 Too Many Requests
	M
	M
	M

	500 Internal Server Error
	M
	M
	M

	503 Service Unavailable
	M
	M
	M

	NOTE 1:
"200 OK" response shall contain body.

NOTE 2:
In successful case HTTP POST request used to update an Individual Subscription resource shall be acknowledge with a "200 OK".

NOTE 3:
In successful case HTTP POST request used to subscribe to the notification of call events shall be acknowledge with a "201 Created" response.

NOTE 4:
In successful case HTTP POST request used to notify about call events shall be acknowledge with a "204 No Content" response.

NOTE 5:
Any HTTP method other than POST received to Subscriptions resource shall be rejected with "405 Method Not Allowed" response and shall contain an Allow header field set to "POST".
Any HTTP method other than GET, POST or DELETE received to an Individual Subscription resource shall be rejected with "405 Method Not Allowed" response and shall contain an Allow header field set to  "GET, POST, DELETE".


D.z
Call Log Data Model

D.z.1
General

This clause specifies the call log data model supported by the API.

Table D.z.1-1 specifies the data types defined for the call log data model.
Table D.z.1-1: Call Log data model

	Data type
	Section defined
	Description

	Call-Disposition
	D.z.2.9
	The result of the call.

	Call-Duration
	D.z.2.11
	The duration of the call.

	Call-Info
	D.z.2.15
	Call-Info, if received in the SIP request.

	Call-Subtype
	D.z.2.6
	Details related to type of call.

	Call-Type
	D.z.2.5
	The type of call.

	Cc
	D.z.2.4
	List of recipients.

	Data-Usage
	D.z.2.10
	Data usage, FFS in OMA.

	Date
	D.z.2.7
	Time of the call.

	Device-Name
	D.z.2.8
	Device that stored the object.

	Direction
	D.z.2.12
	Direction of the call.

	Enriched-Content
	D.z.2.17
	Enriched content if received in the SIP request.

	From
	D.z.2.1
	The address of the originator of the call.

	Geoclocation
	D.z.2.16
	The location, if received in the SIP request.

	Priority
	D.z.2.14
	Priority of the call.

	Subject
	D.z.2.13
	Subject of the call.

	To
	D.z.2.3
	Recipient of the call.

	Verified-From-Status
	D.z.2.2
	Verification status.


D.z.2
Structured Data Types

D.z.2.1
From

Table D.z.2.1-1: Definition of type From

	Attribute name
	Data type
	P
	Cardinality
	Description

	From
	string
	M
	1
	The URI of the originating user.


D.z.2.2
Verified-From-Status

Table D.z.2.2-1: Definition of type Verified-From-Status

	Attribute name
	Data type
	P
	Cardinality
	Description

	Verified-From-Status
	string
	O
	0..1
	The URI of the originating user.


D.z.2.3
To

Table D.z.2.3-1: Definition of type To

	Attribute name
	Data type
	P
	Cardinality
	Description

	To
	string
	M
	1
	The URI of the terminating user.


D.z.2.4
Cc

Table D.z.2.4-1: Definition of type CC

	Attribute name
	Data type
	P
	Cardinality
	Description

	Cc
	array of string
	O
	0..1
	Array of URI of the participants in a group call.


D.z.2.5
Call-Type

Table D.z.2.5-1: Definition of type Call-Type

	Attribute name
	Data type
	P
	Cardinality
	Description

	Call-Type
	enumerated string
	M
	1
	The call type. Possible values "voice", "video".


D.z.2.6
Call-Subtype

Table D.z.2.6-1: Definition of type Call-Subtype

	Attribute name
	Data type
	P
	Cardinality
	Description

	Call-Subtype
	enumerated string
	O
	0..1
	FFS. Possible values "CS", "VoWiFi", "VoLTE".


D.z.2.7
Date

Table D.z.2.7-1: Definition of type Date

	Attribute name
	Data type
	P
	Cardinality
	Description

	Date
	date as specified for xsd:dateTimeStamp
	
	1
	The time of the call.


D.z.2.8
Device-Name

Table D.z.2.8-1: Definition of type Device-Name

	Attribute name
	Data type
	P
	Cardinality
	Description

	Device-Name
	string
	O
	0..1
	The user friendly name of the device storing the call log object.


D.z.2.9
Call-Disposition

Table D.z.2.9-1: Definition of type Call-Disposition

	Attribute name
	Data type
	P
	Cardinality
	Description

	Call-Disposition
	enumerated string
	M
	1
	The result of the call.
For incoming calls: "ANSWERED", "LEFT_MESSAGE", "HUNG_UP", "REJECTED", "BUSY" or "BLACKLISTED".

For outgoing calls "OUTGOING ANSWERED", "OUTGOING UNANSWERED", "HUNG UP_BEFORE_ANSWER", "BUSY".


D.z.2.10
Data-Usage

Table D.z.2.10-1: Definition of type Data-Usage

	Attribute name
	Data type
	P
	Cardinality
	Description

	Data-Usage
	string
	O
	0..1
	FFS. Depends on if the client can have the full data usage info at the end oa a call.


D.z.2.11
Call-Duration

Table D.z.2.11-1: Definition of type Call-Duration

	Attribute name
	Data type
	P
	Cardinality
	Description

	Call-Duration
	integer
	M
	1
	The duration of the call in seconds.


D.z.2.12
Direction

Table D.z.2.12-1: Definition of type Direction

	Attribute name
	Data type
	P
	Cardinality
	Description

	Direction
	enumerated string
	M
	1
	Possible values: "In", "Out".


D.z.2.13
Subject

Table D.z.2.13-1: Definition of type Subject

	Attribute name
	Data type
	P
	Cardinality
	Description

	Subject
	string
	O
	0..1
	The content of the "Subject" header field in the SIP request.


D.z.2.14
Priority

Table D.z.2.14-1: Definition of type Priority

	Attribute name
	Data type
	P
	Cardinality
	Description

	Priority
	enumerated string
	O
	0..1
	The value of the Priority header field, if present. Possible values: "normal", "urgent", "non-urgent" and "emergency".


D.z.2.15
Call-Info

Table D.z.2.15-1: Definition of type Call-Info

	Attribute name
	Data type
	P
	Cardinality
	Description

	Call-Info
	string
	O
	0..1
	The URI of the location of content or the cid pointing to the Content-Type in the payload part of the object.


D.z.2.16
Geoclocation

Table D.z.2.16-1: Definition of type Geoclocation

	Attribute name
	Data type
	P
	Cardinality
	Description

	Geoclocation
	string
	O
	0..1
	Set if the "Geolocation" header field exists in the SIP request. Set to the cid pointing to the Content-Type in the payload part of the object.


D.z.2.17
Enriched-Content

Table D.z.2.17-1: Definition of type Enriched-Content

	Attribute name
	Data type
	P
	Cardinality
	Description

	Enriched-Content
	string
	O
	0..1
	A multipart content-type inidicating enriched information in the payload of the object.


* * * End of Changes * * * *
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