[bookmark: _Toc533169939]13.3	Media plane encryption and decryption
[bookmark: _Toc533169940]13.3.1	General
Void.
[bookmark: _Toc533169941]13.3.2	The IWF performing the participating MCPTT functionrole
The IWF performing the participating MCPTT functionrole:
1.	if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.	if protection of floor control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were received from the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall encrypt floor control messages sent using unicast to the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)	shall decrypt floor control messages received using unicast from the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
3.	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required and a MuSiK and a MuSiK-ID are associated with the on-network group call of the floor control messages:
A)	shall encrypt floor control messages sent over the MBMS subchannel according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and MuSiK-ID as specified in subclause 13.2;
[bookmark: _Hlk494897685]NOTE:	The participating MCPTT function compliant to Release 14 of the present document does not use MKFC and MKFC-ID.
24.	if protection of floor control messages between the IWF performing the participating MCPTT functionrole and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF:
participating MCPTT function:
A)	shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

35.	if protection of floor control messages between the IWF performing the participating MCPTT functionrole and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the participating MCPTT functionIWF, then the IWF:

A)	shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

6.	if protection of pre-established session call control messages between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were received from the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall encrypt pre-established session call control messages sent to the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)	shall decrypt pre-established session call control messages received from served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
7.	if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated between the participating MCPTT function and the MCPTT client and the CSK and the CSK-ID were received from the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];
A)	shall encrypt media control messages sent using unicast to the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)	shall decrypt media control messages received using unicast from the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
48.	if protection of media control messages between the IWF performing the participating MCPTT function and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWFparticipating MCPTT function, then the IWF:
A)	shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
59.	if protection of media control messages between the IWF performing the participating MCPTT functionrole and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWFparticipating MCPTT function, then the IWF:
A)	shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.; and
10.	if protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer is required and the MSCCK and the MSCCK-ID associated with the MBMS bearer were sent to one or more served MCPTT clients using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall encrypt MBMS subchannel control messages specified in subclause 8.4 sent over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in subclause 13.2.
[bookmark: _Toc533169942]13.3.3	The MCPTT clientIWF floor participant
The MCPTT clientIWF floor participant:
1.	in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)	if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
i)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in subclause 13.2; and
ii)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID as specified in subclause 13.2; and
NOTE 1:	The MCPTT client can receive floor control messages encrypted using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID from a participating MCPTT function compliant only to Release 13 of the present document.
D)	if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
2.	in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2;
B)	if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
i)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in subclause 13.2; and
ii)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID of the temporary MCPTT group as specified in subclause 13.2; and
NOTE 2:	The MCPTT client can receive floor control messages encrypted using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID from a participating MCPTT function compliant only to Release 13 of the present document.
D)	if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
3.	in an on-network private call:
A)	if:
i)	protection of media is negotiated in an originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of media is negotiated in a terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];
	then:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;. 
B)	if protection of floor control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
D)	if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
4.	in an off-network group call of an MCPTT group:
A)	if protection of media is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)	if protection of floor control messages is announced and the GMK and the GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)	shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
C)	if protection of media control messages is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)	shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
5.	in an off-network private call:
A)	if:
i)	protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];
	then:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
B)	if:
i)	protection of floor control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of floor control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2].
	then:
i)	shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)	shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in subclause 13.2; and
C)	if:
i)	protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or
ii)	protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];
	then:
i)	shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)	shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
6.	if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)	shall decrypt received pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
6.	if the MSCCK and the MSCCK-ID associated with the MBMS bearer were received from the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
A)	shall decrypt MBMS subchannel control messages specified in subclause 8.4 received over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in subclause 13.2.
[bookmark: _Toc533169943]13.3.4	The IWF performing the controlling MCPTT functionrole
The IWF performing the controlling MCPTT functionrole:
1.	if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.	in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of floor control messages between the IWF performing the controlling MCPTT functionrole and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT functionIWF, then the IWF:
i)	shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)	shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	if protection of media control messages between the IWF performing the controlling MCPTT functionrole and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT functionIWF, then the IWF:
i)	shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)	shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
3.	in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of floor control messages between the IWF performing the controlling MCPTT functionrole and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT functionIWF, then the IWF:
i)	shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)	shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	if protection of media control messages between the IWF performing the controlling MCPTT functionrole and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT functionIWF, then the IWF:
i)	shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)	shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
4.	in an on-network private call:
A)	if protection of floor control messages between the IWF performing the controlling MCPTT functionrole and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT functionIWF, then the IWF:
i)	shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)	shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	if protection of media control messages between the IWF performing the controlling MCPTT functionrole and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT functionIWF, then the IWF:
i)	shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
ii)	shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.
[bookmark: _Toc533169944]13.3.5	The IWF performing the non-controlling MCPTT functionrole
The IWF performing the non-controlling MCPTT functionrole:
1.	if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.	if protection of floor control messages between the IWF performing the non-controlling MCPTT functionrole and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT functionIWF, then the IWF:
A)	shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
3.	if protection of floor control messages between the IWF performing the non-controlling MCPTT functionrole and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT functionIWF, then the IWF:
A)	shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
4)	if protection of media control messages between the IWF performing the non-controlling MCPTT functionrole and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT functionIWF, then the IWF:
A)	shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
5)	if protection of media control messages between the IWF performing the non-controlling MCPTT functionrole and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT functionIWF, then the IWF:
A)	shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)	shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.
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13.3   Media  plane  encryption and decryption   13.3.1   General   Void.   13.3.2   The  IWF performing the  participating  role   The  IWF performing the  participating  role :   1.   if  protection of media is negotiated , shall be  transparent to RTP media streams and  shall  forward encrypted  RTP media streams withou t decrypting the payload ;   2 .   if  protection of floor control messages  between the  IWF performing the  participating  role   and the controlling  MCPTT function is neg otiated and t he  SPK   and the  SPK - ID   are configured in the  IWF , then   the IWF :   A)   shall  encrypt floor control messages sent  to  the  controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and 3GPP   TS   33.180   [ 18 ]  using  SRTP - MK,  SRTP - MS and SRTP - MKI  generated  using the SPK and SPK - ID as specified in subclause   13.2;   and   B)   shall decrypt floor control messages received from  the  controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and 3GPP   TS   33.180   [ 18 ]  using  SRTP - MK, SRTP - MS  and SRTP - MKI  generated  using the SPK and SPK - ID as specified in subclause   13.2;   3 .   if  protection of floor control messages  between the  IWF performing the  participating  role   and the non - controlling MCPTT function is negotiated and the SPK an d the SPK - ID   are configured in the  IWF, then   the  IWF :   A)   shall encrypt floor control messages sent to  the non - controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and 3GPP   TS   33.180   [ 18 ]  using  SRTP - MK, SRTP - MS and SRTP - MK I  generated  using the SPK and SPK - ID as specified in subclause   13.2;   and   B)   shall decrypt floor control messages received from  the non - controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and 3GPP   TS   33.180   [ 18 ]  using  SRTP - MK, SRTP - M S and SRTP - MKI   ge nerated  using the  SPK and SPK - ID   a s specified in subclause   13.2;   4 .   if  protection of media control messages  between the  IWF performing the  participating MCPTT function and  the controlling MCPTT functi on is negotiated and t he  SPK   and the  SPK - ID   are configured in the  IWF , then   the IWF :   A)   shall  encrypt  media  control messages sent to  the  controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and   3GPP   TS   33.180   [ 18 ]  using  SR TP - MK, SRTP - MS and SRTP - MKI  generated  using the SPK and SPK - ID as specified in subclause   13.2;   and   B)   shall decrypt  media  control messages received from  the  controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and 3GPP   TS   33.180   [ 18 ]  using  SRTP - MK, S RTP - MS and SRTP - MKI  generated  using the SPK and SPK - ID as specified in subclause   13.2;   and   5 .   if  protection of media control messages  between the  IWF performing the  participating  role   and the non - controlling MCPTT function is negotiated and  the SPK and the SPK - ID   are configured in the  IWF , then   the  IWF :   A)   shall encrypt  media  control messages sent to  the non - controlling MCPTT function according to  IETF   RFC   3711   [ 16 ] and 3GPP   TS   33.180   [ 18 ]  using   SRTP - MK, SRTP - MS an d SRTP - MKI  generated  using the SPK and SPK - ID as specified   in subclause   13.2;   and  

