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	Reason for change:
	CT1 sent an LS to SA3 (see C1-191686) asking about the UE behavior when an ABBA parameter with a non-zero value, or with a length that is more than 2 octets, is received in Release 15.
This document aims to specify the UE behavior for this case following the LS response from SA3.

	
	

	Summary of change:
	Specify that in case the UE receives an ABBA parameter with 

- a length of more than 2 octets, 

- a non-zero value

the UE shall use the ABBA as received from the network.
Interoperability analysis

1) UE compliant with the previous specification version with an AMF that is compliant with this CR

If the UE gets an ABBA parameter with a value that is different from 0000H, the UE will send a 5GMM STATUS message. However, the AMF already handles a 5GMM STATUS message. 
2) UE compliant with this CR with an AMF that is compliant with the previous specification version

If the UE gets an ABBA parameter with a value that is different from 0000H, the UE will use the ABBA parameter as it is received. If for some reason the KAMF at the UE and the network is not the same, the integrity check fails during the security mode procedure. However, handling integrity check failures already exists and is not introduced by this CR. If the KAMF at the UE and the network is the same, then no errors will occur.

This CR is backwards compatible.

	
	

	Consequences if not approved:
	The UE uses an ABBA that is different from what the network has used leading to security failure
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***** Next change *****
5.4.1.2.4.2
EAP message reliable transport procedure initiation by the network

In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION REQUEST message.
The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message to be sent to the UE. The AMF shall set the ngKSI IE of the AUTHENTICATION REQUEST message to the ngKSI value selected in subclause 5.4.1.2.2.2 or subclause 5.4.1.2.3.1. In this release of specification, the AMF shall set the ABBA IE of the AUTHENTICATION REQUEST message  with the length of ABBA IE to 2 and the ABBA contents to be 2 octets in length with value 0000H as described in subclause 9.11.3.10. If the UE receives the ABBA IE with:

a)
a length that is set to a value larger than 2; or

b)
a value that is different from 0000H;

the UE uses the length and the contents of the ABBA IE as received from the network.
The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer T3560 (see example in figure 5.4.1.2.4.2.1).
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Figure 5.4.1.2.4.2.1: EAP message reliable transport procedure

Upon receipt of an AUTHENTICATION REQUEST message with the EAP message IE, the UE handles the EAP message received in the EAP message IE and the ABBA of the AUTHENTICATION REQUEST message.

***** Next change *****
5.4.1.3.2
Authentication initiation by the network

The network may initiate a 5G AKA based primary authentication and key agreement procedure for a UE in 5GMM-CONNECTED mode at any time. For restrictions applicable after handover or inter-system change to N1 mode in 5GMM-CONNECTED mode, see subclause 5.4.1.2.3.

The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see example in figure 5.4.1.3.2.1). The AUTHENTICATION REQUEST message shall contain the parameters necessary to calculate the authentication response (see 3GPP TS 33.501 [24]). This message shall include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. This message shall also include the ABBA parameter. In this release of specification, the network shall set the length of ABBA IE to 2 and the ABBA contents to be 2 octets in length with value 0000H as described in subclause 9.11.3.10. If the UE receives the ABBA IE with:

a)
a length that is set to a value larger than 2 and the ABBA contents also have a length of more than 2 octets; or

b)
a value that is different from 0000H; or

c)
both of the above;

the UE uses the length and the contents of the ABBA IE as received from the network.
If an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates a 5G AKA based primary authentication and key agreement procedure.
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Figure 5.4.1.3.2.1: 5G AKA based primary authentication and key agreement procedure

***** Next change *****
9.11.3.10
ABBA

The purpose of the ABBA information element is to enable the bidding down protection of security features.

The ABBA information element is coded as shown in figure 9.11.3.10.1 and table 9.11.3.10.1.
The ABBA is a type 4 information element with a minimum length of 4 octets.
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Figure 9.11.3.10.1: ABBA information element
Table 9.11.3.10.1: ABBA information element
	ABBA contents (octet 3-n):
indicate set of security features defined for 5GS as described in 3GPP TS 33.501 [24]. 
NOTE:
In this release of the specification, the network shall set the Length of ABBA contents to 2 octets and the ABBA contents to 0000H as described in 3GPP TS 33.501 [24]. If the UE receives the ABBA parameter with a different length or value, the UE shall use the indicated length and contents of the ABBA parameter as received from the network.
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