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***** Next change *****
7.9.x Definition of media feature tag g.3gpp.rlos
Media feature-tag name: g.3gpp.rlos
ASN.1 Identifier: 1.3.6.1.8.2.x
Editor's note:
: [WID PARLOS, CR#6326] the ASN.1 Identifier will need to be updated once the IANA registration is completed.

Editor's note:
[WID PARLOS, CR#6326] this media feature tag is to be registered with IANA when the release 16 is completed.

Summary of the media feature indicated by this tag: This feature-tag when used in a SIP REGISTER request indicates that the function sending the SIP message supports restricted local operator service. 

Values appropriate for use with this feature-tag: Boolean
The feature-tag is intended primarily for use in the following applications, protocols, services, or negotiation mechanisms: This feature-tag is most useful in a communications application, for describing the capabilities of a device, such as a phone or PDA.

Examples of typical use: Indicating that a mobile phone supports the restricted local operator service
Related standards or documents: 3GPP TS 24.229: " IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3"

Security Considerations: Security considerations for this media feature-tag are discussed in subclause 12.1 of IETF RFC 3840 [53].

***** Next change *****
B.3.1.x
RLOS
Not applicable.
***** Next change *****
B.3.2.x
RLOS
Not applicable.

***** Next change *****
B.3.3.x
RLOS
Not applicable.

***** Next change *****
E.3.1.x
RLOS
Not applicable.
***** Next change *****
E.3.2.x
RLOS
Not applicable.

***** Next change *****
E.3.3.x
RLOS
Not applicable.

***** Next change *****
H.3.1.x
RLOS
Not applicable.
H.3.2.x
RLOS
Not applicable.

H.3.3.x
RLOS
Not applicable.

***** Next change *****
L.3.1.x
RLOS

L.3.1.x.1
General
The support for RLOS as described in this subclause is optional for the UE.
L.3.1.x.2
Registration
On sending an unprotected REGISTER request for RLOS, the UE shall perform the actions as specified in subclause 5.1.1.2 as specified wih the following additions:
a)
If the UE supports RLOS and decides to indicate support for RLOS when sending a REGISTER request as specified in subclause 5.1.1.2 and the UE uses an IP-CAN as specified in Annex L, then the UE shall in the REGISTER request include a "+g.3gpp.rlos" Contact header field parameter, as defined in subclause 7.9.X.
Editor's note:
[WID PARLOS, CR#6326] The case where the UE does not contain UICC/SIM is for further study.
On reception of a 200 (OK) response to the REGISTER request for RLOS, the UE shall perform the actions as specified in subclause 5.1.1.2 and shall locally store an indication that RLOS session setup is possible. The indication is valid for an implementation specific time.
On receiving a 403 (Forbidden) response containing a Response-Source header field with a "fe" header field parameter set to "<urn:3gpp:fe:s-cscf>" for an initial registration that included a "+g.3gpp.rlos" Contact header field parameter in the REGISTER request, then the UE shall locally store an indication that setup of a RLOS session is possible. The indication is stored for an implementation dependent time.
***** Next change *****
L.3.2.x
RLOS
L.3.2.x.1
General
The support for RLOS as described in this subclause is optional for the P-CSCF.
L.3.2.x.2
Registration
A P-CSCF supporting RLOS shall perform the procedures as specified in subclause 5.2.2 and in addition shall perform the procedures specified in this sublclause.
When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)
the REGISTER request contains a "+g.3gpp.rlos" Contact header field parameter:

a)
if the P-Access-Network-Info header field indicates an IP-CAN for which procedures are defined in an Annex different than Annex L the P-CSCF shall reject the REGISTER request by sending a 403 (Forbidden) response; 

b)
based on the outcome of the IP address and APN check with the PCRF as described in 3GPP TS 23.228 [7] the P-CSFCF may reject the REGISTER request by sending a 403 (Forbidden); and

c)
The P-CSCF shall include a Response-Source header field with a "fe" header field parameter set to "<urn:3gpp:fe:p-cscf.orig>"; and
2)
if the REGISTER request contains a "+g.3gpp.rlos" Contact header field parameter and the public user identity in the REGISTER request indicates a user for which the operator of the P-CSCF does not have a roaming agreement, select a preconfigured S-CSCF and insert a Route header field with the S-CSCF URI for originating requests and forward the request to the selected S-CSCF.
When the P-CSCF receives a 403 (Forbidden) response to a REGISTER request that contained a "+g.3gpp.rlos" Contact header field parameter, the P-CSCF shall:

1)
create a temporary unauthenticated subscriber record for the registered public user identity;

2)
associate the S-CSCF with the registered public user identity and associated contact address;

3)
store the registered public user identity as a default public user identity for use with procedures for the P-Asserted-Identity header field for requests received from the UE;

4)
store the values received in the P-Charging-Function-Addresses header field;

5)
if a "term-ioi" header field parameter is received in the P-Charging-Vector header field, store the value of the received "term-ioi" header field parameter;

NOTE 1:
Any received "term-ioi" header field parameter will contain a type 1 IOI. The type 1 IOI identifies the home network of the registered user.

6)
if the P-CSCF inserted one or more Feature-Caps header fields containing the capability indicators listed in subclause 7.9A.7 to indicate the media capabilities supported by the IMS-AGW controlled by the P-CSCF (IMS-ALG) in the REGISTER request then the P-CSCF shall insert Feature-Caps header fields containing the same capability indicators listed in subclause 7.9A.7 that it inserted in the REGISTER request in the 200 (OK) response.
NOTE 2:
If the P-CSCF is not supporting media capability indication, no capability indicators listed in subclause 7.9A.7 are included and it can be assumed that all the media capabilities are supported.
***** Next change *****
L.3.3.x
RLOS

L.3.3.x.1
General
The support for RLOS as described in this subclause is optional.
L.3.3.x.2
Registration
A S-CSCF supporting RLOS shall perform the procedures as specified in subclause 5.4.1.2 and in addition shall perform the procedures specified in this sublclause.

Upon receipt of a REGISTER request that is part of an initial registration as described in subclause 5.4.1.2.1
1)
if REGISTER request contains a "+g.3gpp.rlos" Contact header field parameter, the S-CSCF:

a)
if the S-CSCF supports GPRS-IMS-Bundled authentication and the public user identity in the REGISTER request indicates a user for which the operators of the S-CSCF does not have a roaming agreement with the home network operator, shall reject the request by returning a 420 (Bad Extension) response in which the Unsupported header field contains the value "sec-agree"; and
b)
if the S-CSCF does not support GPRS-IMS-Bundled authentication and the public user identity in the REGISTER request indicates a user for which the operators of the S-CSCF does not have a roaming agreement with the home network operator, shall reject the request by returning a 403 (Forbidden) response and include a Response-Source header field with a "fe" header field parameter set to "<urn:3gpp:fe:s-cscf>". The S-CSCF shall create a temporary record for the public user identity which is registered with a default service profile which is valid for an implementation specific time; and

Upon receipt of a REGISTER request without an Authorization header field as described in subclause 5.4.1.2.1E and the REGISTER request contains a "+g.3gpp.rlos" Contact header field paramete, the S-CSCF shall skip the procedures in subclause 5.4.1.2.1E and shall 
1)
identify the user by the public user identity as received in the To header field of the REGISTER request. The S-CSCF shall derive the private user identity from the public user identity being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and To header field parameters;

2)
check if the P-Visited-Network-ID header field is included in the REGISTER request, and if it is included identify the visited network by the value of this header field;

3)
check whether a "received" header field parameter exists in the Via header field provided by the UE. If a "received" header field parameter exists, the S-CSCF shall compare the IP address recorded in the "received" header field parameter against the UE's IP address stored during registration. In case of IPv6 stateless autoconfiguration, the S-CSCF shall compare the prefix of the IP address recorded in the "received" header field parameter against the UE's IP address prefix stored during registration. If no "received" header field parameter exists in the Via header field provided by the UE, then the S-CSCF shall compare IP address recorded in the "sent-by" parameter against the stored UE IP address. In case of IPv6 stateless autoconfiguration, S-CSCF shall compare the prefix of the IP address recorded in the "sent-by" parameter against the UE's IP address prefix stored during registration. In any case, if the stored IP address (or prefix) and the (prefix of the) IP address recorded in the Via header field provided by the UE do not match, the S‑CSCF shall query the HSS as described in 3GPP TS 29.228 [14] with the derived private user identity and the public user identity as input and store the received IP address (or prefix) of the UE. If the stored IP address (or prefix) and the (prefix of the) IP address recorded in the Via header field provided by the UE still do not match the S-CSCF shall reject the registration with a 403 (Forbidden) response and skip the following steps;

4)
determine the duration of the registration by checking the registration expiration interval value in the received REGISTER request and bind it either to the respective contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used). Based on local policy, the S-CSCF may reduce the duration of the registration or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

5)
update registration bindings;

6)
create a temporary record for the public user identity being registered with a default service profile; 
7)
store the "icid-value" header field parameter received in the P-Charging-Vector header field;
8)
if an "orig-ioi" header field parameter is received in the P-Charging-Vector header field, store the value of the received "orig-ioi" header field parameter;
9)
check whether a Path header field was included in the REGISTER request and construct a list of preloaded Route header fields from the list of entries in the received Path header field. The S-CSCF shall preserve the order of the preloaded Route header fields and bind them either to the contact address of the UE and the contact information that was received in the REGISTER request; and
10)
create and send a 200 (OK) response for the REGISTER request as specified in subclause 5.4.1.2.2F;
In case the timer reg-await-auth is running for this user, S-CSCF supports RLOS as specified in TS 23.228 [7] and the REGISTER request contains a "+g.3gpp.rlos" Contact header field parameter, the S-CSCF shall:

1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match;

2)
stop timer reg-await-auth;

3)
check whether an Authorization header field is included, containing:

a)
the private user identity of the user in the "username" header field parameter;

b)
if the "integrity-protected" header field parameter is set to "yes", the "algorithm" header field parameter set to "AKAv1-MD5"

c)
if the "integrity-protected" header field parameter is set to "tls-connected", the "algorithm" header field parameter set to "AKAv2-SHA-256" if the S-CSCF supports the IMS AKA using HTTP Digest AKAv2 without IPSec security association; and

d)
the authentication challenge response needed for the authentication procedure in the "response" header field parameter.

The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response (calculated by the S-CSCF using XRES and other parameters as described in RFC 3310 [49] when AKAv1 is used or as described in RFC 4169 [227] when AKAv2 is used) match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if the challenge response received from the UE and the expected response calculated by the S-CSCF do not match;
5)
if there are public user identities (including the public user identity being registered, if previously registered) that belong to this user that have been previously registered with the same private user identity, and with an old contact address different from the one received in the REGISTER request and if the previous registrations have not expired:

a)
terminate all dialogs, associated with the previously registered public user identities (including the public user identity being registered, if previously registered), with a status code 480 (Temporarily Unavailable) in the Reason header field of the BYE request, as specified in subclause 5.4.5.1.2;

b)
send a NOTIFY request, to the subscribers to the registration event package of the previously registered public user identities, that indicates that all previously registered public user identities (excluding the public user identity being registered) belonging to this user identified with its private user identity, have been deregistered, as described in subclause 5.4.2.1.2. For the public user identity being registered, the NOTIFY request contains the new contact information; and

c)
delete all information associated with the previously registered public user identities;

6)
store the following information in the local data:

a)
the public user identities due to the received REGISTER request which is set to the public user identity as received in the REGISTER request. The public user identity is identified as non-barred;

b)
a default service profile that indicates that the public user identity is registered for RLOS;

c)
if S-CSCF restoration procedures are supported, the restoration information if received as specified in 3GPP TS 29.228 [14]; and

d)
if PCRF based P-CSCF restoration procedures are supported, all the user profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including the IMSI, if available;

6)
update registration bindings and 
a)
bind to each non-barred registered public user identity the registered contact information including all header field parameters contained in the Contact header field and all associated SIP URI parameters, and
b)
if the Contact header field of the REGISTER request contained a "+sip.instance" and a "reg-id" header field parameter, and the SIP URI in the Path header field inserted by the P-CSCF contained an "ob" SIP URI parameter header field, and:

-
if the public user identity has not previously been registered with the same "+sip.instance" and "reg-id" Contact header field parameter values, then create the registration flow in addition to any existing registration flow; or

-
if the public user identity has previously been registered with the same "+sip.instance" and "reg-id" header field parameter values, then determine whether the request refreshes or replaces an existing registration flow. If the request:

i)
refreshes an existing registration flow, then the S-CSCF shall leave the flow intact; or

ii)
replaces the existing registration flow with a new flow, then the S-CSCF shall:

a)
terminate any dialog, as specified in subclause 5.4.5.1.2, with a status code 480 (Temporarily Unavailable) in the Reason header field of the BYE request, associated with the registration flow being replaced; and

b)
send a NOTIFY request to the subscribers to the registration event package for the public user identity indicated in the REGISTER request, as described in subclause 5.4.2.1.2;

7)
check whether a Path header field was included in the REGISTER request and construct a list of preloaded Route header fields from the list of entries in the received Path header field. The S-CSCF shall preserve the order of the preloaded Route header fields and bind them either to the contact address of the UE or the registration flow and the associated contact address (if the multiple registration mechanism is used) and the contact information that was received in the REGISTER request;

8)
determine the duration of the registration by checking the value of the registration expiration interval value in the received REGISTER request and bind it either to the respective contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used). Based on local policy, the S-CSCF may reduce the duration of the registration or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration.;

9)
store the "icid-value" header field parameter received in the P-Charging-Vector header field;

10)
if an "orig-ioi" header field parameter is received in the P-Charging-Vector header field, store the value of the received "orig-ioi" header field parameter; and

11)
create a 403 (Forbidden) response for the REGISTER request including a Response-Source header field with a "fe" header field parameter set to "<urn:3gpp:fe:s-cscf >" and send the so generated response.

***** Next change *****
M.3.1.x
RLOS
Not applicable.
***** Next change *****
M.3.2.x
RLOS
Not applicable.

***** Next change *****
M.3.3.x
RLOS
Not applicable.

***** Next change *****
O.3.1.x
RLOS
Not applicable.
***** Next change *****
O.3.2.x
RLOS
Not applicable.

***** Next change *****
O.3.3.x
RLOS
Not applicable.

***** Next change *****
Q.3.1.x
RLOS
Not applicable.
***** Next change *****
Q.3.2.x
RLOS
Not applicable.

***** Next change *****
Q.3.3.x
RLOS
Not applicable.

***** Next change *****
R.3.1.x
RLOS
Not applicable.
***** Next change *****
R.3.2.x
RLOS
Not applicable.

***** Next change *****
R.3.3.x
RLOS
Not applicable.

***** Next change *****
S.3.1.x
RLOS
Not applicable.
***** Next change *****
S.3.2.x
RLOS
Not applicable.

***** Next change *****
S.3.3.x
RLOS
Not applicable.

***** Next change *****
U.3.1.x
RLOS
Not applicable.
***** Next change *****
U.3.2.x
RLOS
Not applicable.

***** Next change *****
U.3.3.x
RLOS
Not applicable.

***** Next change *****
W.3.1.x
RLOS
Not applicable.

***** Next change *****
W.3.2.x
RLOS
Not applicable.

***** Next change *****
W.3.3.x
RLOS
Not applicable.


