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1. Introduction
This pCR adds clauses 306.6 and 306.6.1 describing the protection of TLV messages.
2. Reason for Change
Clauses 306.6 and 306.6.1 are needed in TR 24.883
3. Conclusions

This pCR proposes a general clause on confidentiality and integrity protection of TLV messages.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.883 v0.6.0:
Removal of text and messages relating to use of FD;

Addition of a sentence stating that the messages are for on-network use only and are not for FD;

Addition of text stating that the IWF will be the termination point for protection for MCData clients homed in the IWF;

Removal of description of Client-Server communication between user homed in the IWF and the IWF as a particiapting function as this is out of scope of the current document;

Update of reference numbers from 3GPP TS 24.282 indexing to that used in 3GPP TS 24.883.
* * * First Change * * * *

306.6
IWF Confidentiality and Integrity Protection of TLV messages

306.6.1
General

Signalling plane provides confidentiality and integrity protection for the MCData data signalling and MCData data messages sent over the signalling plane. Signalling plane security also provides the authentication of MCData data messages. 

The signalling plane security is based on 3GPP MCData security solution including key management and end-to-end protection as defined in 3GPP TS 33.180 [78].

Various keys and associated key identifiers protect the MCData data signalling and MCData data messages carried on the signalling plane.

The MCData signalling messages sent and received by an IWF are on-network communications and do not include FD.

The MCData data signalling messages may be:

1.
SDS SIGNALLING PAYLOAD;

2.
SDS NOTIFICATION; or
3.
COMMUNICATION RELEASE.
The MCData data messages may be:

1.
DATA PAYLOAD.

In an on-network MCData communication for an MCData group, if protection of MCData data messages is negotiated, the GMK and the GMK-ID of the MCData group protect the MCData data messages sent and received by the IWF acting on behalf of users homed in the IWF.
In an on-network one-to-one MCData communications, if protection of MCData data messages is negotiated, the PCK and the PCK-ID protect the MCData data messages sent and received by the IWF acting on behalf of MCData clients homed in the IWF. The IWF acts as termination point for protection of one-to-one MCData data messages that are sent and received by the IWF acting on behalf of MCData clients homed in the IWF.
The protection of MCData communications between the user homed in the IWF and the IWF acting on behalf of the user homed in the IWF is outside the scope of the present document.
If protection of MCData data signalling messages between the IWF and another MCData function acting in a participating or controlling role is configured, the SPK and the SPK-ID protect the MCData data signalling messages sent and received between the IWF and that MCData function.
The GMK and the GMK-ID are distributed to the IWF acting on behalf of users homed in the IWF using the group document subscription and notification procedure specified in 3GPP TS 24.481 [31].

The PCK and the PCK-ID are generated by the IWF initiating the standalone SDS using signalling control plane or standalone one-to-one SDS using media plane on behalf of the user homed in the IWF.

Editor's note: We will need to remove the "standalone one-to-one SDS using media plane" if it gets de‑prioritized.

The SPK and the SPK-ID are configured in the IWF if it is acting as the participating MCData function or if it is acting as the controlling MCData function.
The key material for creating and verifying the authentication signature (SSK, PVT and KPAK) is provisioned to the MCData clients by the KMS as specified in 3GPP TS 33.180 [78].
* * * End of changes * * * *

