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1. Introduction

A field issue has been discussed in GSMA related to UE security capabilities indicaiton. This paper intends to discuss handling when the UE indicated security capabilities are invalid or unacceptable.
2. Discussion

Recently there was a field issue caused by a malicious UE. When debugging the field issue, a possibile vulnerability is revealed due to missing abnormal case handling in TS 24.301.
TS 24.301 clauses 9.9.3.34 and 9.9.3.36 define the capabilities as a bit field, with one bit per algorithm to indicate support.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	EEA0
	128-

EEA1
	128-

EEA2
	128-

EEA3
	EEA4
	EEA5
	EEA6
	EEA7
	octet 3

	EIA0
	128-

EIA1
	128-

EIA2
	128-

EIA3
	EIA4
	EIA5
	EIA6
	EIA7
	octet 4


According to TS 33.401, while ciphering can be optional, integrity protection for NAS is mandatory:

The NAS signalling may be confidentiality protected. NAS signalling confidentiality is an operator option.

All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. 

Also supporting of encryption algorithms EEA0/EEA1/EEA2 are mandatory for the UE and the MME:

UEs and MMEs shall implement EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering. UEs and MMEs may implement 128-EEA3 for NAS signalling ciphering.
Similarly supporting of integrity algorithms EIA0/EIA1/EIA2 are mandatory for the UE and the MME:

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection. UEs and MMEs may implement 128-EIA3 for NAS signalling integrity protection.

UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls. EIA0 shall not be used for integrity protection between RN and DeNB.

Since EEA and EIA capabilities are defined as bit field, this means any combinations can be possible, e.g.

a) 00000000 00000000

b) 01100000 01000000

c) 01000000 01100000

d) 10100000 11000000

e) 11100000 11100000

f) 11110000 11110000

For the examples above, cases a), b), c) and d) are all invalid UE security capabilities combinations. When the MME receives these combinations, the UE request should be rejected. However currently such abnormal case handling is missing.

In the field, it was observed that in one case an (illegal) all-zero NAS capability provided by a malicious UE lead to a wrong selection of "EIA7".
It is proposed to resolve the issue by adding abnormal case handling on the MME side to prevent the network from accepting UE with invalid or unacceptable security capabilities.

Proposal 1: It is proposed to resolve the issue by adding abnormal case handling on the MME side to prevent the network from accepting UE with invalid or unacceptable security capabilities.

Since same issue could happen in 5G, it is proposed to introduce similar abnormal case handling for the AMF to reject UE with invalid or unacceptable security capabilities.
Proposal 2: It is proposed to introduce similar abnormal case handling for the AMF to reject UE with invalid or unacceptable security capabilities.

4. Conclusion

Proposal 1: It is proposed to resolve the issue by adding abnormal case handling on the MME side to prevent the network from accepting UE with invalid or unacceptable security capabilities.

Proposal 2: It is proposed to introduce similar abnormal case handling for the AMF to reject UE with invalid or unacceptable security capabilities.

Related CRs are provided in C1-191262-63. 





































































