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Executive Summary: This paper suggests the UE behaviour upon receiving non integrity protected NAS reject messages with different reject cause values in 5GS similar to the UE behaviour specified in EPS.
1. Introduction

When an unsolicited NAS reject messages without security protection is sent by a malicious network, it will result in DoS attack to the victim UE as explained as follows. The UE sends a REGISTRATION REQUEST message without ciphering and a fake gNB responds with an unprotected and unsolicited REGISTRATION REJECT message including for instance the 5GMM cause value #7 “5GS services not allowed”. According to the description of UE behavior in 3GPP TS25.301 subclause 4.4.4.2 “Integrity checking of NAS signaling messages in the UE”, the REGISTRATION REJECT message shall be processed by the receiving 5GMM entity in the UE. Moreover, the UE then, as specified in subclause 5.5.1.2.5, deletes the 5GMM context and consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. 
On the other hand, silently discarding the NAS reject messages by the UE would likely not be a better solution either, as the UE is unable to verify whether the NAS reject messages are sent by a genuine or faked gNB. Therefore, an immediate retry at the same location might end up with repeatedly receiving the same reject message from the fake gNB.
2. Discussions 
In Rel-13, the principle handling of the unsolicited NAS reject messages in EPS is specified in TS24.301 sub clause 5.3.7b Specific requirements for UE when receiving non-integrity protected reject messages. It is suggested to adopt and specify the similar UE behavior for 5GS from Rel-16 onwards, as follows.
In general, the UE maintains
· a 5GS PLMN-specific attempt counter and the maximum number of possible entries in this list is UE implementation-specific,
· a counter for "SIM/USIM considered invalid for GPRS services" events and its maximum value is implementation-specific, and
· a Timer T3427.
The detailed UE behaviour is depending on the 5GMM cause value received and described in the CR of C1-191325.
3. Conclusion 

CT1 discusses the proposal and agrees on the CR in C1-191325.
