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	Reason for change:
	Field issues have been reported that there are case where illegal all-zero security capabilities were provided by a malicious UE leading to a wrong selection of "EIA7".

Currently TS 24.301 clauses 9.9.3.34 and 9.9.3.36 define the UE security capabilities as sets of bit fields, with one bit per algorithm to indicate support:
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According to this coding, for EPS integrity algorithms in octet 4, an all-zero field could be possible. However according to TS 33.401, UE implementation of EIA0 is mandatory, which means the EIA0 bit must be set:

UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. 
Similar requirements exist for EPS encryption algorithms in octet 3. According to TS 33.401, UE implementation of EEA0 is mandatory, which means the EIA0 bit must be set,. 

UEs and MMEs shall implement EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering. UEs and MMEs may implement 128-EEA3 for NAS signalling ciphering.
Based on these security requirements, having the EPS integrity algorithm fields and EPS encryption algorithm fields all-zero would be illegal, because it would mean no algorithm (incl NULL) is supported (neither EIA0 nor EIA1…). Therefore the network should reject the UE if the UE attempts to attach with no EPS integrity or encryption algorithms. 
However it has been found out that abnormal case handling for such cases on the network side is missing. 



	
	

	Summary of change:
	Handling for abnormal cases with no the EPS integrity algorithms or no EPS encryption algorithms are added on the network side.

	
	

	Consequences if not approved:
	Missing network side handling resulting in field issues.
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	*** Next Change ***


5.5.1.2.5
Initial registration not accepted by the network

If the initial registration request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.

If the initial registration request is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a back-off timer T3346.

If the initial registration request is rejected due to invalid or unacceptable UE security capabilities (e.g. no 5GS encryption algorithm or no 5GS integrity algorithm is indicated), the network shall set the 5GMM cause value to #xx "UE security capabilities invalid or unacceptable" and assign a back-off timer Txxxx.

The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.

#3
(Illegal UE); or

#6
(Illegal ME).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. The UE shall delete the list of equivalent PLMNs and enter the state 5GMM-DEREGISTERED.


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed.


If the UE also supports the registration procedure over the other access, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.

#7
(5GS services not allowed).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. The UE shall enter the state 5GMM-DEREGISTERED.


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value. 


If the UE also supports the registration procedure over the other access, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.

#11
(PLMN not allowed).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall delete the list of equivalent PLMNs and reset the registration attempt counter and store the PLMN identity in the "forbidden PLMN list". The UE shall enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform a PLMN selection according to 3GPP TS 23.122 [5].


If the UE is operating in single-registration mode, the UE shall in addition handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.


If the REGISTRATION REJECT message is integrity protected and the UE also supports the registration procedure over the other access to the same PLMN, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.

#12
(Tracking area not allowed).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter.


The UE shall store the current TAI in the list of "5GS forbidden tracking areas for regional provision of service" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE.


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.
#13
(Roaming not allowed in this tracking area).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall delete the list of equivalent PLMNs and reset the registration attempt counter.


The UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE or optionally 5GMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [5].


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.

#15
(No suitable cells in tracking area);


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter.


The UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE. The UE shall search for a suitable cell in another tracking area according to 3GPP TS 38.304 [15].


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, last visited registered TAI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.

#22
(Congestion).


If the T3346 value IE is present in the REGISTRATION REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below; otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.1.2.7.


The UE shall abort the initial registration procedure, set the 5GS update status to 5U2 NOT UPDATED and enter state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION.


The UE shall stop timer T3346 if it is running.


If the REGISTRATION REJECT message is integrity protected, the UE shall start timer T3346 with the value provided in the T3346 value IE.


If the REGISTRATION REJECT message is not integrity protected, the UE shall start timer T3346 with a random value from the default range specified in 3GPP TS 24.008 [12].


The UE stays in the current serving cell and applies the normal cell reselection process. The initial registration procedure is started if still needed when timer T3346 expires or is stopped.


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.

#27
(N1 mode not allowed).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter and shall enter the state 5GMM-NULL.


The UE shall disable the N1 mode capability for both 3GPP access and non-3GPP access (see subclause 4.9).

#72
(Non-3GPP access to 5GCN not allowed).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter and enter the state 5GMM-DEREGISTERED.

NOTE:
The 5GMM sublayer states, the 5GMM parameters and the registration status are managed per access type independently, i.e. 3GPP access or non-3GPP access (see subclauses 4.7.2 and 5.1.3).

The UE shall disable the N1 mode capability for non-3GPP access (see subclause 4.9.3).

As an implementation option, the UE may enter the state 5GMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [5].

#73
(Serving network not authorized).


The UE shall set the 5GS update status to 5U2 NOT UPDATED, reset the registration attempt counter, store the PLMN identity in the "forbidden PLMN list" and enter state 5GMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [5].
#xx
(UE security capabilities invalid or unacceptable).


The UE shall abort the initial registration procedure, reset the registration attempt counter, set the 5GS update status to 5U2 NOT UPDATED and enter state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION.


If the Txxxx value IE is present in the REGISTRATION REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below; otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.1.2.7.


The UE shall stop timer Txxxx if it is running.


If the REGISTRATION REJECT message is integrity protected, the UE shall start timer Txxxx with the value provided in the Txxxx value IE. If the REGISTRATION REJECT message is not integrity protected, the UE shall start timer Txxxx with a random value from the default range specified in 3GPP TS 24.008 [12].

The UE stays in the current serving cell and applies the normal cell reselection process. The initial registration procedure is started if still needed with updated UE security capability indication in UE network capability IE when timer Txxxx expires or is stopped. Optionally the UE may enter state optionally 5GMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [5].


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.

Other values are considered as abnormal cases. The behaviour of the UE in those cases is specified in subclause 5.5.1.2.7.
	*** Next Change ***


9.11.3.2
5GMM cause
The purpose of the 5GMM cause information element is to indicate the reason why a 5GMM request from the UE is rejected by the network.

The 5GMM cause information element is coded as shown in figure 9.11.3.2.1 and table 9.11.3.2.1.

The 5GMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.11.3.2.1: 5GMM cause information element

Table 9.11.3.2.1 : 5GMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	0
	1
	
	PEI not accepted

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	5GS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly de-registered

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	1
	
	No suitable cells in tracking area

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-5G authentication unacceptable

	0
	0
	0
	1
	1
	0
	1
	1
	
	N1 mode not allowed

	0
	0
	0
	1
	1
	1
	0
	0
	
	Restricted service area

	0
	0
	0
	1
	1
	1
	0
	1
	
	UE security capabilities invalid or unacceptable

	0
	0
	1
	0
	1
	0
	1
	1
	
	LADN not available

	0
	1
	0
	0
	0
	0
	0
	1
	
	Maximum number of PDU sessions reached

	0
	1
	0
	0
	0
	0
	1
	1
	
	Insufficient resources for specific slice and DNN

	0
	1
	0
	0
	0
	1
	0
	1
	
	Insufficient resources for specific slice

	0
	1
	0
	0
	0
	1
	1
	1
	
	ngKSI already in use

	0
	1
	0
	0
	1
	0
	0
	0
	
	Non-3GPP access to 5GCN not allowed

	0
	1
	0
	0
	1
	0
	0
	1
	
	Serving network not authorized

	0
	1
	0
	1
	1
	0
	1
	0
	
	Payload was not forwarded

	0
	1
	0
	1
	1
	0
	1
	1
	
	DNN not supported or not subscribed in the slice

	0
	1
	0
	1
	1
	1
	0
	0
	
	Insufficient user-plane resources for the PDU session

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".


	*** Next Change ***


A.3
Causes related to PLMN specific network failures and congestion/authentication failures

Cause #20 – MAC failure


This 5GMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh.

Cause #21 – Synch failure


This 5GMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range.

Cause #22 – Congestion


This 5GMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).

Cause #23 – UE security capabilities mismatch


This 5GMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.

Cause #24 – Security mode rejected, unspecified


This 5GMM cause is sent to the network if the security mode command is rejected by the UE for unspecified reasons.

Cause #26 – Non-5G authentication unacceptable


This 5GMM cause is sent to the network in N1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.501 [24]).

Cause #28 – Restricted service area


This 5GMM cause is sent to the UE if it requests service in a tracking area which is a part of the UE's non-allowed area or is not a part of the UE's allowed area.
Cause #xx – UE security capabilities invalid or unacceptable


This 5GMM cause is sent to the UE if the network detects that the security capabilities indicated by the UE are unacceptable, e.g. no 5GS encryption algorithms (all bits zero), no 5GS integrity algorithms (all bits zero), mandatory 5GS encryption algorithms not supported or mandatory 5GS integrity algorithms not supported, etc.
Cause #43 – LADN not available

This 5GMM cause is sent to the UE if the user-plane resources of the PDU session are not established when the UE is located outside the LADN service area.

Cause #65 – Maximum number of PDU sessions reached

This 5GMM cause is used by the network to indicate that the procedure requested by the UE was rejected as the network has reached the maximum number of simultaneously active PDU sessions for the UE.
Cause #67 – Insufficient resources for specific slice and DNN


This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.

Cause #69 – Insufficient resources for specific slice


This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
Cause #71 – ngKSI already in use


This 5GMM cause is sent to the network in N1 mode if the ngKSI value received in the AUTHENTICATION REQUEST message is already associated with one of the 5G security contexts stored in the UE.
Cause #73 – Serving network not authorized


This 5GMM cause is sent to the UE if the UE initiates registration towards a serving network and the serving network fails to be authorized by the UE's home network.

Cause #90 – Payload was not forwarded


This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to payload could not be forwarded by AMF.

Cause #91 – DNN not supported or not subscribed in the slice


This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to payload could not be forwarded by AMF because the DNN is not supported or not subscribed in the slice selected by the network if the UE did not indicate a slice, or the DNN is not supported or not subscribed in the slice indicated by the UE.

Cause #92 – Insufficient user-plane resources for the PDU session


This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient user-plane resources for the PDU session.
	*** End Change ***


