3GPP TSG CT WG1 Meeting #115





C1-191259
Montreal (Canada), 25 Feb - 1 March 2019
Source:
Qualcomm Incorporated
Title:
Discussion on QoS rule operations
Agenda item:
15.2.2.7
Document for:
Discussion and agreement
1. Introduction

In CT1#114, document C1-190615 (revision of C1-190168) was discussed and postponed as it was commented that a more detailed analysis is required to determine what is the best way forward when a QoS rules IE is received with conflicting rules. The reason for change described in the document’s cover sheet is: 
If the PDU session modification command message contains ‘create new QoS rule’ and ‘delete existing QoS rule” for the same QRI, the order in which the UE handles the 2 rule operations will create inconsistency. Eg: if the UE applies ‘create’ first and then ‘delete’ or if the UE applies ‘delete’ first and then ‘create’.

This document attempts to discuss the different cases that can arise in which the outcome may be problematic and suggests a way forward for such scenarios.
2. Discussion
The main assumption is that the QoS rules in question have the same QRI, referred to as QRI A for simplicity. This assumption will not be restated in the discussion below as it is the main premise for the problem at hand.
The text above suggests that “the order in which the UE handles the 2 rule operations will create inconsistency”. 

Indeed, the order in which the rules are executed may lead to a problem but the mere presence of a “create new QoS rule” operation (hereafter referred to as “create”) and a “delete existing QoS rule” operation (hereafter referred to as “delete”) does not mean surely there will be a problem or “inconsistency”!
1. If the UE first processes the create operation and then the delete operation, the result is that there is no QoS rule with QRI A ( this is not a problem or an “inconsistency”
2. If the UE first processes the delete operation for QRI A, and if
a) the UE has an existing QoS rule with QRI A, then the existing QoS rule will be deleted. Then the UE will process the create operation that now results in a rule with QRI A ( this is not a problem or an “inconsistency”

b) the UE does not have an existing QoS rule with QRI A, then this seems to be problematic as a non-existent rule cannot be deleted ( note that such error check is not yet in the specification

Observation 1: it cannot be concluded that just because two QoS rules have “conflicting” QoS rule operations, then the outcome will be problematic (see cases 1) and 2a)).
The scenario can also occur for other operations as well e.g. a modify operation and a delete operation.

Again, it depends on whether the UE has an existing QoS rule with QRI A.

3. If a QoS rule with QRI A exists and if

a) the UE processes the modify operation first, then processing the subsequent delete operation will result in no rule with QFI A ( again this is not a problem or an “inconsistency”

4. If a QoS rule with QRI A does not exist, then regardless of which operation is processed first, this would seem problematic as a non-existent rule cannot be modified/deleted ( note that such error check is not yet in the specification

Observation 2: it cannot be concluded that just because two QoS rules have other “conflicting” QoS rule operations (e.g. “delete”, “modify”), then the outcome will be problematic (see case 3a)).
It can be argued that if the UE can process the operations in a way that does not result to errors or problems, then that would be advantageous as it will avoid reporting unnecessary error if the right sequence of operations are performed e.g. as in case 2a), there is a QoS rule with QRI A, the delete operation is processed first, and the create operation is processed next.
It can also be argued that perhaps there are more than two rules that can be “conflicting” e.g. in the same QoS rules IE, there may be e.g. 3 rules with the same QRI A and the operations are “create”, “create”, and “delete”. Again, if the UE processes the operations in this sequence – “create”, “delete”, “create”, then the outcome is not problematic. 

This can be generalized to M rules with the same QRI A, where the operations can be a mix of “create”, “modify”, and “delete” operations. 
Observation 3: scenarios with “conflicting” QoS rule operations are not limited to two rules only but can be generalized to apply to any number M of QoS rules that are present in the QoS rules IE.
For this to work, the UE should perform the following:
· Identify the rules with the same QRI (at least 2)

· Identify the type of operation per rule

· Determine the order in which the rule operation can be performed while considering the possibility of existing rules with the same QRI
This also means that the rules that have the same QRI should always be treated together perhaps before the other rules can be processed, whereas the other rules will be handled sequentially. The handling then becomes more complex and benefit of specifying such behaviour is not obvious.

Observation 4: a set of M “conflicting” rules can be problematic if the order in which they are treated leads to an error. Determining which order will not be problematic, while considering a possible existing QoS rule with the same QRI, will make the QoS rule handling complex and should be avoided.
The processing of QoS rules should be kept simple and it is preferable that

· the UE consistently performs a sequential execution of the rule operations

· checks across rules should be avoided before sequential execution of the rule operations
With this assumption i.e. that the UE handles the rules sequentially, the specification only needs to address the case of the UE receiving a QoS rule with a “delete” or “modify” operation but there is no existing QoS rule with the same QRI (case 4 above). With this in place, the different errors above can be covered while maintaining a simpler QoS rule handling in a sequential manner.
Proposal 1: the UE reports an error when it receives a QoS rule with a “delete” or “modify” operation but there is no QoS rule with the indicated QRI

· if this occurs during a PDU session modification procedure, the UE rejects the PDU SESSION MODIFICATION COMMAND message with 5GSM cause #83 "semantic error in the QoS operation"
· if this occurs while the UE is in S1 mode, the UE shall not process the QoS rule. The UE shall include a Protocol configuration options IE or Extended protocol configuration options IE with a 5GSM cause parameter set to 5GSM cause #83 "semantic error in the QoS operation" in the MODIFY EPS BEARER CONTEXT ACCEPT message

There is no description regarding how the rules are processed by the receiving entity (i.e. UE or SMF). It should be clarified that the QoS rules are treated in a sequential manner starting with the first rule in the QoS rules IE and ending with the last. This clarification avoids complex rule processing as described above.

Proposal 2: clarify that the rules are processed sequentially by the UE and the SMF starting with the first rule in the QoS rules IE and ending with the last.
3. Conclusion
This document has discussed scenarios in which “conflicting” QoS rule operations can be received where the QoS rules have the same QRI, and the following observations were made:
Observation 1: it cannot be concluded that just because two QoS rules have “conflicting” QoS rule operations, then the outcome will be problematic (see cases 1) and 2a)).
Observation 2: it cannot be concluded that just because two QoS rules have other “conflicting” QoS rule operations (e.g. “delete”, “modify”), then the outcome will be problematic (see case 3a)).
Observation 3: scenarios with “conflicting” QoS rule operations are not limited to two rules only but can be generalized to apply to any number M of QoS rules that are present in the QoS rules IE.
Observation 4: a set of M “conflicting” rules can be problematic if the order in which they are treated leads to an error. Determining which order will not be problematic, while considering a possible existing QoS rule with the same QRI, will make the QoS rule handling complex and should be avoided.
Following these observations, with the aim of simplifying QoS rule operation handling, the following proposals are made:
Proposal 1: the UE reports an error when it receives a QoS rule with a “delete” or “modify” operation but there is no QoS rule with the indicated QRI

· if this occurs during a PDU session modification procedure, the UE rejects the PDU SESSION MODIFICATION COMMAND message with 5GSM cause #83 "semantic error in the QoS operation"
· if this occurs while the UE is in S1 mode, the UE shall not process the QoS rule. The UE shall include a Protocol configuration options IE or Extended protocol configuration options IE with a 5GSM cause parameter set to 5GSM cause #83 "semantic error in the QoS operation" in the MODIFY EPS BEARER CONTEXT ACCEPT message

Proposal 2: clarify that the rules are processed sequentially by the UE and the SMF starting with the first rule in the QoS rules IE and ending with the last.
Document C1-191276 implements the proposals above.
