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*** First Change ***
[bookmark: _Toc533163904][bookmark: _Toc525308629][bookmark: _Toc533163940]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[5]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[6]	IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".
[7]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".
[8]	3GPP TS 23.003: "Numbering, addressing and identification".
[9]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[10]	3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses."
[11]	IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".
[12]	IETF RFC 4301: "Security Architecture for the Internet Protocol".
[13]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[14]	IETF RFC 2784: "Generic Routing Encapsulation (GRE)".
[15]	IETF RFC 2890: "Key and Sequence Number Extensions to GRE".
[16]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[17]	3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[18]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[19]	IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[20]	Wi-Fi Alliance: "Hotspot 2.0 (Release 2) Technical Specification, version 1.0.0", 2014-08-08.
[21]	ITU-T Recommendation E.212: "The international identification plan for mobile terminals and mobile users".
[22]	3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects".
[23]	IETF RFC 4555: "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[24]	IETF RFC 791: "INTERNET PROTOCOL".
[25]	IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[26]	IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[27]	IETF RFC 793: "Transmission Control Protocol".
[28]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[29]	3GPP TS 38.413: "NG Application Protocol (NGAP)".
[4284]	IETF RFC 4284 (January 2006): "Identity Selection Hints for the Extensible Authentication Protocol (EAP)".
[8021x]	IEEE Std 802.1X™-2010: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Port-based Network Access Control".
***** Next change *****
[bookmark: _Toc533163937]6.1	General
The UE needs to obtain IP connectivity across the access network, which may require an access authentication. This additional access authentication may be required for the security of the untrusted non-3GPP access network. 
NOTE:	Access authentication is independent of authentication procedure performed as part of IKEv2 SA establishment procedure.
After selecting a single WLAN access network from the list of prioritized WLANs (see subclause 5.3.2), if the UE needs to perform 3GPP-based access authentication, the UE shall construct a NAI for use with authentication signalling with a PLMN, in order for the UE to be authorised to use the WLAN.
In order to perform 3GPP-based access authentication, the UE shall determine which service providers are available from a WLAN using the following procedures:
a)	if the selected WLAN supports ANQP specified in IEEE Std 802.11-2012 [19] and: 
-	if the UE did not obtain a list of realms using ANQP (i.e. ANQP-elements "NAI Realm") in subclause 5.3.2 or the UE did obtain a list of realms, but none of the realms is derived from a PLMN identity as specified in 3GPP TS 23.003 [8]; and
-	if the UE did not obtain a list with PLMN identities (i.e. ANQP-element "3GPP Cellular Network");
	the UE sends an ANQP request for a list of realms (i.e. ANQP-elements "NAI Realm") and PLMN identities (i.e. ANQP-element "3GPP Cellular Network"). The UE shall convert any received PLMN identities into a realm using the rules defined in 3GPP TS 23.003 [8], and
b)	if the selected WLAN does not support ANQP or the UE does not receive a realm derived from a PLMN identity as specified in 3GPP TS 23.003 [8] and the UE does not receive a PLMN identity in item a), and if an EAP-Request/Identity is received and that EAP-request/Identity does not include a realm derived from a PLMN identity, the UE supports IEEE 802.1x authentication (see IEEE Std 802.1X™-2010 [8021x]), the UE shall request a list of realms by sending the EAP-Response/Identity message including as its identity the alternative NAI.
NOTE:	The list with realms received in accordance with procedures in IETF RFC 4284 [4284], is of limited size and might not contain all the realms available via the WLAN.
The UE shall construct a NAI as follows:
a)	if the UE is not roaming, then:
-	if the UE has selected a WLAN that directly interworks with the HPLMN, then the UE shall use the root NAI;
-	otherwise, the UE shall determine the most preferred service provider that interworks with the selected WLAN and shall construct a decorated NAI that includes the realm of this service provider;
b)	if the UE is roaming and the HomeNetworkInd is not set to "1", then:
-	if the UE has selected a WLAN that directly interworks with the registered PLMN, then the UE shall construct a decorated NAI that includes the realm of registered PLMN;
-	otherwise, the UE shall behave as specified in bullet a) above.
The UE uses a constructed NAI as part of authentication signalling with a PLMN in order for the UE to be authorised to use the WLAN, when using 3GPP-based access authentication.
*** Next Change ***
6.3.1	General
In order to register to the 5G core network (5GCN) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network (N3AN).
Once the UE is configured with a local IP address, the UE shall select the Non-3GPP InterWorking Function (N3IWF) as described in subclause 7.2 and shall initiate the IKEv2 SA establishment procedure as described in subclause 7.3. During the IKEv2 SA establishment procedure, authentication and authorization for access to 5GCN is performed.
*** Last change ***

