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1.	Introduction
1.1	Congestion control for RLOS access
SA2 has studied the enhancements to EPS for restricted local operator services (RLOS) in order to implement the service requirements from SA1.
SA2 has concluded that the E-UTRA ( eNB) shall be informed that an RRC connection establishment procedure is for RLOS, so that eNB can apply congestion control and/or MME selection accordingly. SA2 has considered to use an RRC establishment cause specific for RLOS. However, RAN Plenary has sent feedback that using a new RRC establishment cause is not recommended due to the fact that there is only one reserved RRC establishment cause is available. Therefore SA2 has considered alternative solutions to indicate to the eNB that an RRC connection establishment procedure is for RLOS.
One approach discussed in SA2 is as mentioned in the LS S2-1901077:
2)	During the RRC connection establishment procedure, the UE uses a special decorated S-TMSI/M-TMSI (or a reserved S-TMSI/M-TMSI bit sequence) in the InitialUE-Identity information element. It means that this S-TMSI/M-TMSI is not derived from GUTI even if GUTI is available in the UE. At the NAS level, the UE includes the GUTI (if available) in the NAS message. The impacts of this alternative (including Service Request procedure, MME selection in case of UE context already existing in CN, etc.) have to be studied.
CT1 should provide feedback on this approach.
2.	Discussion
2.1	Using the 3GPP identifiers in the NAS MM procedures
According to the 5G specifications, if the UE has a valid GUTI, the UE shall identify itself with the GUTI (aka "old GUTI") in the initial NAS message (Attach request or TAU request). 
NOTE:	Usually the UE shall set the Old GUTI Type to indicate whether the Old GUTI is a native GUTI or is mapped from a P-TMSI and RAI, but for RLOS, mapped GUTI (from 5G-GUTI or P-TMSI) is not applicable because RLOS is an EPS feature and native GUTI is used.
The IMEI shall be included in the initial NAS message when the UE has no IMSI, no valid GUTI and no valid P-TMSI.
The UE uses S-TMSI (derived from the GUTI) in the RRC connection establishment procedure (i.e. RRCConnectionRequest message, RRC msg#3). The eNB uses the S-TMSI as input for the "MME selection function" to select an MME to which the NAS PDU (Attach/TAU request, Service Request) is sent. The eNB considers for example the following input for the MME selection function:
· S-TMSI, GUMMEI part (sent in RRCConnectionRequest message)
· UE Usage type (DCN)
· RRC establishment cause (e.g. Low access priority), etc. 
According to the TS 23.003 the GUTI format which is used in NAS signalling is as follows:
<GUTI> = <GUMMEI><M-TMSI>,
Put in a detailed format:
<GUTI> = <MCC><MNC><MME Group ID><MMEC><M-TMSI>
The S-TMSI is the shortened form of the GUTI and is used in the RRC signalling to enable more efficient radio signalling procedures (e.g. paging and Service Request). The S-TMSI format used in the RRC signalling is:
<S-TMSI> = <MMEC> <M-TMSI>
Whereas <MMEC> = 8 bits; and <M-TMSI> = 32 bits.
Observation 1: It is essential to use the non-modified value of GUMMEI or MMEC part of S-TMSI in order to allow the eNB to select the serving MME which already stores the UE's context.. If a decorated UE identity is to be used to indicate RLOS in the RRCConnectionRequest message, it would be preferable to use non-modified MMEC and reserved M-TMSI value as part of the S-TMSI in the RRCConnectionRequest message.. 

The TS 24.301 already specifies how in case of valid GUTI the UE NAS layer provides the S-TMSI to the lower layer during the transition from EMM Idle to Connected state:
a)	When the TAU procedure is for load balancing purposes, the UE NAS shall provide the lower layers with neither S-TMSI nor registered MME identifier;
b)	When the TA of the current cell is in the list of tracking areas that the UE previously registered in the MME, the UE NAS shall provide the lower layers with the S-TMSI, but shall not provide the registered MME identifier to the lower layers; or
c)	When the TA of the current cell is not in the list of tracking areas that the UE previously registered in the MME, the UE NAS shall provide the lower layers with the MME identifier part of the valid GUTI with an indication that the identifier is a native GUMMEI.
2.2	Analysis
In this clause, the cases of Attach/TAU procedure and Service Request procedure are analysed independently. It is assumed that the UE has already registered with the network and maintains a valid native GUTI. 
During Attach procedure and TAU request procedure the UE includes the GUTI, if available, in the initial NAS message. If the UE NAS sends the valid GUMMEI or MMEC to the lower layer, the eNB will be able to select the MME, where the UE context is stored, even without using the M-TSMI part. The eNB includes the received S-TMSI or GUMMEI in the S1-AP INITIAL UE MESSAGE message to the MME. This S1-AP INITIAL UE MESSAGE message also carries NAS PDU. Upon reception in the MME of the S1-AP INITIAL UE MESSAGE message, the MME should ignore the S-TMSI and the MME needs to rely on the GUTI from the NAS PDU IE in order to find the UE's context in the MME. 
The initial NAS message is integrity protected and not encrypted. The MME cannot verify the integrity of the initial NAS message at reception and the MME needs to process the message and extract the GUTI. This  has impact on the MME implementation and may increase the vulnerability of processing initial NAS messages without checking the integrity protection first. 

Observation 2: In case of Attach/TAU procedure, using reserved M-TMSI value in the RRC signalling works, however, it has impact on the UE (to generate the appropriate indication to lower layers) and the MME. Using reserved M-TMSI value in the RRC signalling may increase chances for the MME to be vulnerable to process NAS messages with unknown S-TMSI values (vulnerability to DoS attacks).
During Service Request procedure, the NAS Service Request message does not contain GUTI. The MME relies on the S-TMSI from the S1-AP INITIAL UE MESSAGE message carrying the NAS Service Request message in order to find the stored UE's context (M-TMSI is a pointer to the UE's context). If there is no valid S-TMSI, the MME cannot associate the NAS Service Request with the existing UE's MM context in the MME. The MME may send EMM "Cause #9 – UE identity cannot be derived by the network" in a Service Reject message as response to the UE and the UE enters the state EMM-DEREGISTERED state.
TS 24.301 further specifies:
If the S-TMSI is not received by the MME in the INITIAL UE MESSAGE message whereas expected, the MME shall consider the procedure as failed.
This means, the S-TMSI cannot be omitted at the eNB in the S1-AP INITIAL UE MESSAGE message.
If the UE performs Extended Service Request procedure, the UE NAS layer sends the decorated M-TMSI to the lower layers. However, the UE shall include the M-TMSI in the EXTENDED SERVICE REQUEST message. In this way the MME should ignore the received S-TMSI from the S1-AP INITIAL UE MESSAGE message, and the MME shall use the M-TMSI in the EXTENDED SERVICE REQUEST message. The MME would be able to identify the UE's MM context in the MME.
Observation 3: In case of Service Request procedure, using decorated M-TMSI in the RRCConnectionRequest message leads to the inability of the MME to associate the NAS Service Request message with the UE's MM stored context. If the UE uses Extended Service Request procedure, then the UE can use the decorated M-TMSI in the RRCConnectionRequest message and the "real" M-TMSI in the NAS EXTENDED SERVICE REQUEST message.
Some eNB implementations may use the S-TMSI or M-TMSI value (sent in RRC message 3 "RRCConnectionRequest") to filter too frequent RRC connection attempts from fraud UEs. For example the eNB may not accept and process requests from the same S-TMSI if the requests come within a certain short time (e.g. every second). Another eNB implementations may use the S-TMSI to recognise whether RRC reject message with a back-off timer has been sent to this UE and whether the UE implementations ignores the back-off timer and keeps sending requests.
Observation 4: the use of non-native S-TMSI/M-TMSI value may negatively impact the eNB protection mechanisms to avoid recognise malicious UEs.
Proposal
It is proposed to discuss and agree the following observations.
It is essential to use the non-modified value of GUMMEI or MMEC part of S-TMSI in order to allow the eNB to select the serving MME which already stores the UE's context. It would be preferable to use non-modified MMEC and reserved M-TMSI value as part of the S-TMSI in the RRCConnectionRequest message.
The UE NAS layer can indicate reserved M-TMSI value (e.g. a reserved bitmap) for RLOS to the lower layer only in case the UE identity is included in the NAS signalling message. 
The following impacts to the NAS procedures has been identified:
-	The UE shall always use EXTENDED SERVICE REQUEST message during the Service Request procedure.
-	This increases the usage of radio resources (e.g. SRB1) for Service Request procedure, as the initial NAS message is longer. 
Further impacts to the following entities:
-	To UE: the NAS layer shall be configured with a reserved M-TMSI value for RLOS. The GUTI shall not be sent encrypted in the NAS message.
-	To RAN: the eNB shall be configured with a reserved M-TMSI value for RLOS, so that the eNB can identify that the RRC connection is for RLOS access. The eNB protection mechanisms against malicious UEs may not be used if reserved M-TMSI value is used.
-	To MME: the MME shall be configured with a reserved M-TMSI value for RLOS. Upon reception of S1-AP message carrying reserved M-TMSI value for RLOS, the MME shall ignore the S-TMSI from the S1-AP message and the MME shall process the encapsulated NAS message to derive the M-TMSI from the GUTI. This increases the MME vulnerability to process NAS messages with unknown S-TMSI values (vulnerability to DoS attacks). 
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