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	Reason for change:
	Change #1:
The current S1 mode to N1 mode NAS transparent container IE has a mandatory field for the “5G UE security capability” and an optional field for the “EPS UE security capability”. However, in TS 33.501 V15.3.1, the AMF does not include these fields in the transparent container as per step 3 of section 8.4.2:
“The target AMF shall create a NAS Container to signal the necessary security parameters to the UE. The NAS Container shall include a NAS MAC, the selected 5G NAS security algorithms, the ngKSI associated with the derived KAMF' and the NCC value associated with the NH parameter used in the derivation of the KAMF'.  The target AMF shall calculate the NAS MAC as described in clause 6.9.2.3.3. with the COUNT parameter set to the maximal value of 232-1.”
Note that these fields were previously removed (see C1-186807 in CT1#112bis) from the Intra N1 mode NAS transparent container IE but were kept in the S1 mode to N1 mode NAS transparent container IE although there is no stage 2 support for keeping them in the latter and no requirements on their usage or handling by the UE.

This document proposes to keep the mandatory 5G UE security capability field but this field should be encoded by the AMF as all zeros. Furthermore, the UE should always consider this field as encoded as all zeros and ignores the field.

The optional EPS UE security capability field is removed from the container.

Change #2:
Section 4.4.2.3 still has an occurrence of the “replayed UE security capabilities in the NAS security transparent container” and this should be removed. Also the occurrence of “NAS security transparent container” should be changed to Intra N1 mode NAS transparent container instead.

Change #3:
Table 9.11.2.9.1 (S1 mode to N1 mode NAS transparent container information element) uses wrong octet numbers and should be corrected.

	
	

	Summary of change:
	Change #1:
Since the 5G UE security capability field is mandatory (in the S1 mode to N1 mode NAS transparent container IE), the AMF should encode the field as all zeros. Also, the UE should always consider the field as encoded as all zeros, and the UE ignores this field (since it is not used at the UE for any security check or to update any security context).

The optional EPS UE security capability field is removed from the S1 mode to N1 mode NAS transparent container IE. 

Change #2:
Delete the “replayed UE security capabilities” that is specified to be part of the Intra N1 mode NAS transparent container, and change “NAS security transparent container” to “Intra N1 mode NAS transparent container”.

Change #3:
The octet numbers listed in Table 9.11.2.9.1 (S1 mode to N1 mode NAS transparent container information element) are corrected.

Interoperability impact analysis
1. UE and AMF compliant with TS 24.501 v15.2.1:

The AMF sets the mandatory 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) to any value. The AMF may include the EPS UE security capability field in the container.

The UE receives the 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) that is set to a value as determined by the AMF (i.e. octets 8 and octet 9 are are not necessarily coded as all zeros). What the UE does with the received value is not specified. 
The UE may receive the EPS UE security capability field. What the UE does with this field, if received, is not specified.

1. UE and AMF compliant with this CR

The AMF codes the mandatory 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) as zero (i.e. octets 8 and octet 9 are coded as zero).
The EPS UE security capability field is never sent since the field has been removed.

The UE receives the 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) with a value indicating zero (i.e. octets 8 and octet 9 are coded as zero). The UE considers these octets as coded as zero and does not use the field.

1. UE compliant with TS 24.501 v15.2.1 and AMF compliant with this CR:

The AMF codes the mandatory 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) as zero (i.e. octets 8 and octet 9 are coded as zero).

The UE receives the 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) with octets 8 and octet 9 coded as zero. This does not affect the UE as there is no description about how this field should be used when received.

1. UE compliant with this CR and the AMF compliant with TS 24.501 v15.2.1:

The AMF sets the mandatory 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) to any value.
The AMF may include the EPS UE security capability field in the container.

The UE receives the 5G UE security capability field (in the the S1 mode to N1 mode NAS transparent container) with octets 8 and octet 9 set to any value. The UE considers octets 8 and 9 as coded as zero and does not use the field.

If the EPS UE security capability field is included in the container, the UE ignores the EPS UE security capability field as it is not expected or known to the UE (per protocol rules in 24.007).


There is no backward compatibility issue that is introduced by this document.

	
	

	Consequences if not approved:
	Change #1: Unnecessary information is sent to the UE thereby inefficiently increasing the size of the transparent container. This also makes the stage 3 specification not aligned with stage 2.
Change #2, #3: errors remain in the specification.
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*** Next change ***
[bookmark: _Toc533171729]4.4.2.3	Establishment of a 5G NAS security context during N1 mode to N1 mode handover
During an N1 mode to N1 mode handover, the target AMF may derive a new 5G NAS security context for which the target AMF creates a new 5G NAS security context as indicated in 3GPP TS 33.501 [24]. 
When a new 5G NAS security context is derived using the same KAMF, the target AMF includes the 8 least significant bits of the downlink NAS COUNT in the Intra N1 mode NAS transparent container, and indicates that a new KAMF  shall not be derived (see subclause 9.11.2.6). The AMF shall increment the downlink NAS COUNT by one after creating the NAS security transparent container.
When a new 5G NAS security context is created from a new KAMF, the target AMF includes the 8 least significant bits of the downlink NAS COUNT in the Intra N1 mode NAS transparent container and indicates that a new KAMF shall be derived (see subclause 9.11.2.6). The AMF shall then set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The AMF shall increment the downlink NAS COUNT by one after creating the NAS security transparent container.
The target AMF also includes the ngKSI with the same value as the ngKSI currently being used with the UE, the message authentication code, and the selected NAS algorithms, and replayed UE security capabilities in the Intra N1 mode NAS security transparent container.
When the UE receives a command to perform handover to NG-RAN including an Intra N1 mode NAS transparent container (see subclause 9.11.2.6), the UE derives a new 5G NAS security context as described in 3GPP TS 33.501 [24]. When the Intra N1 mode NAS transparent container indicates that a new KAMF needs to be derived, the UE shall set both the downlink NAS COUNT and uplink NAS COUNT to zero after creating the new 5G NAS security context. 
NOTE:	During N1 mode to N1 mode handover, the Intra N1 mode NAS transparent container (see subclause 9.11.2.6) is equivalent to sending a SECURITY MODE COMMAND message to the UE in order to derive and use a new 5G NAS security context, optionally created with a new KAMF.


*** Next change ***
[bookmark: _Toc533172423]9.11.2.9	S1 mode to N1 mode NAS transparent container
The purpose of the S1 mode to N1 mode NAS transparent container information element is to provide the UE with parameters that enable the UE to create a mapped 5G NAS security context and take this context into use after inter-system change to N1 mode in 5GMM-CONNECTED mode.
The S1 mode to N1 mode NAS transparent container information element is coded as shown in figure 9.11.2.9.1 and table 9.11.2.9.1.
The S1 mode to N1 mode NAS transparent container is a type 4 information element with a minimum length of 10 octets and a maximum length of 12 octets.
Octets 11 and 12 are optional. If octet 11 is included, then also octet 12 shall be included.
The value part of the S1 mode to N1 mode NAS transparent container information element is included in specific information elements within some RRC messages sent to the UE.
NOTE:	For these cases the coding of the information element identifier and length information of RRC is defined in 3GPP TS 38.331 [30].
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	3
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	S1 mode to N1 mode NAS transparent container IEI
	octet 1

	Length of S1 mode to N1 mode NAS transparent container contents
	octet 2

	
Message authentication code
	octet 3

octet 6

	Type of ciphering algorithm
	Type of integrity protection algorithm
	
octet 7

	0
Spare
	NCC
	TSC
	Key set identifier in 5G
	
octet 8

	
5G UE security capability
	octet 9

octet 10

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	
octet 9

octet 10

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	

	
EPS UE security capability
	octet 11*

octet 12*



Figure 9.11.2.9.1: S1 mode to N1 mode NAS transparent container information element
Table 9.11.2.9.1: S1 mode to N1 mode NAS transparent container information element
	Message authentication code (octet 3 to 6)

	

	This field is coded as the Message authentication code information element (see subclause 9.8).

	

	Type of integrity protection algorithm (octet 7, bit 1 to 4) and
type of ciphering algorithm (octet 7, bit 5 to 8)

	

	These fields are coded as the type of integrity protection algorithm and type of ciphering algorithm in the NAS security algorithms information element (see subclause 9.11.3.34).

	

	NCC (octet 8, bits 5 to 7)

	

	This field contains the 3 bit Next hop chaining counter (see 3GPP TS 33.501 [24])

	

	Key set identifier in 5G (octet 78, bit 1 to 3) and
type of security context flag (TSC) (octet 78, bit 4)

	

	These fields are coded as the NAS key set identifier and type of security context flag in the NAS key set identifier information element (see subclause 9.11.3.32).

	

	5G UE security capability (octets 9 to 10)Octets 9 and 10 are spare and shall be coded as zero.

	

	This field is coded as octets 3 and 4 of the UE security capability information element (see subclause 9.11.3.54).

	

	EPS UE security capability (octets 11 to 12)

	

	This field is coded as octets 5 and 6 of the UE security capability information element (see subclause 9.11.3.54).

	NOTE:	In earlier versions of this protocol, octets 9 and 10 can have any value. In this version of the protocol, octets 9 and 10 can always be ignored by the UE.




*** Next change ***
