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Background

CT1 has received an LS from SA2 in C1-19xxxx/S2-1813359. In the LS, SA2 informs CT1 of an ongoing Rel-16 work on the feasibility study of enhanced Network Slicing (FS_eNS). Moreover, SA2 informs CT1 that they have taken a working assumption, documented in S2-1813210, in conjunction to the Slice-Specific Secondary Authentication, which is to take place during an ongoing registration procedure. Furthermore, they acknowledge that there may exist some open issues and at least one has already been identified to have NAS impact. Therefore, SA2 finalizes their LS by asking CT1 whether the proposed solution in S2-1813210 is acceptable or an alternative approach using alternative message flows between UE and the AMF would be preferable.
Discussion

The LS from SA2 mainly focuses on the interaction of NAS timers between the Registration and EAP procedures. There are, however, a few more components and details that require careful attention before certain decisions and choices can be made. Below, we have provided some of the details we have identified. .that we can think of at this point.
Referring to the most important part of the solution, also mentioned in the LS, we need to carefully consider the interaction of the two procedures with respect to the specific NAS timers, dedicated to each procedure. While authentication (and security in general) procedure is deemed extremely crucial, one has to also respect the NAS procedures and state machines that have been specified in our specs since 2G. The Registration Procedure is a so called “Specific” procedure and neither the operator nor the end user would appreciate failure of this procedure! 

Going back to the 6.3.2 in TR 23.740, we observe the following: “The start of this step [secondary authentication for slice access] suspends the current Registration procedure timer. This timer is restarted when all the pending EAP procedure for slices that are subject to Slice-Specific Secondary Authentication are completed.”
In a nutshell, the proposed solution mandates the UE to halt/suspend the registration timer. Looking at the highlighted text above, it also “implicitly” puts a requirement on the UE to know that a certain authentication was the last one performed by the network!
Observation 1: 
· The network decides whether or not to proceed with a secondary authentication for a given S-NSSAI. Therefore, the number of actual EAP procedures for slice authentication may be less than what is expected by the UE during the Registration procedure.

· In this scenario, the UE could potentially fail to resume the MM timer, by erroneously anticipating the execution of more Secondary Authentication procedures (EAP procedures) than what is actually being performed by the network.

Question 1: How does the UE determine the exact number of EAP procedures that will actually be run in order to resume the Registration timer deterministically?
Last, but not least. Let’s now have a closer look at the related times. The UE starts timer T3510 upon sending the Registration Request message with the default value of 15 seconds. When the network starts the Authentication procedure by sending the Authentication Request message, it will start Timer T3560, which has a duration of 6 seconds. Based on the fact that there could be up to eight (8) consecutive slice authentications procedures, we are potentially talking about a suspension of T3510 for up to 48 seconds! A simple and straight forward question to ask here would be whether anyone can think of or agree to a registration procedure that can take roughly 50 seconds!!! Please bear in mind that we have not even considered abnormal scenarios such as failure of certain EAP procedures.
Observation 2: 

· Since current proposal relies on the UE suspending the T3510 during EAP procedures, the UE would need to resume the T3510 based on a combination of the reception of specific messages (e.g. EAP Success/Failure) and a counter for such messages reaching an expected value. This would introduce complexity to the existing more straightforward 5GMM timer management (Registration Request/Accept)
· As seen in observation 1, counting of EAP related messages using UE configuration alone may not be a reliable approach. Additional messaging between the UE and network may be needed to provide the UE with the actual number of pending EAP procedures before the UE can suspend and resume the MM timer deterministically. This may further impact the Registration procedure on top of current proposal.
Observation 3: In the selected proposal, EAP procedures for slice authentication are nested in the Registration procedure. 

· This means that the UE needs to complete all the applicable EAP procedures to complete the Registration procedure. 

Question 2: Would the operator and/or end user be willing to wait about 50 seconds for the Registration procedure to complete?!
Therefore, any delay during the EAP procedures (e.g. timeout, failures) will cause a delay for the UE to complete the Registration procedure and access any slice including those that are not subject to secondary authentication.
As a final note, we would like to bring your attention to the following. The CIoT devices may actually use SMS as a means for communication with network/servers. If so, there is absolutely no need for any PDU Session establishments for this type of device, so one can strongly question the benefit of such approach which delays the actual registration procedure significantly!

Conclusion

It is proposed that CT1 should reply to the incoming LS from SA2 and inform them that an alternative approach, which does not affect the NAS timers in a negative way, would be preferred. A draft reply LS has been provided to the CT1#114 by the source company.
